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Abstract

The integration density of Dynamic Random-Access Memory (DRAM)
increases with each generation, enabling greater storage capacity. As a
result, the integration density in current DRAM is so high that frequent
access to DRAM cells can cause disturbance errors in adjacent cells.
This effect, known as Rowhammer, was initially considered a side effect,
exploitable only in theory. Later, it was shown that Rowhammer can be
exploited in various ways to achieve local privilege escalation.

For effective Rowhammer attacks, an attacker typically needs to know
where specific addresses are spatially located in DRAM to perform accesses
in a specific pattern. Only a few variants of Rowhammer do not use specific
patterns. The mapping between addresses and spatial locations in DRAM
is determined by the memory controller using DRAM addressing functions.
In current systems, the memory controller is part of the CPU. Since
vendors do not publish the DRAM addressing functions used in their
memory controllers, reverse-engineering of these functions is required to
run effective Rowhammer attacks. Besides Rowhammer attacks, these
functions could also be used by the operating system to optimize DRAM
accesses or to implement Rowhammer mitigations.

In this thesis, we present the first software-only approach for reverse-
engineering DRAM bank addressing functions on systems with AMD
CPUs. After reverse-engineering DRAM addressing functions, it remains
unclear whether they are correct, as the process can be error-prone. To
address this problem, we present an approach to verify a set of DRAM
bank addressing functions and determine for individual functions within
the set whether they are correct or not.

After the first Rowhammer exploits were published, vendors began de-
veloping mitigations. First, BIOS updates that reduce the DDR3 refresh
window from 64ms to 32ms were deployed. With reduced refresh win-
dows, cells have less time to leak, and an attacker has fewer accesses to
trigger disturbance errors. We show that the number of bit flips identified
within a given time can be increased by a factor of 830 when performing
a multi-threaded Rowhammer attack and running additional memory
accesses in parallel. These amplifications can also affect systems with the
double-refresh-rate mitigation, making them vulnerable to Rowhammer.
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Rowhammer is a significant problem that affects a majority of systems.
While the number of Rowhammer-related publications increases annu-
ally, there is no known case of Rowhammer being used in “real” attacks,
e.g., malware campaigns. Also, the prevalence of Rowhammer outside of
research lab setups is unknown. We analyze multiple experimental evalua-
tions from Rowhammer-related publications and identify six threats to the
validity of Rowhammer research. Additionally, we provide seven recom-
mendations to improve the real-world applicability of future Rowhammer
research. To answer the question about Rowhammer prevalence, we con-
duct a large-scale study evaluating 1 006 datasets collected across 822
systems. We show that at least 12.5% of datasets are susceptible to
Rowhammer attacks. We also discuss reasons why other datasets were not
affected and identify the failure of reverse-engineering DRAM addressing
functions and the lack of tools supporting systems with AMD CPUs and
DDR5 DRAM as the main reasons.

This thesis consists of two parts. In the first part, we contextualize our
contributions within the state of the art. The second part contains my
unmodified1 first-author publications. All of these publications were peer-
reviewed and accepted at international scientific conferences.

1The content is unmodified from the camera-ready version of the papers. The format
was adjusted to fit the layout of this thesis.
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1
Introduction

Modern computer systems are typically constructed in multiple layers.
Thereby, as for all systems consisting of multiple layers, the security of
the entire system is only as strong as the weakest layer. Security esti-
mates or guarantees for components are typically done individually, since
components can be used in conjunction with different other components.
Therefore, these security estimates or guarantees assume that all com-
ponents in the layers below function as expected, and they hold only as
long as these components actually behave as assumed. Consequently, a
vulnerability in the operating system would affect all applications running
on it, even if the applications themselves do not have any vulnerabilities.

In contrast to directly exploitable vulnerabilities, side-channel attacks
exploit metadata leakage to derive secrets. Examples of such metadata
include power consumption [110, 117, 84, 67, 104, 77], execution time [82,
51, 62, 114], or memory accesses that lead to data being cached [112, 111,
25, 102, 93]. Therefore, an attack might be possible even though there are
no vulnerabilities in the individual components, but only because specific
components leak metadata. Side-channel attacks can affect both hardware
and software components. Among others, side channels can be used to
reverse-engineer DRAM bank addressing functions [82, 22, 103, 32, 46],
which can be used in Rowhammer attacks.

Rowhammer is a fault attack which, in contrast to side-channel attacks, do
not leak metadata to derive secret information. Instead, fault attacks trig-
ger faults, impacting the availability and integrity of systems. Rowhammer
exploits disturbance errors in DRAM [57], leading to bit flips in memory
locations not mapped to the process controlled by the attacker. Initially,
Rowhammer was considered a theoretical problem, as random bit flips
seemed difficult to exploit. This changed when Seaborn and Dullien [92]
published two Rowhammer exploits and demonstrated how Rowhammer
can lead to an NaCl sandbox escape and local privilege escalation.
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1. Introduction

Since then, a cat-and-mouse game has begun between Rowhammer miti-
gations and novel attacks that bypass them. As a first reaction, vendors
reduced the refresh windows for DDR3 DRAM from 64ms to 32ms through
BIOS updates, as suggested by Kim et al. [57]. For example, the mitiga-
tion published by Lenovo [64, 63] doubles the refresh rate, as discussed
in Chapter 6. Other proprietary Rowhammer mitigations, such as target
row refresh (TRR) and pseudo target row refresh (pTRR), followed. Cur-
rently, Rowhammer attacks have been demonstrated on different DRAM
generations like DDR3 [57, 10, 85, 107, 28, 27, 94, 95, 50, 60, 98, 55, 30],
DDR4 [28, 43, 1, 27, 13, 66, 22, 81, 15, 45, 58, 98, 80, 108, 24, 69, 53, 71,
55, 46, 16, 30, 44, 4, 86], DDR5 [46, 75], LPDDR2 [100, 66], LPDDR3 [100,
115], LPDDR4 [100, 58], and LPDDR4X [22, 45, 58]. In addition to main
memory, Rowhammer can also affect GPU memory, as shown by Lin et al.
[65] on GPUs with GDDR6 memory.

1.1. Main Contributions

This section introduces the first-authored peer-reviewed papers included
in this PhD thesis. I first-authored 5 papers of which one was published
at an A* venue, and two at tier A venues. All of these publications are in
the fields of Rowhammer and DRAM addressing functions.

Since most Rowhammer attacks need DRAM addressing functions to work
properly, these functions have to be reverse-engineered first. We introduce
an approach to reverse-engineer DRAM bank addressing functions on
systems with AMD CPUs [32]. After reverse-engineering, it is not clear
whether the functions are correct, since the time-based side channel used
by most reverse-engineering tools [82, 22, 103, 32, 46] is error-prone.
We introduce an approach for verifying reverse-engineered DRAM bank
addressing functions [33] in software, which can verify individual functions
from a submitted set of functions.

After the first Rowhammer exploits [92] were published, vendors began
deploying mitigations against Rowhammer. One of these mitigations was
the double refresh rate mitigation, which reduced the refresh window on
DDR3 from 64ms to 32ms. We introduce a Rowhammer amplification
approach for DDR3, achieving an amplification factor of 830 when multi-
threaded Rowhammer and additional noise are used [31]. Our approach
can bypass the double refresh rate mitigation.
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1.1. Main Contributions

As shown in prior work [57, 100, 45, 58, 69, 24, 46], the majority of
systems are affected by Rowhammer. However, no real-world exploits,
e.g., in malware campaigns, have used Rowhammer until now to the best
of our knowledge. We analyze the stark discrepancy between academic
publications and real-world impact by performing an analysis of threats
to Rowhammer research validity [36]. Finally, we run a large-scale study
on Rowhammer prevalence [35].

Reverse-Engineering Bank Addressing Functions on AMD
CPUs [32]: Our approach is based on the time-based reverse-engineering
of DRAM bank addressing functions by Pessl et al. [82]. We adjust their
approach by adding automated detection of the number of banks and
the block size (e.g., the number of consecutive addresses within the same
bank). We also modify the grouping and demonstrate that our approach
is capable not only of identifying DRAM bank addressing functions on
systems with Intel CPUs but also on those with AMD CPUs. We evaluate
our approach on two systems with Intel CPUs (i7-4800MQ and i9-10900K)
and two systems with AMD CPUs (Ryzen 9 3900X and Ryzen 9 5950X),
each in one configuration with a single DIMM and one with two DIMMs.
We compare the results of our approach with those from Pessl et al. [82]
and show that both approaches yield very similar addressing functions on
Intel-based systems. This work was published at the Workshop on DRAM
Security (DRAMSec) in 2023 [32] in collaboration with Florian Adamsky.

Flipper: Rowhammer on Steroids [31]: We demonstrate that two
basic approaches can significantly increase the number of bit flips identified
by double-sided Rowhammer on DDR3. First, we perform Rowhammer
multi-threaded, with each thread exclusively hammering one DRAM bank.
Second, we run another thread that performs memory accesses to increase
the system’s memory pressure. To generate memory pressure, we use
the cmbsp instruction. We show that combining both approaches can
increase the number of bit flips identified within a given time by a factor
of 830. With our approach, bit flips occur faster, and some bit flips occur
only when applying the amplification approach. Therefore, attacks can
be performed faster, and (if they require bit flips at specific offsets) may
become possible. Additionally, we show that our amplification approach
can help to bypass the mitigation of a double refresh rate frequently used
on DDR3 systems. This work was published at the Microarchitecture
Security Conference (uASC) in 2025 [31] in collaboration with Florian
Adamsky.
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1. Introduction

Verifying DRAM Addressing in Software [33]: When using DRAM
addressing function reverse-engineering, it is often not possible to tell if
the reverse-engineered addressing functions are correct. In contrast to
Pessl et al. [82], who use a high-bandwidth oscilloscope to verify their
addressing functions, our approach leverages the time-based side channel
between row hits and row conflicts for verification. We group addresses
using the functions under test and randomly select 5 000 addresses (a1)
for each group. For each of these addresses, we randomly select another
address from the same group (a2) and another address from a different
group (b1). Next, we alternately access the addresses and verify that a1
and a2 have the timing of a row conflict and a1 and b1 have the timing
of a row hit. If both are correct, we consider the address a1 as verified.
Finally, we use the fraction of verified out of all addresses as a measure
of how correct the set of addressing functions is. Since removing a single
addressing function results in one bit of the bank number missing, 50% of
the banks cannot be addressed anymore. Therefore, the fraction of verified
addresses is also reduced to 50%. We use this approach to verify single
DRAM bank addressing functions by removing one function at a time
and verifying that the fraction of verified addresses drops to 50% of the
baseline. Additionally, we identify rank addressing functions, which are
linear combinations of DRAM bank addressing functions. We reimplement
the covert channel based on the timing differences between row hits and
row conflicts, initially introduced by Pessl et al. [82], and evaluate it on
DDR3, DDR4, and DDR5. We measure true capacities of up to 2.23Mbit/s
on DDR3, up to 0.66Mbit/s on DDR4, and up to 1.39Mbit/s on DDR5.
We utilize the timing differences between row hits and row conflicts to
perform a website fingerprinting attack, in which an attacker measures
access times to addresses in different DRAM banks. These traces are then
used in combination with machine learning to identify one out of 100
websites in a closed-world scenario. We achieve an F1 score of 84% on
DDR4 and an F1 score of 74% on DDR5. This work was published at the
European Symposium on Research in Computer Security (ESORICS) in
2025 [33] in collaboration with Florian Adamsky, Jonas Juffinger, Fabian
Rauscher, and Daniel Gruss.

Epistemology of Rowhammer Attacks: Threats to Rowhammer
Research Validity [36]: As shown in prior work [57, 100, 45, 58, 69,
24, 46], Rowhammer is a significant problem that affects the majority of
systems or DIMMs tested. However, so far, no known case of Rowhammer
being used in real-world attacks, e.g., malware campaigns, has been re-
ported. We analyze the stark discrepancy between academic attention and
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1.2. Other Contributions

real-world relevance by systematically examining 32 offensive Rowham-
mer publications, which collectively conduct a total of 48 experimental
evaluations. We identify 6 threats to the validity of Rowhammer research
and derive 7 recommendations for future Rowhammer-related research.
This work was published at the European Symposium on Research in
Computer Security (ESORICS) in 2025 [36] in collaboration with Hannes
Weissteiner, Florian Adamsky, and Daniel Gruss.

FlippyR.AM: A Large-Scale Study of Rowhammer Preva-
lence [35]: We design, perform, and evaluate a large-scale study on
real-world Rowhammer prevalence. Therefore, we create an ISO image
containing multiple existing Rowhammer implementations, which are exe-
cuted on the system on which the ISO image is booted. We gave various
talks, among others, at the 38C3 [34], and distributed our thumb drives
to the audience afterwards. In total, we collected 1 006 datasets from 822
unique systems and show that 12.5% of all systems are affected by our
fully automated Rowhammer tests. Since automated reverse-engineering
of addressing functions fails on approximately 50% of datasets, we assume
the actual number of affected systems to be higher, and our results to
provide a lower bound. Additionally, we were unable to add the more
recent ZenHammer [46] tool at that time, which is the first Rowhammer
tool to yield good results on systems with AMD CPUs. Therefore, more or
better tools and better automation could result in a higher percentage of
affected systems. This work was published at the Network and Distributed
System Security (NDSS) Symposium in 2026 [35] in collaboration with
Nima Sayadi, Jonas Juffinger, Carina Fiedler, Daniel Gruss, and Florian
Adamsky.

1.2. Other Contributions

This section introduces the peer-reviewed papers I co-authored during my
PhD studies. In total, I co-authored 2 papers, one of which was published
at an A* venue. Both of them are in the field of Rowhammer.

Presshammer: Rowhammer and Rowpress without Physical Ad-
dress Information [53]: In Presshammer, the difference between the
single-sided and double-sided variants of Rowhammer [57] and Row-
press [69] is analyzed. Therefore, we implemented a novel variant of
one-location Rowpress. We perform our experimental evaluation on a
set of 12 DDR4 DIMMs. This work was published at the Conference on
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1. Introduction

Detection of Intrusions and Malware & Vulnerability Assessment (DIMVA)
in 2024 [53] in collaboration with Jonas Juffinger, Sudheendra Raghav
Neela, Lukas Schwarz, Florian Adamsky, and Daniel Gruss.

Memory Band-Aid: A Principled Rowhammer Defense-in-
Depth [19]: Memory Band-Aid reduces the memory bandwidth per
thread and bank when a Rowhammer attack is detected. Thereby, the
accesses of the hammering thread get slower, and the number of accesses
might become insufficient to trigger bit flips. Since current hardware does
not support per-bank bandwidth limits, but only limits for an entire logical
CPU core, these limits are used in our experimental evaluation. It is shown
that the overhead of using Memory Band-Aid across multiple Phoronix
macro benchmarks ranges from 0% to 9.4%. Assuming hardware support
for per-thread limits, Memory Band-Aid would be a practically usable
second line of defense against Rowhammer. This work was published at the
Network and Distributed System Security (NDSS) Symposium in 2026 [19]
in collaboration with Carina Fiedler, Jonas Juffinger, Sudheendra Raghav
Neela, Hannes Weissteiner, Abdullah Giray Yağlıkçı, Florian Adamsky,
and Daniel Gruss.

1.3. Outline

Chapter 2 provides background information on DRAM and Rowhammer.
Chapter 3 provides an overview of the state of the art in the area of
Rowhammer attacks and mitigations. Chapter 4 concludes Part I. In
Part II, a list of all first-authored and co-authored papers is shown.
Additionally, the camera-ready versions of the main contributions of this
thesis are provided in Chapters 5 to 9.
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2
Background

This chapter describes the general concept of DRAM, DRAM architecture,
and DRAM addressing functions. Additionally, it contains information on
DRAM disturbance effects, such as Rowhammer.

2.1. DRAM

DRAM is the main memory technology used for volatile random-access
memory (RAM) in current computer systems. In this context, dynamic
means that the cells, consisting of capacitors and transistors, need to be
actively refreshed periodically. Refreshing the DRAM cells is necessary
because the capacitors lose charge over time. So, after some time, all capac-
itors would be discharged, and the information stored in the DRAM cells
would be lost. The DDR standards specify how often cells are refreshed,
and therefore, how long a single cell must maintain a charge level that is
clearly detectable as charged or uncharged. In DDR3 [47] and DDR4 [48],
the default refresh window is 64ms, while it is 32ms for DDR5 [49].

2.1.1. DRAM Architecture

DRAM cells are organized into arrays consisting of rows and columns. All
cells within the same column are connected to a bitline [56] in a way that
the data can be read from and written to all cells in that column using
a single bitline. Similarly, all cells within the same row are connected to
a wordline [56] in a way that only entire rows can be activated. When
a row is activated, the transistors connect the bitlines to the capacitors,
and thereby, the state of the capacitor can be read, or the capacitor can
be charged or discharged to write a specific value. There are true-cells, in
which the charged state represents a logical 1 and anti-cells, in which the
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2. Background

Figure 2.1.: Single DRAM cell consisting of a capacitor (C1) and a transistor
(T1). The transistor T1 is connected to the wordline (horizontal) and
the bitline (vertical). When the wordline is activated, the value of
the cell can be read by measuring the voltage level on the bitline. To
write a value, the voltage level corresponding to the value that should
be written is applied to the bitline when the wordline is activated.

charged state represents a logical 0 [57]. See Figure 2.1 for the general
schematic of a DRAM cell.

The capacitors have very small capacities, and sense amplifiers are used
to amplify the voltage on the bitlines. A DRAM array consists of multiple
subarrays, each comprising DRAM cells organized in rows and columns
and connected to wordlines and bitlines. Multiple subarrays are connected
via sense amplifiers [113]. In addition the sense amplifiers and DRAM cells,
the bitlines are also connected to a row buffer that stores the contents
of the currently activated row. Since reading is a destructive operation,
the value of the row buffer has to be written back to the DRAM array
before another row can be activated. Physically, the row buffer is typically
implemented as a feedback loop of the sense amplifiers [72].

Initially, the row buffer is empty, and the bitlines are precharged. This
means the bitline voltage is half the operation voltage of the DRAM array.
When a row is activated, the voltage of the bitlines is either slightly in-
creased in case of a charged capacitor discharging to the bitline or slightly
decreased in case of an empty capacitor charging from the bitline. Techni-
cally, the sense amplifiers compare the voltage on one bitline connected
to a DRAM cell with that of another precharged bitline [72]. Following
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2.1. DRAM

Figure 2.2.: Simplified architecture of a DRAM array: Each sense amplifier is
connected to two bitlines, which are connected to cells from different
wordlines. Therefore, the voltage level of the bitline connected to
the activated cell is compared with that of the other, precharged
bitline. Following this, the difference is amplified and fed back into
the bitline connected to the activated cell via a feedback loop (not
shown in the figure).

a slight increase in the voltage of the bitline connected to the activated
DRAM cell due to a charged capacitor, the sense amplifiers amplify the
difference, finally resulting in the bitline having the full operation voltage.
In the opposite case (the voltage of the bitline connected to the activated
DRAM cell is slightly decreased due to an empty capacitor), this difference
is amplified as well, resulting in the bitline having a voltage of 0V. See
Figure 2.2 for an overview of the combination of DRAM cells and sense
amplifiers.

Data can only be accessed from the row buffer after a row has been
activated and its data has been loaded into the row buffer. Typically, data
is transferred between DRAM and the CPU in chunks of 8B, which is
equal to the DRAM bus bandwidth of 64 bit. A burst of 8 of these chunks
form a cache line with a size of 64B, which is the size of continuous data
stored in the last-level cache of the CPU, e.g., only whole cache lines
(bursts of eight 8B chunks) are transferred. Depending on whether a read
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2. Background

or write operation is performed, cache lines can be sent to or received
from the CPU. When the operation is complete, the row can be closed,
effectively writing the the row buffer content back to the DRAM array
and then deactivating the wordline. Next, the DRAM is precharged, e.g.,
the bitline voltage is set to half the operating voltage. After that, another
row can be activated as described above.

When an access is performed to a row that is currently active, the row is
already in the row buffer and can be served directly from it. This case is
called a row hit. In contrast, there are also cases in which a row is accessed
that is currently not activated. In these cases, the currently activated row
must be closed to restore the content of the row buffer to the DRAM array,
and a PRECHARGE command must be issued to bring the bitlines into the
precharged state. In modern DRAM, data is already written back during
the read/write operation, and the bitlines only have to be precharged.
After that, the other row must be activated, and subsequently, the data
can be served from the row buffer. This case is called a row conflict. A
row conflict is slower than a row hit due to the additional commands
that must be executed before the access can be performed. On a system
with an Intel Core i7-12700H, row hits take approximately 400 cycles,
and row conflicts take approximately 570 cycles, as measured using the
measurement loop used in our tool for reverse-engineering DRAM bank
addressing functions on systems with AMD CPUs [32].

Regarding the closing of rows, there are multiple scheduling policies. An
open page policy [41] keeps DRAM rows open as long as possible, e.g.,
closes the row only when another row is accessed. In contrast, a closed page
policy [41] closes the row as soon as possible after the access is completed,
e.g., trying to keep the DRAM in the precharged state. There are also
policies like First-Ready First-Come-First-Served (FR-FCFS) [87] that
combine both approaches. The FR-FCFS scheduler optimizes accesses for
row hits by executing accesses that lead to a row hit out of order before
other accesses.

On systems with many logical CPU cores and, therefore, many processes
running in parallel, the probability of consecutive DRAM accesses targeting
the same row is relatively low. Hence, a closed page policy is typically
preferred on these systems. In contrast, on systems with fewer logical
CPU cores, consecutive accesses may go to the same DRAM row, e.g.,
for sequential read accesses from the same process. On these systems, an
open page policy is often preferred.

12



2.1. DRAM

The combination of the DRAM array, sense amplifiers, and row buffer
(e.g., feedback loop), as shown in Figure 2.2, is called a DRAM bank.
These banks are stored on DRAM chips, with banks distributed across
multiple chips, and each chip holding parts of multiple banks. The banks
are grouped in one or multiple ranks. Beginning with DDR4, banks are
not directly organized in ranks, but in bank groups, which are organized
in ranks.

A Dual Inline Memory Module (DIMM), typically inserted into the memory
slots on the mainboard, contains one or multiple ranks and additional
components, such as the serial presence detected (SPD) EEPROM. There
are also systems in which the DRAM chips are directly soldered to the
mainboard, or which support a combination of soldered DRAM chips and
DIMMs that can be inserted. The DIMMs are connected to the CPU with
buses called channels. Multiple DIMMs can be connected to the same
channel; however, only one DIMM per channel can be used simultaneously.
It is possible to connect multiple DIMMs to different channels, allowing
one DIMM per channel to be used simultaneously. On DDR5, a single
DIMM has two independent channels, called subchannels, each with a
bandwidth of 32 bit.

Since multiple DRAM channels can be used simultaneously, the memory
controller tries to distribute sequential accesses to multiple channels. As a
result, sequential cache lines can be read in parallel, thereby increasing
the effective memory bandwidth for sequential accesses [82]. For arbitrary
accesses, the probability of a collision is 1

nCh
, where nCh is the number of

populated channels on the system.

2.1.2. DRAM Addressing

On current x86 systems, the physical address space is divided into pages,
which are mapped to the virtual address space of the processes. These
pages are continuous memory blocks, each with a typical size of 4KiB,
on x86. Therefore, the same physical page can be mapped to multiple
processes, as is the case with shared libraries. To store the mapping of
physical pages to virtual addresses for different processes, page tables are
used. When a process accesses a virtual address, the kernel looks up the
virtual address in the Translation Lookaside Buffer (TLB), which caches
recently accessed mappings. In the case of a TLB hit, the mapping is
stored in the TLB and can be used directly. If the mapping is not found in
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2. Background

the TLB (TLB miss), the page tables are used to get the physical address
mapped to the virtual address that was accessed. If the address could
be resolved using page tables, this is stored in the TLB. If an access is
made to a virtual address to which no physical page is mapped, the page
table walk fails, triggering a segmentation fault (the kernel sends SIGSEGV
to the process). The translation between virtual and physical pages is
handled by the CPU, while the operating system maintains the mapping
between virtual pages and physical addresses.

Page tables utilize multiple layers of mappings to achieve fast lookups
while minimizing memory consumption. Therefore, the kernel keeps a
pointer to a Page Global Directory (PGD) for each process. We consider
4-level paging [39]. The PGD contains 512 entries, each with flags and a
pointer to a Page Level 4 Directory (P4D). These entries might also be
NULL, e.g., there do not have to be 512 P4Ds, but only as many as are
currently used. Each P4D contains 512 entries, each with flags and a pointer
to a Page Upper Directory (PUD). Similar to the PGD, not all entries have
to be populated. Each PUD contains 512 entries, each with flags and a
pointer to a Page Middle Directory (PMD). As for the previous directories,
not every entry of the PMD has to be populated. Each PMD contains 512
entries, each with flags and a pointer to a Page Table Entry (PTE). Again,
not all entries in the PMD have to be populated. In contrast to the previous
data structures, a PTE does not contain multiple entries, but only flags
and the address of a single Page Frame Number (PFN) mapped to a virtual
address.

For a 4 layer address translation using page tables, a 64-bit virtual address
is split in multiple parts [39]: The first 16 bit of the virtual address are
the sign extension and not directly used for the resolution of the mapping
using page tables. They are set to the same value as the next bits, so a
64-bit virtual address starts either with 17 bits with a value of one or 17
bits with a value of zero when 4-level paging is used. The following blocks
of 9 bit are used as offsets in the PGD, P4D, PUD, and PMD. The last 12 bit
are used as an offset within the 4KiB page. Therefore, the last 12 bit of a
virtual address and a physical address are identical. Figure 2.3 provides a
graphical overview. There is also 5-level paging, which uses 57 bit of the
virtual address [38].

There are also hugepages with sizes of 2MiB and 1GiB, which is due to the
multi-level page table architecture: For 2MiB hugepages, the entries in the
PUD do not point to a PMD but directly to a PTE. This PTE contains a PFN
for a continuous block of memory, addressable with 12bit + 9 bit = 21 bit,
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Virtual Address
12bit9 bit9 bit9 bit9 bit16 bit
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P4D*
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PGD
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PUD*
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P4D
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PMD*
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PUD
...

PTE*
...

PMD
...

Data
...

PFN

CR3

Figure 2.3.: Page tables with 4 layers: PGD, P4D, PUD, and PMD. Entries in the
PMD contain a pointer to a PTE, which stores the PFN mapped to
a virtual address, along with additional data such as flags and
permissions. Fields marked with * are pointers to the corresponding
data structures, e.g., P4D* is a pointer to a P4D data structure.

which is equal to 2MiB. Similarly, 1GiB hugepages skip the PMD and PUD,
so the P4D stores pointers to PTEs. These PTEs contain PFNs to blocks
of continuous memory with 12bit + 9 bit + 9 bit = 30 bit, which is equal
to 1GiB. The PS flag determines whether the next level of paging or a
hugepage is used. It is set to 1 when no additional levels of page tables
are used [39]. See Figure 2.4 for a graphical representation of hugepages.

Processes can request mapping of physical memory to virtual addresses
via syscalls. Hugepages have to be requested explicitly from the Linux
kernel using the hugetlb interface [96]. In contrast, the kernel can also map
hugepages transparently, e.g., without the process directly recognizing if a
hugepage is mapped or not [97].

The memory controller is typically part of the CPU and maps physical
addresses to locations in DRAM. Therefore, DRAM addressing functions
are used. For current CPUs, these addressing functions are not publicly
disclosed and must be reverse-engineered. AMD published the DRAM
addressing functions in the BIOS and Kernel Developer’s Guide (BKDG)
up to microarchitecture 16h [2]. Beginning with microarchitecture 17h
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27bit mapped using page tables 21 bit (2MiB)

36 bit mapped using page tables 12 bit (4KiB)

OffsetLevel 1Level 2Level 3Level 4Sign Extension

12bit9 bit9 bit9 bit9 bit16 bit

Figure 2.4.: Graphical representation of the different splits between page table-
based mapping (depicted in red) and direct mapping (depicted in
yellow) in a 64 bit virtual address.

released in 2017, no BKDG was released. Therefore, the DRAM addressing
functions on newer AMD CPUs are no longer publicly available.

Rows and columns are typically directly mapped in a way that n bits of the
physical address map to n bits of the row or column. In contrast, functions
addressing DRAM banks typically use multiple (≥ 2) bits of the physical
address that map to 1 result bit. To reduce ≥ 2 input bits to 1 output
bit, these functions typically use an XOR operation over all input bits.
Effectively, the output bit is 1 when an odd number of input bits is set,
and 0 when an even number of input bits is set. Multiple of these bit masks
can be combined, e.g., to address 8 banks, 3 bit masks (each returning 1
bit) are required. These functions are called linear addressing functions.
Figure 2.5 illustrates the addressing functions of an Intel Haswell CPU
with one 4GiB DIMM.

Since the functions that use a combination of multiple bits as input can
only address components that are a power of two, they are only used on
systems where all elements are a power of two. For example, they can
only be used to address banks on systems with 8, 16, or 32 banks, but not
on systems with 12 or 24 banks. On such systems, nonlinear addressing
functions are used, and reverse-engineering them remains an open research
question for DRAM today. However, Gerlach et al. [23] reverse-engineered
nonlinear addressing functions of caches. This type of nonlinear addressing
function should not be confused with the nonlinear addressing functions
reverse-engineered by Jattke et al. [46] on systems with AMD CPUs. The
latter are essentially linear DRAM bank addressing functions that account
for offsets in the physical address space used by AMD.
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Figure 2.5.: Linear DRAM addressing functions on an Intel Haswell system with
one 4GiB DIMM. The row and column are addressed by directly
using bits from the physical address. The banks are addressed by
using two bits of the physical address in an XOR operation for each
bank bit. The hexadecimal numbers on the left side are bit masks
applied to the physical address to mask the bits used in the XOR
operation.

2.2. Rowhammer

The capacitors in DRAM cells discharge over time due to charge leakage.
Therefore, the cells are refreshed periodically with a refresh window of
64ms on DDR3 [47] and DDR4 [48], and a refresh window of 32ms on
DDR5 [49]. When a refresh is performed, the current value stored in a
DRAM cell is read and afterwards written back to the cell. Therefore, a
cell is fully charged or fully discharged after a refresh. Disturbance errors
occur only when the leakage is so high that the charge level of a cell
changes in a way that it is detected as another charge level at the next
refresh [57]. For example, the amount of charge leaking from a charged
cell must be so high that the cell is detected as discharged at the next
refresh. Thereby, the time an attacker has to trigger a disturbance error
is limited to one refresh window.

For DDR4, the memory controller issues REF commands every 7.8 µs [29].
Following, ≈8 K REF commands are sent over the refresh window of 64ms.
So it is expected that ≈8 K REF commands refresh every DRAM row,
and every row is refreshed every ≈8 K accesses. However, as shown by
Hassan et al. [29], more rows might be refreshed internally, leading to a
refresh every 3 758 REF commands instead of every ≈8 K REF commands.

17



2. Background

As hypothesized by the authors, this could be an additional mitigation to
protect against Rowhammer. For DDR5, Meyer et al. [75] have shown
that the periodic row refresh is larger than ≈8K REF commands. The
authors have shown factors of 1.3 and 2.0 for different DIMMs, which
effectively doubles the refresh window for single cells. This behaviour
increases susceptibility, as the aggressor rows can be hammered for a
longer time before the victim rows are refreshed.

When two DRAM rows are accessed alternately, the DRAM bank alternates
between activated and precharged states. As a result, the capacitors of
the cells in these two rows are discharged when the row is activated and
(if they were charged before) charged when the row is closed. Due to these
charging and discharging cycles, disturbance errors can occur in nearby
DRAM cells that were not accessed [57]. The accessed rows are called
aggressors, and the rows that are likely to contain bit flips afterwards
are called victims. This type of disturbance error was first mentioned
in multiple patent applications by Intel regarding the problem of “row
hammer” [26, 5, 6], hence the name Rowhammer. According to Kim et al.
[57], in the vast majority of cases, DRAM cells lose charge when they are
disturbed.

Kim et al. [57] used a setup based on a memory controller they implemented
using an FPGA. Thereby, they were able to send DRAM commands
directly to the DIMM, bypassing the memory controller. Additionally,
they demonstrated that Rowhammer can trigger bit flips when running
on an x86 Linux system. The assembly code of their native x86 Linux
exploit using the double-sided pattern is shown in Listing 2.2.1, and a
graphic representation of the accesses triggered by that code is shown in
Figure 2.6.

1 hammer :
2 mov (Row 0), %eax
3 mov (Row 2), %ebx
4 clflush (Row 0)
5 clflush (Row 2)
6 jmp hammer

Listing 2.2.1: Simplified assembly code used by Kim et al. [57] to exploit
Rowhammer on x86 systems.

Instead of using specific access patterns, Seaborn and Dullien [92] randomly
selected the addresses they accessed. Thereby, on a system with n banks,
they selected two addresses mapping to the same bank with a probability
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



Figure 2.6.: Double-Sided Rowhammer access pattern as used by Kim et al. [57].
The red rows are the ones accessed by the attacker, and the blue
rows are the ones likely to contain bit flips afterwards.

of 1
n . While this has the advantage of not requiring DRAM addressing

functions, the likelihood of row hits decreases with an increasing number
of banks. Therefore, the number of bit flips identified in a given time using
this approach is significantly lower compared to the number of bit flips
triggered in a given time when using a more targeted approach.

In contrast to the double-sided Rowhammer access pattern depicted in
Figure 2.6, there are also other patterns. For example, Kim et al. [57]
also introduced the single-sided pattern, in which two aggressor rows are
located in the same bank, but with a distance greater than a single row.
There is also the one-location pattern introduced by Gruss et al. [27],
which utilizes a single aggressor row and therefore eliminates the need
for DRAM addressing functions. Frigo et al. [22] were the first to suggest
many-sided access patterns with more than two aggressor rows. Later,
Kogler et al. [58] presented the half-double access pattern, in which the
second next rows from the victim are accessed. Jattke et al. [45] introduced
the entirely novel approach of non-uniform access patterns. In this context,
non-uniform means that the aggressors in the pattern are not accessed
uniformly, e.g., one aggressor after another, and the pattern is repeated
after all aggressors have been accessed. Instead, patterns can be nested,
with different access counts for each nested pattern.

Initially, Rowhammer was seen as a solely theoretical problem with no
practical impact. This perspective changed when Seaborn and Dullien
[92] published two exploits based on Rowhammer: a Native Client (NaCl)
sandbox escape and a local privilege escalation based on bit flips in PTEs.
After that, vendors began deploying mitigations that addressed these
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Figure 2.7.: Graphical illustration of RAMBleed based on the illustration of
Kwong et al. [60]. The attacker controls the red pages, and the
victim controls the blue pages. Grey pages are not used.

attacks. Since then, novel mitigations against known attacks, and novel
attacks that bypass known mitigations have been published regularly.

The bit flips triggered by Rowhammer depend on the values stored in
the cells of the aggressor rows. In 2020, Kwong et al. [60] introduced a
novel approach that does not exploit bit flips to modify the memory of
other processes, but rather to read their memory. Since a DRAM row
typically has a size of 8KiB, it can store two whole pages. Depending on
the DRAM addressing functions, a single row can also contain parts of
more than two pages.

The basic approach of Kwong et al. [60] is to place an attacker-controlled
page in the same row as the victim’s page to be read. Additionally, another
page controlled by the attacker, used to sample disturbance errors, is placed
next to the aggressor row controlled by the attacker. When the attacker
performs accesses to the aggressor rows, bit flips will occur in the attacker-
controlled sampling row. Then, the attacker can read the contents of the
sampling row and infer the contents of the victim process’s page based on
the bit flips that occurred. See Figure 2.7 for a graphical illustration.

To align the pages as described above, the attacker needs to obtain three
consecutive 8KiB rows first. Kwong et al. [60] do this by using the Linux
buddy allocator to allocate 2MiB of consecutive memory; they do not use
huge pages. Next, they use the row buffer timing side channel published
by Pessl et al. [82] to identify pages within the block that are located in
the same DRAM bank. Afterwards, they run a templating phase by using
double-sided Rowhammer to identify locations affected by Rowhammer.

The behavior of the buddy allocator is exploited by allocating n dummy
pages (where n is the number of pages the victim allocates before the page
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that stores the secret). After that, the attacker deallocates the page where
the victim should store the secret, followed by deallocating the n pages
mapped before. Directly afterwards, the victim is triggered, resulting in
the allocation of the n dummy pages, followed by the templated page.
Afterwards, the attacker can run double-sided Rowhammer again to read
the bits from the victim page. These steps are repeated with multiple
sampling pages until a sufficient number of bits is leaked.

The authors show an attack against OpenSSH in which they recovered
68% (4 200 key bits) at a rate of 0.31bit/s with an accuracy of 82%. They
then use an optimized key search algorithm to recover the entire RSA
private key in about 3min on a consumer laptop.
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3
State of the Art

In this chapter, we describe the state of the art and the impact of our
publications on the state of the art in different research directions. First,
we consider DRAM addressing function reverse-engineering. Next, we
describe the state of the art of Rowhammer attacks and mitigations, as
well as the research methodology for Rowhammer. Finally, we discuss the
state of the art in the area of other DRAM disturbance errors.

3.1. DRAM Addressing Function
Reverse-Engineering

For linear DRAM addressing functions, there are multiple approaches to
reverse-engineer them. Initially, high-bandwidth oscilloscopes were used;
however, Pessl et al. [82] introduced a novel approach to exploit the side
channel of different timings of row hits and row conflicts. In the case of a
row hit, the data can be directly read from or written to the row buffer.
In contrast, in the case of a row conflict, the current row in the row buffer
must be restored to the DRAM array, and the bitlines must be precharged.
Afterwards, another row can be loaded into the row buffer before the data
can be read from or written to it. Therefore, a row hit is faster than a
row conflict, and the timing difference between both cases can be used to
estimate whether an access is a row hit or a row conflict.

The basic idea of Pessl et al. [82] is to use addresses and access them
alternately in a way that prevents them from being cached by the CPU.
This can be achieved, among other methods, by using the clflush instruc-
tion or utilizing uncached memory or eviction sets. When accesses are
performed, the access times are measured and compared to the threshold
between row hits and row conflicts. When the access time was faster than
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the threshold, the access was a row hit. Otherwise, the access was a row
conflict.

Based on this information, it can be determined whether both addresses
are on the same bank in different rows (row conflict), or on the same
bank in the same row or on different banks (row hit). Therefore, addresses
on the same bank can be grouped so that there is one group per bank.
Next, addressing functions can be guessed in a way that they follow the
general format of linear DRAM bank addressing functions. If a guessed
function splits the groups with addresses in half, e.g., has a value of 0 for
half of the groups and a value of 1 for the other half, the function is likely
correct. However, this also adds functions that are a linear combination of
other functions, e.g., when f1 and f2 are valid functions, this approach
would also identify f1⊕ f2 as a valid function. Therefore, the functions are
reduced in a way that eliminates functions that are linear combinations of
other functions.

Multiple publications use the general approach of time-based DRAM ad-
dressing function reverse-engineering with some additional improvements:
Frigo et al. [22] published an adjusted version of the implementation by
Pessl et al. [82], which, in addition to the bank functions, also reverse-
engineers the bits used for row addressing. They identify the bits used
for row addressing by selecting addresses within the same bank using
their previously reverse-engineered bank addressing functions. When the
timing difference between accessing two addresses in the same bank is
smaller than the threshold between row hits and row conflicts, and there-
fore a row hit occurred, both addresses are in the same row within the
same bank. Wang et al. [103] improved existing approaches by adding
known information about the DRAM layout, which can be retrieved
from the system, into the reverse-engineering process. This enabled more
targeted reverse-engineering of DRAM addressing functions. Later, we in-
troduced an improved implementation of grouping addresses in our paper,
“Reverse-Engineering Bank Addressing Functions on AMD CPUs” [32]
(also included as Chapter 5 in this thesis), which led to more stable group-
ing and also worked on AMD-based systems. Jattke et al. [46] were the
first to consider the offsets used by systems with AMD CPUs, resulting in
fully-functional addressing function reverse-engineering on AMD systems.
In contrast to previous approaches which required exponential time to
identify DRAM bank addressing functions, Plin et al. [83] demonstrated a
more effective approach for recovering these functions in polynomial time.
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Another approach for DRAM addressing function reverse-engineering by
Helm et al. [37] relies on performance counters rather than timing differ-
ences between row hits and row conflicts. They access specific addresses
and use the performance monitoring units (PMUs) of the channels to count
transfers on those channels. In detail, they use performance events for each
rank with separate umasks for each bank or bank group [40]. Following,
each measurement returns the number of transfer events on a specific
channel, rank, and bank. By cycling through all possible combinations,
they identify one combination with a counter value equal to or higher than
the number of accesses they performed. In contrast to the error-prone
timing side channel, performance counters are significantly less error-prone,
leading to higher reliability. However, this approach requires systems that
support these performance counters, which is often only the case on server
systems. Therefore, while more stable, the approach is limited to devices
supporting the used performance counters.

As shown above, there are multiple approaches for DRAM addressing
function reverse-engineering based on timing differences between row hits
and row conflicts [82, 22, 103, 32, 46, 83]. There is also an approach based
on performance counters [37]. While these approaches identify DRAM
addressing functions, the identified functions are not always correct, since
at least timing-based approaches are error-prone [37], and the performance-
counter-based approach only works on server systems that support the
required counters. Therefore, Pessl et al. [82] and Jattke et al. [46] utilize
high-bandwidth oscilloscopes to monitor DRAM accesses on the bus
physically. While this approach works reliably, it has the disadvantage of
requiring specific hardware and physical access, rendering it unrealistic
for real-world attacks.

Another approach for verifying reverse-engineered DRAM addressing func-
tions is to use Rowhammer. When the functions are used in a Rowhammer
attack, and bit flips occur, the functions are assumed to be correct. How-
ever, since Rowhammer also triggers bit flips with randomly selected
addresses [92] or when only accessing a single bank [27], even incorrect
DRAM addressing functions might trigger bit flips. Therefore, the occur-
rence of bit flips induced by Rowhammer is not a reliable indicator of
correct DRAM addressing functions.

We introduced a novel approach for verifying previously reverse-engineered
DRAM addressing functions in our paper “Verifying DRAM Addressing in
Software” [33] (also included as Chapter 7 in this thesis). Our approach is
based on the timing difference between row hits and row conflicts. It can be

25



3. State of the Art

used to verify single DRAM bank addressing functions, e.g., to determine
whether a single function in a list of functions to be verified is correct.
Since our approach only analyzes differences between a base measurement
and a measurement with a single function removed, a constant level of
noise does not pose a problem compared to approaches that use the timing
side channel for reverse-engineering. In contrast to other approaches, our
approach does not require specific hardware or physical access. It is less
error-prone than using the existence of bit flips as an indicator for correct
addressing functions.

3.2. Comprehensive Overview of Rowhammer
Research

Rowhammer is a disturbance effect in DRAM. Frequent access to aggressor
rows leads to bit flips in spatially nearby victim rows. The section describes
the state of the art in Rowhammer research, grouped by Rowhammer
attacks, Rowhammer mitigations, and Rowhammer research methodology.

3.2.1. Rowhammer Attacks

In general, there are different directions of Rowhammer attack research.
One direction focuses on the existence of bit flips across different DRAM
generations and various scenarios. The second direction demonstrates how
Rowhammer can be used in real exploits.

Existence of Bit Flips. Rowhammer attacks have been demonstrated
on different DRAM generations, e.g., on DDR3 [57, 10, 85, 107, 28, 27, 94,
95, 50, 60, 116, 81, 81, 98, 55, 30], DDR4 [28, 43, 1, 27, 13, 66, 22, 81, 15,
45, 58, 98, 80, 108, 24, 69, 53, 71, 55, 46, 16, 30, 44, 4, 86], DDR5 [46, 75],
LPDDR2 [100, 66], LPDDR3 [100, 115], LPDDR4 [100, 58], LPDDR4X [22,
45, 58], HBM2 [79] and GDDR6 [65].

DDR3 typically requires more activations per refresh window to flip bits.
Kim et al. [57] showed that at least 139 K activations are required on the
DDR3 DIMMs they tested to trigger bit flips. Since the integration density
increased on DDR4, fewer activations are required within a single refresh
window. According to Frigo et al. [22], 45 K activations are sufficient to
trigger bit flips on DDR4. Later, Olgun et al. [78] showed that as few as
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7 K activations per refresh window can be sufficient to induce bit flips on
DDR4. According to Meyer et al. [75], 29.3 K activations are sufficient
to trigger bit flips on DDR5. Therefore, there is a trend of requiring
fewer activations within one refresh window to trigger bit flips in newer
DRAM generations. However, since DDR5 uses on-Die ECC, the number
of activations required to trigger a sufficient amount of bit flips to not be
corrected on DDR5 is not necessarily lower as on DDR4.

Rowhammer disturbance errors have been analyzed using FPGA-based
memory controllers [57, 80, 69], which provide researchers with fine-grained
control over the DRAM commands sent. Attacks also have been demon-
strated locally on x86 systems [27, 94, 50, 60, 98, 55, 43, 1, 22, 116, 45,
58, 24, 69, 53, 46], RISC-V systems [71], ARM systems [115], and mo-
bile devices [100, 22, 58] by executing native code. Additionally, (partly)
remote attacks have been demonstrated over the network [95, 66] and
via JavaScript in the browser [10, 28, 21, 15, 16]. Other attacks exploit
Rowhammer in settings where an attacker and a victim VM run on the
same host [85, 107]. In contrast to these scenarios, Rowhammer can also
be used as a source of randomness for physically uncloneable functions [20,
91]. Mechelinck et al. [74] suggest an approach to utilize Rowhammer to
bind software to a specific device.

We have shown that the number of bit flips occurring in a given time can
be amplified by a factor of 830 in our publication “Flipper: Rowhammer
on Steroids” [31], which is also included in this thesis in Chapter 6. We
use two basic primitives: parallel Rowhammer execution across multiple
threads and additional DRAM accesses to increase memory pressure. We
verify our approach using six DDR3 DIMMs and demonstrate that it can
be used to bypass the mitigation of a double refresh rate.

End-to-End exploits. Initially, Rowhammer was considered a purely
theoretical problem with no real-world implications. In 2015, Seaborn
and Dullien [92] published the first Rowhammer-based exploits, a NaCl
sandbox escape, and a local privilege escalation. The privilege escalation
is based on bit flips in PTEs. Other attacks exploit bit flips in domains [85]
from which the Linux package managers download their packages. Some
attacks target the implementation of cryptographic algorithms [85, 8, 18,
76, 3]. There are also attacks based on bit flips in the instructions stored in
the page cache [27]. Other attacks target machine learning models [99]. As
shown by Kwong et al. [60], Rowhammer can not only affect the integrity
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of systems but also compromise confidentiality, e.g., by reading bits in
memory without accessing them.

3.2.2. Rowhammer Mitigations

There are four basic directions of Rowhammer mitigations. One approach
is to reduce the number of accesses an attacker can perform within a
refresh window, thereby keeping the number of activations below the
threshold for bit flips to occur. The second direction is to isolate rows so
that an attacker can still trigger bit flips in adjacent rows, but these rows
are not used for (critical) data. The third direction focuses on remapping
rows at runtime, spatially separating aggressor and victim rows (e.g., by
mapping the aggressor row to another physical row). Finally, the fourth
direction leverages error correction, assuming bit flips will occur, and
attempts to correct them.

Reduce accesses per refresh window. The first Rowhammer mitiga-
tion on DDR3 was to double the refresh rate, as suggested by Kim et al.
[57]. However, this approach would require a refresh window of 8.2ms
to effectively mitigate Rowhammer, resulting in a time overhead of 11%
to 35% compared to 1.4% to 4.5% without using the mitigation. Conse-
quently, reducing the refresh window from 64ms to 32ms was ineffective
as a mitigation. Another approach was to use pseudo Target Row Refresh
(pTRR), in which the DIMM reports a maximum activation count (MAC),
a number of activations at which bit flips could happen. The memory
controller tracked accesses and sent refresh commands to rows adjacent to
those accessed as often as the threshold.

In DDR4, target row refresh (TRR) is implemented directly on the DIMM.
Similar to pTRR, TRR counts row activations and performs early refreshes
on potential victim rows. However, this approach is based on the detection
of Rowhammer patterns and only works for patterns it detects. There
were multiple approaches [27, 22, 29, 45, 58] that bypassed TRR using
patterns that were not detected at the time. Since TRR is implemented on
the DIMM, it can not be updated once deployed. Therefore, novel attacks
that bypass TRR affect all DIMMs built before the vendors adjust their
TRR implementations to detect these patterns.

Bennett et al. [7] propose to adjust the DRAM design to implement
counters. Using these counters, they detect Rowhammer attacks and
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notify the memory controller to stop issuing DRAM commands when
time for refreshing potential victim rows is required. Marazzi et al. [70]
propose ProTRR, a in-DRAM Rowhammer mitigation performing Target
Row Refresh with formal security guarantees. ProTRR has a negligible
impact on power, performance, and area, and is compatible with DDR4
and the DDR5 Refresh Management (RFM) extension. Jaleel et al. [42]
propose probabilistically detecting potential victim rows, e.g., adding each
accessed row to a queue with a specific probability. Frequently accessed
rows are therefore added with a higher probability. Marazzi et al. [73]
propose to add low-overhead buffering sense amplifiers to enable refreshes
in parallel to DRAM accesses. Thereby, refreshes can be performed more
frequently while only minimally impacting the performance.

To address the issues with DDR4 TRR, DDR5 introduced multiple new
features, including per-row activation counters (PRAC), which enable
more effective pattern tracing [49]. Woo et al. [106] describe a PRAC-
based Rowhammer mitigation that addresses some problems with other
PRAC implementations. Additionally, on-die ECC is deployed to detect
and correct bit flips on DDR5 [49]. However, as shown by Meyer et al.
[75], on SK Hynix DIMMs, some refresh intervals are not counted. By
performing accesses only during the not-counted refresh intervals, the
authors bypassed these mitigations on DDR5.

In contrast to approaches that focus on adding refreshes, Yağlıkçı et al.
[109] suggested throttling accesses to aggressor rows. Similar to TRR
or pTRR, this approach requires identifying (potential) aggressor rows.
Canpolat et al. [12] propose a similar approach with better performance.
In our work, “Memory Band-Aid: A Principled Rowhammer Defense-in-
Depth” [19], we leverage dynamic memory bandwidth limits. When a
process is detected to perform a Rowhammer attack, the bandwidth of
this process can be reduced. Therefore, without increasing the refresh rate
or detecting single victim rows, the number of accesses within the refresh
window can be limited only for that single process, without affecting other
processes. We suggest enabling the limits only on the banks that are
hammered, which would reduce the overhead for processes being detected
to perform Rowhammer attacks. While this would lead to a low overhead
of 0% to 9.4% for processes which are detected to run Rowhammer,
per-bank limits are not possible with current systems and would require
minor hardware changes. In contrast to other approaches, it is sufficient
to detect that the process performs a Rowhammer attack and detect the
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bank to which the accesses are going. It is not required to identify single
aggressor rows.

Spatial isolation of rows. Assuming that bit flips occur in rows
adjacent to those activated by the attacker, an approach is to separate the
rows spatially. Thereby, bit flips would still happen, but not in rows used
for (“critical”) data, as described below. Brasser et al. [11] introduced
a mitigation that separates rows used by the kernel from those used by
user-space processes, thereby preventing exploits targeting kernel memory.
Van der Veen et al. [101] adjust this approach by utilizing guard rows to
isolate DMA buffers, thereby preventing DMA-based attacks on ARM-
based devices. Bock et al. [9] used the same approach, but extended it by
isolating rows of different processes against one another. Konoth et al. [59]
further extended the approach by isolating each DRAM row containing
data with guard rows, which can be used as integrity-checked swap space.

However, as shown by Kogler et al. [58], Rowhammer can also induce
bit flips in the second next row. Lang et al. [61] found that the effect
extends not only to the second next row but also up to four rows away.
These attacks can effectively defeat mitigations based on single guard
rows. Loughlin et al. [68] introduce an approach to isolate different VMs
by separating them on a subarray basis, e.g., not using rows in the same
subarray for different VMs. However, Yuksel et al. [113] showed later that
another DRAM disturbance effect, ColumnDisturb, can also affect cells in
adjacent subarrays.

Row Remapping. According to Lang et al. [61], Rowhammer can
induce bit flips in rows up to four rows away from the aggressor row. Con-
sequently, Saxena et al. [90] propose a mitigation that detects Rowhammer
attacks and dynamically relocates the aggressor rows to a dedicated mem-
ory location. Therefore, the spatial correlation between the aggressor and
victim rows is broken. While bit flips might still occur, they can only
happen in the quarantine region (1% of the DRAM size), which no longer
affects the victim row.

Another mitigation suggested by Saileshwar et al. [88] does not require a
dedicated quarantine zone. Instead, identified aggressor rows are swapped
with randomly selected rows if a threshold of 4.8 K activations is reached.
Therefore, assuming the detection mechanism works and the relocation is
sufficiently fast, bit flips should no longer occur. Wi et al. [105] propose
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a similar mitigation approach that dynamically randomizies DRAM row
mappings.

Di Dio et al. [17] introduce a relocation approach based on ECC. The
authors propose that when ECC corrects a bit flip, the OS is notified of
the correction. Then, the page with the corrected bit flip is relocated to
another location in memory and the location with the bit flip is taken offline.
Therefore, a location that is detected to be susceptible to Rowhammer is
no longer used. However, this works only when the number of bit flips is not
sufficiently high to bypass ECC, as shown on DDR3 [14] and DDR4 [54].

Error Correction. Instead of avoiding bit flips by reducing accesses
to aggressor rows per refresh window, or remapping rows, or preventing
exploitability by spatially isolating rows, another approach is to assume bit
flips will occur and attempt to correct them. The most intuitive approach
is to use DRAM that already supports error correction codes (ECC), which
effectively corrects bit flips that occur. However, it has been demonstrated
that ECC can be bypassed on DDR3 [14] and DDR4 [54]. It was also
shown that on-die ECC on DDR5 can be bypassed [75].

Another approach that utilizes cryptographic message authentication
codes (MACs) for integrity protection. In contrast to ECC, MAC cannot
correct errors but only detect them. One approach by Saxena et al. [89]
leverages unused bits in PTEs to store the cryptographic MAC. When an
error is detected, a best-effort correction can be performed by flipping
one bit at a time until the MAC matches again. Another approach by
Juffinger et al. [52] also uses cryptographic MACs and brute-force error
correction. However, this approach works on the entire DRAM, and the
authors demonstrated that an arbitrary number of bit flips can be detected
with high probability, assuming fewer than one silent data corruption per
109 years. Errors of up to 8 bit flips within 256 bits (DDR5) or 512 bits
(DDR4) can be corrected in practical time constraints.

3.2.3. Rowhammer Research Methodology

As shown above, Rowhammer attacks have been demonstrated on various
DRAM generations, ranging from DDR3 to DDR5, from LPDDR2 to
LPDDR4x, and even to GDDR6. There are also multiple end-to-end
exploits in different scenarios, from local privilege escalation to cross-VM
attacks. According to academic publications, e.g., [57, 100, 45, 58, 69,
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24, 46], Rowhammer is a significant problem that affects the majority of
systems. However, there is no known case of Rowhammer being used as
part of a real-world attack chain.

We analyze this stark discrepancy in our publication “Epistemology of
Rowhammer Attacks: Threats to Rowhammer Research Validity” [36],
which is included in this thesis at Chapter 8. We identify six threats to
Rowhammer research validity and provide seven suggestions for future
research to consider, aiming to make more realistic claims regarding the
severity of novel attacks. Thereby, the discrepancy between academic
attention and real-world impact can be reduced in the future.

One of our suggestions is to conduct large-scale studies on Rowhammer
prevalence. In our publication “FlippyRAM: A Large-Scale Study of
Rowhammer Prevalence” [35] (included in this thesis at Chapter 9), we
perform a large-scale study of Rowhammer prevalence. We show that
12.5% of the 1 006 datasets we collected from 822 unique systems are
susceptible to Rowhammer. Additionally, we show that the main reason
Rowhammer attacks do not work in our automated setup is the lack of fully
automated DRAM addressing function reverse-engineering tools (since
DRAM addressing function reverse-engineering failed on approximately
50% of the systems). Additionally, the lack of tools that yield good
results when running Rowhammer on AMD systems and on systems
with DDR5 reduced the number of systems identified as susceptible.
Therefore, we hypothesize that the number of systems susceptible to
Rowhammer is actually higher, and the number reported in the publication
is a lower bound. Future research in automated DRAM addressing function
reverse-engineering and improved support for various system types may
significantly increase the fraction of susceptible systems.

3.3. Other DRAM Disturbance Errors

Besides Rowhammer, other DRAM disturbance errors can also trigger bit
flips in DRAM cells. We describe two of them in this section.

3.3.1. Rowpress

Another DRAM disturbance error is Rowpress, first described by Luo
et al. [69]. In contrast to Rowhammer, which maximizes the number of

32



3.3. Other DRAM Disturbance Errors

open and close operations on the accessed rows, Rowpress keeps a row
open as long as possible. Thereby, the show that the number of row
activations required to trigger bit flips can be reduced by one to two
orders of magnitude compared to Rowhammer. Similar to Rowhammer
patterns, the authors proposed single-sided and double-sided Rowpress,
attempting to alternately keep one of the aggressor rows open. Thus, they
find bit flips in rows adjacent to the aggressor rows they are accessing.

They demonstrate, using an FPGA-based setup, that the Rowpress effect
can trigger bit flips that differ from the bit flips triggered when Rowhammer
is used on the same rows. In addition to the FPGA-based setup, they
perform an experimental evaluation of Rowpress on DDR4-based systems.
They show that Rowpress can trigger bit flips on systems on which
Rowhammer can not induce any bit flips due to Rowhammer mitigations.
Therefore, they conclude that Rowpress has to be a different disturbance
effect.

In our work “Presshammer: Rowhammer and Rowpress without Physical
Address Information” [53], we show that one-location Rowhammer (e.g.,
accessing a single row) induces nearly the same amount of bit flips as
double-sided Rowhammer, but only 61.8% of the locations overlap. There-
fore, we conclude that our one-location Rowhammer attack induces some
bit flips due to the Rowhammer effect (the ones which overlap with the
double-sided Rowhammer attack) and some bit flips due to the Rowpress
effect (the ones which to not overlap). We present the first end-to-end,
one-location Rowpress attack that escalates to kernel privileges within
less than 10min.

3.3.2. ColumnDisturb

Rowhammer and Rowpress typically affect the rows directly adjacent to
the aggressor rows. As shown by Kogler et al. [58], it is also possible
to trigger bit flips in the second-next row of the aggressor. Lang et al.
[61] demonstrate that Rowhammer not only affects the second-next row
but also rows over a distance of up to 4. So, Rowhammer can trigger bit
flips in spatially nearby rows, where nearby can be up to 4 rows away.
Consequently, refreshing rows directly adjacent to the aggressor row does
not fully mitigate Rowhammer and, as shown by Kogler et al. [58], might
even support Rowhammer attacks.
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As shown by Yuksel et al. [113], another DRAM disturbance effect, called
ColumnDisturb, also occurs. In contrast to Rowhammer, ColumnDisturb
induces disturbance errors in rows more than 4 rows apart. It triggers
disturbance errors in rows that are not even in the same subarrays as
the aggressor row. They show that disturbance errors are triggered across
three subarrays, i.e., 3 072 DRAM rows.
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4
Conclusion

In this thesis, we have discussed the ongoing problem of Rowhammer
attacks. For more than a decade, vendors have attempted to mitigate
Rowhammer, and researchers have published novel attacks that bypass
these mitigations. At the same time, novel approaches to mitigate Rowham-
mer are published. We can draw conclusions in four different aspects from
this thesis:

DRAM Addressing Function Reverse-Engineering. We presented
a novel approach for reverse-engineering the DRAM bank addressing func-
tion on AMD CPUs [32], which outperformed existing tools on systems
with AMD CPUs at the time of publication. Later, the approach is super-
seded by an offset-aware approach by Jattke et al. [46]. Since timing-based
DRAM addressing function reverse-engineering is prone to errors, verifi-
cation of the addressing functions should be performed. High-bandwidth
oscilloscopes can be used to verify identified addressing functions. We
presented a novel approach for software-only DRAM bank addressing
function verification that leverages the timing side channel to verify a
given set of DRAM bank addressing functions [33]. Our approach can not
only verify entire sets, but also single addressing functions within the set,
and thereby detect whether individual addressing functions are correct
or incorrect. These approaches enable a more reliable reverse-engineering
of addressing functions in general. However, more research is needed to
further improve stability.

DRAM Disturbance Attacks. To exploit Rowhammer, bit flips have
to fulfil specific requirements regarding their location and their direction.
For example, for opcode flipping presented by Gruss et al. [27], the bit must
flip in the correct direction and at the correct offset within the page. Within
the byte specified by the offset, the correct bit must flip and additionally, no
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relevant other bits must flip in the page (e.g., modifying other instructions
that are executed). For the latter problem, an approach was suggested by
Ji et al. [50]. Regarding the first problem, we have presented an approach
which increases the number of bit flips on a DDR3 system by a factor of up
to 830 [31]. Thereby, more bit flips occur, and the probability of exploitable
bit flips increases. We have also demonstrated that our approach can
bypass the double refresh rate Rowhammer mitigation often used on DDR3
systems. With Presshammer [53], we analyzed the differences between
the Rowpress [69] and Rowhammer [57] effects. We have shown that
one-location Rowhammer and one-location Rowpress cannot be separated
from each other, since the implementation triggers both effects. These
approaches enable stronger Rowhammer attacks. However, they should
be analyzed in combination with newer DRAM technologies, e.g., DDR5.

Rowhammer Mitigations. In general, there are multiple directions
of Rowhammer mitigations: There are Rowhammer mitigations based on
the reduction of activations per refresh window [57, 109], based on spatial
isolation of rows [11, 101, 9, 59, 68], based on row remapping [90, 88,
105, 17], or based on error correction [89, 52]. Proprietary mitigations
can also be grouped by these mitigation types. Doubling the refresh rate,
pTRR, and TRR reduce the activations per refresh window, and ECC is
based on error correction. With Memory Band-Aid [19], we proposed a
mitigation approach based on reducing activations per refresh window.
Instead of detecting single aggressor rows, our mitigation detects if a
Rowhammer attack is running. In that case, the memory bandwidth of the
process is limited to reduce the effective number of accesses the process
can do within a refresh window. In contrast to other mitigations, this
only limits the memory bandwidth of that process, without affecting
other processes. While this approach can mitigate Rowhammer in general,
hardware support would be required to use it more efficiently.

Rowhammer Research Methodology. According to academic pub-
lications, Rowhammer is a huge problem, and the majority of systems
are affected. However, there is a stark discrepancy between academic
publications and real-world exploitation, since, to the best of our knowl-
edge, Rowhammer has not yet been used to attack real systems outside
of research. We analyzed Rowhammer-related publications with a focus
on the experimental evaluations performed [36]. We identify six threats
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to Rowhammer research validity and propose seven suggestions to im-
prove Rowhammer research validity in the future. To address the lack of
information regarding general Rowhammer susceptibility, we conducted a
large-scale Rowhammer study, collecting 1 006 datasets from 822 unique
systems [35]. We show that the primary reason systems are not susceptible
to Rowhammer in our experiments is the failure to reverse-engineer DRAM
addressing functions. Additionally, we did not add tools that yield good
results on systems with AMD CPUs and systems with DDR5, which have
become available in the meantime. We have shown that Rowhammer is a
real-world problem affecting at least 12.5% of the datasets we collected.
However, more research is needed in this area with additional tools like
ZenHammer [46] or Phoenix [75] to gain insights of the Rowhammer sus-
ceptibility of systems with AMD CPUs and DDR5 DRAM. Additionally,
our study is limited to x86 devices, so other studies could evaluate the
prevalence of Rowhammer on different architectures like ARM.
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Abstract

The memory controller of the CPU uses bank addressing functions to
determine physical locations within DRAM DIMMs. There are many
fields of application for these addressing functions, particularly in security.
For example, many Rowhammer proof-of-concepts use bank addressing
functions to select addresses located on the same bank but in different
rows to produce row conflicts. AMD provides these addressing functions
for older CPU models. Hence, research on reverse-engineering addressing
functions mainly targeted Intel CPUs since Intel did not publish these
functions. However, AMD stopped to publish the DRAM addressing
functions several years ago. AMD manufactures roughly a third of the
sold CPUs in today’s CPU market. We analyze the reverse-engineering
tool for addressing functions published by Pessl et al. and find that it
does not work with AMD CPUs, hindering reverse-engineering attempts
and Rowhammer attacks on systems with AMD CPUs. In this paper,
we introduce an approach to reverse-engineer the addressing functions of
AMD CPUs, which facilitates future Rowhammer experiments on AMD
CPUs.

1. Introduction

Memory is a substantial component in every information processing device,
and due to the drastic increase in the requirements for performance and
capacity, memory chips have become very dense. The OS, with the help
of the memory management unit (MMU), translates virtual to physical
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memory addresses. The memory controller then translates the physical
memory addresses into a DRAM location, i. e., channels, DIMMs, ranks,
and banks, using DRAM addressing functions.

Addressing functions have many fields of application. For example, re-
searchers in IT security are interested in these functions to understand
DRAM attacks better. One such attack is Rowhammer , in which an at-
tacker can flip bits by rapidly accessing the content of nearby memory rows.
An attacker can conduct better targeted Rowhammer attacks if the address-
ing functions are known. Pessl et al. [8] presented an approach to measure
DRAM addressing functions entirely in software removing the require-
ment to perform physical probing. However, these addressing functions
can also be used for performance optimization, such as application-aware
memory channel partitioning [7] or variable page sizes [9] for more efficient
row-buffer usage.

In contrast to AMD, Intel has not published the addressing functions
of their CPUs. Therefore, the scientific community focused on reverse-
engineering the DRAM addressing functions of Intel CPUs [8, 10, 5, 3].
AMD had a market share of 35.2 % (Intel had 62.8 %) in the market of x86
CPUs in Q3 2022 [4]. So, roughly one-third of x86 CPUs are manufactured
by AMD. AMD published the DRAM banks’ addressing functions in
the Bios and Kernel Developer’s Guide (BKDG) up to microarchitecture
16h [1]. Beginning with microarchitecture 17h (released in 2017 [2]), no
BKDG was released, so the addressing functions of the DRAM banks are
not publicly available anymore.

Our paper makes the following contributions:

• We present an adapted approach based on the one introduced by Pessl
et al. [8] to reverse-engineer the addressing functions on AMD CPUs.

• We evaluate our approach on four CPUs with two different DRAM
settings.

• We provide the addressing functions that we have found with our
approach.

• We publish our AMD DRAM addressing function reverse-engineering
tool1.

1https://github.com/iisys-sns/amdre (link changed, since the camera-ready ver-
sion had still the link to the anonymous git)
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5. Reverse-Engineering Bank Addressing Functions on AMD CPUs

However, to the best of our knowledge, this paper is the first to focus on
reverse engineering the addressing functions of AMD CPUs.

2. Backgrounds

This section briefly overviews how DRAM memory is organized and how
the memory controller uses the addressing functions.

DRAM memory, in general, is organized in channels, DIMMs, ranks, and
banks. The channel is a bus that connects the DIMMs with the CPU. In the
case of a multi-channel memory architecture, DIMMs can be on different
channels or share the same channel. A DIMM contains the actual DRAM
chips, containing banks, which can be organized in groups called ranks.
DRAM banks store data in cells consisting of capacitors and transistors
organized in arrays of rows and columns. Additionally, a bank contains a
row buffer that stores the entire row accessed last.

Since reading destroys the data saved in a row, the data has to be written
back before the next row can be read. Writing the content of the row
buffer back to the DRAM array before the next row is fetched (called row
conflict) is significantly slower than if the correct row is already in the
row buffer (called row hit).

The memory controller selects the bank by applying an XOR operation
to the bits of the physical address masked with each of the addressing
functions. The result of this operation is used as one addressing bit of
the DRAM bank [8] for each DRAM addressing function. These functions
split the available physical addresses equally to the physically available
DRAM banks. If there are nbanks DRAM banks and nbanks is a power of
two, there should be log2(nbanks) addressing functions. If nbanks is not a
power of two, non-linear functions are used.

Since the memory controller is part of the CPU, different addressing
functions exist on different CPUs. However, Pessl et al. [8] showed that
the addressing functions also depend on the system’s DIMM configuration.
That means that the addressing functions can differ on systems with the
same CPU.

58



3. Reverse-Engineering of DRAM Addressing Functions on AMD CPUs

Determine Threshold T (Row Hit vs. Row Conflict)

Determine Number of Banks Address Groups

Determine Block Size Address Groups

Add additional Addresses Address Groups

Derive Addressing Functions Addressing Functions

Figure 5.1.: Overview of the reverse-engineering process. Actions (shown on the
left side) lead to results (shown on the right side) and require some
of the results of previous actions. Different results are depicted in
different colors. Actions that require and return address groups add
more addresses to the existing groups.

3. Reverse-Engineering of DRAM Addressing
Functions on AMD CPUs

This paper introduces an approach to reverse-engineer AMD CPUs’ ad-
dressing functions that only depends on access to physical addresses
and measurements of access timings. Figure 5.1 gives an overview of the
procedure.

3.1. Determine the Threshold between Row Hit and
Conflict

The first step is determining the threshold T between a row hit and a
row conflict, which is required to measure whether addresses belong to
the same bank. For that, we need to measure the access time of memory
addresses. If the access is slow, we assume a row conflict was triggered.
Thus, the memory addresses are in the same bank but in different rows.
If the access is fast, we assume a row hit was triggered, and the memory
addresses are located in different banks or the same row in the same bank.
We need to determine a threshold T to distinguish between the two cases.

Our proof-of-concept allocates a 2 MiB transparent hugepage and measures
the access time of the first and the second page (e. g., the first and the
4 096th byte) n (by default, 200) times to rule out noise. We use the rdtscp
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instruction to measure the access time. To avoid that the CPU caches
the results, our proof-of-concept uses the clflush instruction between
measurements to remove the data from the cache. Then, the proof-of-
concept computes the average by dividing the measured access time by n.
Next, we repeat the measurement for all other pages within the transparent
hugepage, group all measurements by access time and search for a gap in
the access times, which should be between row hits and conflicts. If the
gap is found, the middle of the gap is used as the threshold value.

This measurement is repeated for multiple transparent hugepages to
increase the accuracy. The number of transparent hugepages can be
configured and is set to 21 by default. The median of all measurements is
used as the threshold.

3.2. Measuring the Number of Banks

In this step, we measure the number of banks by grouping addresses with
row conflicts. Addresses that end up in one group belong to the same bank.
Initially, there are no groups. We take every 4 096th address, i. e. one per
4 KiB page, and compare it with x randomly selected addresses of each
group. If the address does not fit in a group or there are no groups, this
address goes into a new group. If a group has fewer than x addresses, the
address is compared to all addresses in this group. The comparison works
as follows: When the access time (measured the same way as described in
Section 3.1) is higher than the threshold determined before, there is a row
conflict, and the address is at the same bank as the other addresses in the
group; otherwise, there is a row hit. When multiple groups have access
times longer than the threshold, which might occur due to measurement
errors, the group with the longest access time is used. We set x = 9 in our
experiments which worked best for us, but this parameter can be changed
via a command line option.

At least two 4 KiB pages fit into one row on x86_64 systems, assuming a
size of 8 KiB for a row. As a 4 KiB page can span multiple banks and rows,
it is possible to fit parts of more than two 4 KiB pages into one row on one
bank [8]. Thus, comparing two addresses that are located in the same row
will produce a row hit even if they belong to the same bank. To avoid this
problem, we regroup the initial groups. We iterate through the groups,
removing each one after another, and try to add the addresses that belong
to the removed group to the remaining groups. If one of the remaining
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groups matches (e. g., a row conflict occurs), our proof-of-concept adds the
address to that group. Otherwise, our proof-of-concept adds the address
to a new group. This regrouping step is repeated until the number of
groups is plausible, meaning it is a power of two. Afterwards, the number
of groups is fixed, e. g., no new groups are created by the following steps.

3.3. Detecting the Block Size

The next step is to detect how many consecutive memory addresses are
located in the same bank. This block size helps us determining which bits
we can ignore when inferring the addressing functions. Additionally, it
decreases the number of addresses we need to group, speeding up the
process.

First, we guess the block size, starting with 4 096 B. Then, we count the
number of consecutive memory addresses for the guessed block size. When
we start with 4 096 B, we need to find memory addresses at offsets of
0x1000 (=̂ 4096). If we do not find consecutive memory addresses, we
divide the block size by two and try again. The next block size would
be 2 048 B. We already found the number of banks, but since we halved
the block size, we have more addresses, which we need to sort again into
the groups. That is the case since only every 4 096th address was grouped
before. Now, every 2 048th address has to be grouped. In contrast to the
grouping described before, no new groups are created at this stage. When
an address does not fit into any existing group, it is discarded.

If the number of consecutive memory addresses is one, the block size is
smaller than or equal to the currently guessed block size. If it is two, the
system’s block size is twice the currently guessed block size, so the block
size is known in this case. Therefore, we must halve the block size until
the number of consecutive memory addresses is two. We will repeat this
process until we find the block size or reach 64 B, which is the size of one
cache line.

3.4. Add Additional Addresses to the Groups

When we found the block size, we can allocate more transparent hugepages
and add more memory addresses to the groups. This procedure is similar to
the one described in Section 3.2, except that we will not create new groups
and use the measured block size. If an address cannot be added to any
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group, e. g., due to measurement errors or noise in the system, we discard
the address. This optional step was not necessary for the tested systems in
Section 4. However, there might be systems where the addressing function
uses a bit before the 21st bit. In that case, one transparent hugepage is
insufficient to derive the full addressing functions. In that case, additional
transparent hugepages are required.

3.5. Deriving the Addressing Functions

The final step is to derive the linear addressing functions. We implemented
this step with multi-threading to reduce the time to derive the addressing
functions. Each thread computes a mask candidate similar to Drama [8].
Initially, we try one bit (e. g., 0x01) followed by the next larger combi-
nations with the same number of bits. If this is no longer possible, two
bits (e. g., 0x11) followed by the next larger combinations with the same
number of bits are tried. This is repeated until max_mask_bits bits are
set. Thus, all possible masks with 1 ≤ n ≤ max_mask_bits are computed
in total. We set the max_mask_bits = 7 by default to limit the number
of candidates and, thereby, the time required for mask detection. Each
mask is then checked to see whether it is valid based on the following
criteria:

• The function yields the same results for all addresses within the same
group for all groups.

• The function splits the groups equally, e. g.„ it provides the results 0
and 1 for 50 % of the the groups.

• The mask is not equivalent to a simpler mask. This is analyzed by
toggling the ones in the mask to zeroes in all possible combinations. If
one of the modified masks yields the same results, the current mask is
equivalent to a mask with fewer bits and, therefore, does not have to
be added.

After the threads are done, the detected masks are unified since the
algorithm described above does also detect linear combinations of other
masks. Finally, it is verified that the number of detected masks equals
log2 nbanks. If that is the case, the detected masks are returned.
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3.6. Runtime Estimation

The runtime of the approach described before depends on multiple pa-
rameters. We divide the reverse engineering process into three stages:
In the first initialization stage (S1), our proof-of-concept measures the
threshold between row hit and conflict. In the grouping stage (S2), our
proof-of-concept groups memory blocks based on their timings when ac-
cessed alternatingly. In the last stage (S3), our proof-of-concept derives
the addressing functions with multiple threads.

First, we look at the number of banks nb depending on the number of
addresses na. In stage S2, when na ≤ nb · x, the runtime does not depend
on nb. When na ≥ nb · x, the runtime has a linear dependency to nb.
Each address is compared to at most x (9 by default) randomly selected
other addresses from the same bank. Therefore, if there are more than x
addresses in the bank, the number of comparisons for each new address is
limited to x per bank.

Next, we look at the number of transparent hugepages nt. For both stages,
S1 and S2, the runtime depends on nt linearly. The block size ns influence
stages S1 and S2 inverse proportionally. If our proof-of-concept is run with
multiple threads nc, the last stage S3 depends inverse proportional on nc.

Regarding the number of bits set at most in the mask candidates nm: For
S3, we need to sum up the binomial coefficient since all combinations with
1 ≤ x ≤ nm bits are selected.

See Section 4 for runtime measurements during the performed experiments.

4. Experimental Evaluation
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4. Experimental Evaluation

We reverse-engineered the addressing functions on several systems with
different CPUs and multiple DIMM configurations. In addition, we per-
formed these measurements for different proof-of-concepts. In order to
ensure that our approach works on Intel CPUs as well, we run our proof-
of-concept on several Intel CPUs in addition to the AMD CPUs. First,
we analyze the existing Drama proof-of-concept [8]. Next, we evaluate the
proof-of-concept introduced in this paper. Table 5.3 provides an overview
of the systems used for experimental evaluation.

Table 5.3.: Systems used for experimental evaluation

CPU DRAM type Number of DIMMs
AMD Ryzen 9 5950X DDR4 1, 2
AMD Ryzen 9 3900X DDR4 1, 2
Intel Core i9-10900K DDR4 1, 2
Intel Core i7-4800MQ DDR3 1, 2

As the approach shown by Pessl et al. [8] is similar to our approach, it is
used for evaluation. Their proof-of-concept returns all reverse-engineered
addressing functions (might be more than addressing functions on the
system) and their probability. Afterwards, the user has to guess which
of the returned addressing functions are the correct ones. Therefore, the
log2(nB) most probable addressing functions are listed for systems with
nB banks in the evaluation. Additionally, we provide the total number
of identified addressing functions. The proof-of-concept was executed on
several systems with AMD and Intel CPUs. Table 5.2 shows the results of
our measurements.

The number of DIMMs in Table 5.2 is depicted as nD and the number of
DRAM banks is depicted as nB . Not all identified addressing functions are
listed due to space limits, but only the most probable ones. We provide
the total number of addressing functions if more addressing functions were
identified.

The proof-of-concept introduced in this paper was executed on the same
systems with AMD and Intel CPUs. The configuration of the systems
significantly affects the runtime (see Section 3.6 for detailed estimation of
runtime impacts). The results of the measurements are shown in Table 5.1.
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5. Reverse-Engineering Bank Addressing Functions on AMD CPUs

It should be noted that both the proof-of-concept by Pessl et al. [8] and
our approach identified addressing functions on systems with AMD CPUs.
The addressing functions reverse-engineered on the Intel systems are the
same for both tools with the exception of the i7-4800MQ where Drama
did not find all required sets. However, the ones on AMD systems are
different. The addressing functions derived by Drama were not stable on
the AMD systems, e. g., different when the tool was executed multiple
times. Our tool took longer to execute but was more stable than Drama.
Therefore, we conclude that Drama does not run stable on systems with
AMD CPUs. However, we depict the addressing functions identified by
Drama for completeness.

5. Limitations

Like prior approaches [8], our reverse-engineering approach introduced in
this paper only works on systems with linear DRAM addressing functions,
i. e., the total number of DRAM banks is a power of two. Moreover, since
it is exclusively based on timings, it is impossible to get further semantic
information related to the detected addressing functions, e. g., determining
whether a detected function addresses a channel, rank, DIMM, bank group,
or bank. Our proof-of-concept needs root privileges to get the physical
addresses mapped to virtual addresses using /proc/self/pagemap. Since
the addressing functions can only be applied to physical addresses (or
parts of virtual addresses that are directly mapped to physical addresses),
the restriction with the root privileges should not be a problem in typical
application scenarios.

6. Related Work

In 2014, Kim et al. [6] analyzed the effect that bits in DRAM flipped (e. g.,
a 1 changed to a 0 or vice versa) when spatially nearby memory locations
were repeatedly accessed. In addition, the authors reverse-engineered
addressing functions on the Intel CPUs they used in a way. They found
that the two selected addresses should have a distance of 8 MiB to be on
the same bank.

Later, Pessl et al. [8] introduced a more generic approach to reverse-
engineer addressing functions without requiring physical access, by using
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6. Related Work

timing instead. The primary approach is to measure the time a specific
number of alternating accesses to two addresses takes when the accesses
are not cached. If that access time is considered high, there is a row conflict,
and both addresses are on the same bank in different rows. Otherwise,
there is a row hit, and the addresses are either on different banks or on the
same bank in the same row. Based on the conflicts, addresses are grouped,
mapping to banks. Afterwards, the addressing functions can be derived
using the physical addresses in the groups. The authors evaluated their
approach on several systems with Intel CPUs by physically probing the
accessed components and comparing the results of the reverse-engineered
addressing functions to the probed values. They showed that different
addressing functions are used depending on the configuration of DIMMs
in the systems. In contrast to their tool, our tool measures the number of
DRAM banks, so it does not have to be specified manually and can be
used as additional sanity check. Additionally, we do not select addresses
randomly out of an address pool but group entire 2 MiB transparent
hugepages. We modified the measurements of the timings to get more
precise results and reduce the impact of noise. However, this approach
slows down the measurements, so our tool brings more stable results at
the cost of a higher runtime.

In 2018, Barenghi et al. [3] showed that the addressing functions used
by the memory controller depend on the configuration of DIMMs in the
system. Their approach is similar to the one showed by Pessl et al. [8].

Two years later, Wang et al. [10] combined the approach introduced by
Pessl et al. [8] with additional knowledge about the DIMM configuration
and addressing functions in general. Thereby, they were able to reverse-
engineer DRAM bank addresses significantly faster. Additionally, their
approach gave information about the parts of addresses used to address
rows and columns within the same bank. The authors claimed to open-
source their tool, which seems not have happened until now. Upon a
request we send to the authors we did not get any response.

In the same year, Helm et al. [5] introduced an approach that uses CPU
performance counters instead of timings to group addresses by DRAM
bank. Due to the usage of the counters, the results are more precise than
the ones received via timing. Since the timers the authors are using are
not supported on the AMD systems we used for our experiments, we can
not evaluate their approach on AMD CPUs.
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However, all of these publications focus on Intel CPUs, and none of them
verified their approach on AMD. Our work closes this gap and extends
over prior techniques.

7. Conclusion and Future Work

In this paper, we introduced a new approach extending the one by Pessl
et al. [8]. We evaluated the proof-of-concept from prior work [8] for reverse-
engineering the addressing functions on systems with AMD and Intel
CPUs. Additionally, we evaluated our new approach on these systems and
showed that prior approaches did not yield good results on AMD-based
systems.

In the future, the scientific community should evaluate techniques to
reverse-engineer DRAM addressing functions further on AMD CPUs to
better understand both, what DRAM addressing functions on AMD in
general look like and which patterns they follow, and which corner cases on
different microarchitectures limit the applicability of reverse-engineering
techniques.
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Abstract

The density of memory cells in modern DRAM is so high that frequently
accessing a memory row can flip bits in nearby rows. That effect is
called Rowhammer, and an attacker can exploit this phenomenon to flip
bits by rapidly accessing the contents of nearby memory rows. In recent
years, researchers have developed sophisticated exploits based on this
vulnerability, which enable privilege escalation on desktop computers,
mobile devices, and even cloud systems without requiring any software
vulnerability. However, rows are not equally vulnerable to Rowhammer.
Therefore, an attacker has to massage the memory, for instance, with
page table entry (PTE) spraying, to increase the chance of successful
exploitation. More bit flips mean the attacks become easier and faster to
conduct.

In this paper, we present Flipper, a Rowhammer amplification attack
against DDR3, consisting of two components: cmpIST exploits the cmpsb
and repe x86 instructions to get DRAM access with higher frequency.
cmpPAR exploits the effect of hammering in multiple threads, which
increases the number of bit flips found in a given time, as shown in previous
work. As a result, we can increase the number of bit flips by a factor of 830
on the measured devices, even on systems featuring mitigation techniques,
without using administrative privileges. We evaluate our technique on six
DDR3 DIMMs. Although DDR3 memory has been superseded by DDR4
and DDR5 memory technologies, it is still widely used in devices that
do not require frequent replacement, such as projectors, smart displays,
servers, embedded devices, routers, and printers.

72



1. Introduction

1. Introduction

DRAM stores data in memory cells consisting of capacitors and transistors.
These DRAM cells are organized in arrays of rows and columns. A high
density of memory cells is required to meet the market demands for storage
capacity. Due to the high density, rapidly accessing a memory cell can
affect spatially nearby memory cells. That means rapidly reading the
content of memory rows can cause bit flips in adjacent memory rows. This
vulnerability is known as Rowhammer [20].

Initially, the problem behind Rowhammer was known as a side-effect with
little to no security implications [33]. In recent years, however, researchers
developed sophisticated exploits based on Rowhammer. These exploits
achieve, for instance, privilege escalation on desktop computers [34, 6,
5, 4, 14, 31, 25, 19, 15], mobile devices [38, 41, 4, 24, 22], and even on
cloud systems [30, 3, 40, 37], all without a software vulnerability. All these
exploits have something in common: the more bit flips are found, the
easier and faster the exploits can be conducted.

One technique to amplify Rowhammer attacks is multi-thread hammering,
in which multiple threads hammer different memory locations. Previous
works used multi-thread hammering with mixed results. Some works [23,
13, 7] show that multi-thread hammering increases the number of bit flips.
In contrast, Qiao and Seaborn [28] show that multi-thread hammering
was much less effective than to single-threaded hammering, at least for
DDR4 DIMMs with target row refresh (TRR).

Another technique that Kang et al. [19] introduced is called bank-level
parallelism. When a program accesses memory locations in different banks,
the memory controller parallelizes these accesses, even when accessed from
a single-threaded program. They show that bank-level parallelism is quite
effective for Rowhammer on DDR4 and increases the number of bit flips.
However, their measurements show that it is not effective against DDR3.

Even though DDR3 memory is superseded by newer DDR4 and DDR5
memory technologies, it is still a relevant attack vector. Globally, a share
of cloud systems still use DDR3, and a considerable number of consumer
and office systems still use DDR3 [11]. An analysis at our institution
confirmed this on a local scale as well, as we found many devices in use
that still had DDR3 memory, e. g., projectors, smart screens, embedded
devices, routers, and printers.
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6. Flipper

In this work, we show an effective amplification attack against DDR3.
We combine multi-threaded hammering with bank-level parallelism and
show x86 instructions that can be used to increase the memory pressure.
Thereby, we get an increase in the number of bit flips found in a given time
by a factor of 830. Overall our paper makes the following contributions:

1. We introduce cmpIST , a Rowhammer amplification attack on DDR3
DRAM that exploits the x86 cmpsb and repe instructions.

2. With cmpPAR, we reproduce the results of previous work [23, 13, 7]
and verify that the hammering process can be parallelized.

3. We perform a systematic evaluation of both primitives, separately
and in combination, and show that the number of bit flips on DDR3
systems can be increased by a factor of 830 on our systems, even on
systems featuring the double refresh rate mitigation.

4. We publish Flipper, the tool used for evaluation1.

Outline. Section 2 provides background information. In Section 3, we
introduce two novel amplification attacks. Section 4 provides an exper-
imental evaluation of both attacks. We discuss the security impact in
Section 5. Section 6 lists possible countermeasures to mitigate the ampli-
fication effects. Related work is discussed in Section 7. We conclude in
Section 8.

2. Background

This section briefly overviews the memory architecture and describes how
Rowhammer works.

2.1. Memory Architecture

DRAM cells consist of capacitors and transistors organized in columns and
rows, referred to as a DRAM array. The DRAM array, sense amplifiers,
and the row buffer, containing the last row that was accessed, is called a
bank. Multiple banks are placed across multiple chips, and multiple chips
are organized in ranks. A DIMM consists of one or multiple of these ranks.

1https://github.com/iisys-sns/Flipper
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2. Background

Memory systems can have multiple buses that connect the CPU and the
DIMMs. These buses are called channels.

When data from memory is accessed, the entire row is loaded into the row
buffer. However, this operation destroys the original row’s content in the
DRAM array. Thus, the data has to be restored from the row buffer back
into the row located in the DRAM array.

Additionally, the capacitors lose charge over time. Therefore, they must be
refreshed regularly. The standards for DDR3 [16] and DDR4 [17] specify
a refresh interval of 64ms, while the standard for DDR5 [18] specifies a
refresh interval of 32ms for each DRAM cell.

2.2. Rowhammer

When two different rows in the same bank are frequently accessed, this
results in multiple accesses to the actual DRAM array, involving the
loading and restoring of the rows. Due to these accesses, charge leakage
can occur in other physically adjacent rows—a phenomenon known as
Rowhammer. An attacker can exploit this side effect to induce bit flips in
memory. The accessed rows are referred to as aggressor rows, while the
rows prone to bit flips are called victim rows.

Bit flips can only occur between two refresh operations of the rows because
the cells’ capacitors are restored during the refresh process. One mitigation
technique for Rowhammer is to double the refresh rate, ensuring that a
cell is refreshed every 32ms instead of 64ms [20]. Not all memory regions
exhibit the same vulnerability to Rowhammer; consequently, the number
of bit flips observed within a given period varies depending on the scanned
memory region. Furthermore, DIMMs are not uniformly vulnerable to
Rowhammer, even when they are the same model.

To exploit Rowhammer effectively, an attacker has to reverse-engineer
the mapping process from virtual memory addresses to spatial memory
locations, which is typically handled by the memory management unit
(MMU) and the memory controller [27]. For modern CPUs, the mapping
functions between physical addresses and spatial memory locations remain
unpublished. Because the memory controller translates physical addresses
to memory locations, an attacker must ascertain the physical addresses
mapped to the virtual addresses used by processes. Alternatively, mecha-
nisms that ensure proper alignment of virtual memory addresses, such as
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transparent hugepage (THP), can be utilized. When the physical address
(or a portion of it) is known, DRAM addressing functions can be utilized
to determine the spatial location of the physical address. Although these
functions are not publicly documented, several methodologies exist to
reverse-engineer them [27, 39, 9, 4, 8, 15].

3. Rowhammer Amplification Attacks

In this Section, we introduce a novel Rowhammer amplification attack
which we call Flipper, that increases the number of found bit flips on
mitigated systems. Our amplification attack consists of two parts: cmpIST

and cmpPAR.

3.1. Terminology

The Rowhammer amplification primitive based on specific x86 instruction
as described in Section 3.2 is called cmpIST . Our implementation of this
approach, a standalone binary, is called MemPressureGen.

The Rowhammer amplification primitive based on parallel execution
of Rowhammer on multiple banks as described in Section 3.3 is called
cmpPAR. Our implementation of this approach, a Rowhammer tool that
includes features for addressing function reverse-engineering and supports
multi-threaded execution of Rowhammer, is called HammerTool.

The combination of both, e. g., running HammerTool in one process and
MemPressureGen in another process at the same time, is called Flipper.
For experimental evaluation, we use RowhammerJS, a Rowhammer tool
from Gruss et al. [6] in addition to our own implementation HammerTool.

3.2. cmpIST : Exploiting the cmpsb and repe Instructions

The fundamental discovery for cmpIST is, that the function memcmp(...),
shown in Listing 6.1 is using assembly instructions to optimize the com-
parison. The implementation uses the x86 cmpsb (compare byte strings)
instruction in combination with the repe instruction, which repeats the
cmpsb instruction as long as the ECX register is not zero and the ZF flag is
set [12].
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32 int memcmp ( const void *s1 , const void *s2 , size_t len)
33 {
34 bool diff;
35 asm("repe; cmpsb " CC_SET (nz)
36 : CC_OUT (nz) (diff), "+D" (s1), "+S" (s2), "+c" (len));
37 return diff;
38 }

Listing 6.1: Source code of the function memcmp from the Linux Kernel v6.13-rc5
located in arch/x86/boot/string.c.

Both instructions are not new and were already available on the 8086
CPU [10]. In comparison, the ARM implementation of memcmp increases
two pointers as long as the bytes to be compared are equal. As stated by
Shirriff [35], these x86 instructions are faster than the implementation in
assembly code. A quick benchmark2 between the two implementations
reveals that the x86 implementation is around 2.65 times as fast as the
ARM implementation.

Our implementation of cmpIST , MemPressureGen, allocates 1 024MiB
of memory and initializes all pages in the allocated memory area with the
same random data. Thereby, identical data is compared and the cmpsb
instruction keeps running. MemPressureGen compares every page with
the first one and repeats this procedure in a loop until the process is
terminated.

To amplify the Rowhammer attack, we run the native double-sided
RowhammerJS exploit published by Gruss et al. [6] and start MemPres-
sureGen as new process in parallel. With this approach, the number of
bit flips found in a given time can be increased significantly, as we show
in Section 4.

3.3. cmpPAR: Parallel Hammering

Accessing data in DRAM can be parallelised, provided that the data is
stored in different DRAM banks [21]. Previous work shows that parallel
hammering can have positive [23, 13, 7, 19] and negative [28] impacts on
the number of bit flips occurring.

2We measured the time to compare 1 000 000 pages of memory with identical content.
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This is why we implemented a multithreading mode in our Rowhammer
PoC called HammerTool. HammerTool is implemented in a way that
each thread hammers a single DRAM bank. Therefore, each thread gets a
list of all items that should be hammered for a single bank, where each
item contains a list of aggressors that should be hammered and a list
of victims that should be checked for bit flips after the aggressors were
accessed. After the entire list is processed, the thread gets another list
with all items that should be hammered for another bank. It is possible to
manually specify the number of threads. By default, it uses n_threads =
min(n_logical_cpus, n_memory_banks) threads on the victim’s system.
Thus, we are leveraging bank-level parallelism from Kang et al. [19].

The items described before are generated in a initialization phase that
preceeds the multi-threaded hammering. In that phase, memory is allocated
and grouped by banks either by using addressing functions (which requires
elevated privileges) or by utilizing access time measurements. Afterwards,
addresses from the same group with a specified distance searched depending
of the submitted pattern. Thereby, it is possible to generate arbitrary
statical patterns. The double-sided pattern with the aggressor mask 101
(aggressor row, free row, aggressor row) yielded good results and was
used for the evaluation. During the search, all rows that are next to an
aggressor row and not an aggressor row themselves are handled as victim
rows. In the end, a list of items that match the submitted aggressor mask
is returned for the bank. When the items were generated for all banks,
multi-threaded Rowhammer as described above is started.

4. Experimental Evaluation

4.1. Experimental Setup

Our experimental setup consists of two laptops, a ThinkPad T540p and
a ThinkPad X230T. On both, the latest BIOS version3 is installed. Ac-
cording to the BIOS changelog, both systems contain a mitigation for the
“risk of security vulnerability related to DRAM Row Hammering” [2, 1].
The changelog, however, did not specify which mitigation was applied.
Therefore, we measured the refresh interval on both systems before and
after the BIOS update and confirmed that they applied the double refresh

3At the time of writing, the Thinkpad X230T had version 2.75 (2019-10-04) and the
Thinkpad T540p had version 2.38 (2020-05-19) installed.
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rate mitigation. Details of this measurement can be found in Section 4.2.
All systems run Arch Linux. Table 6.1 shows the hardware specification
of our setup.

Table 6.1.: Hardware specification of our setup.

System CPU DIMM Capacity Kernel

ThinkPad X230T i5-3320M M1 4GiB 5.11.16

ThinkPad T540p i7-4800MQ M4 4GiB 5.16.16

We use several DIMMs for the experimental evaluation which are named
M1–M6. If not stated otherwise, the experiments are done with the DIMM
listed in Table 6.1 for the according systems.

4.2. Measuring the Refresh Rate

By default, DDR3 DRAM is refreshed at a rate of 64ms [16]. The refresh
is done in batches containing multiple rows [26]. There are 8 192 of these
batches. So, one batch is refreshed every 64ms

8 192 ≈ 7.8 µs. With a double
refresh rate, one batch is refreshed every 32ms

8 192 ≈ 3.9µs. During a refresh,
there are no accesses to the DRAM array. For this reason, accesses during
a refresh are slower because they are only executed after the refresh is
done.

The refresh rate can be measured by accessing an address multiple times
from DRAM by using the clflush instruction to flush it from the CPU
cache before accessing it. When measuring the time of the access, there are
fast and slow accesses. When there is a row hit and no refresh is running,
the access is fast. When data from another row is requested between two
accesses, there is a row conflict and the access is slow. When any rows are
refreshed, the access is slow as well.

Next, the duration of the accesses can be analyzed. Slow accesses are
expected at a regular basis: When they are every 7.8 µs, the system has a
refresh rate of 64ms. When the are every 3.9 µs, the system has a refresh
rate of 32ms.
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4.3. Experimental Methods

We use the native implementation of RowhammerJS [6] and Hammer-
Tool for our evaluation. The first one is an existing PoC for Rowhammer
and the latter one is the PoC we implemented. Both tools use dynamic
memory allocation and, therefore, scan different memory areas every time
they are started. Therefore, we repeat the measurements multiple times
and compute the average value and confidence intervals, since the occur-
rence of the bit flips is a statistical process as shown in the following
subsections. Most of the measurements were repeated 100 times and we
show the average and confidence intervals of 99%. Most single measure-
ments run for 300 s. If the number of measurements, confidence interval,
or runtime differs for an experiment, it is stated there.

We also tried to use the implementation of hammertime introduced by
Tatar et al. [36] as the authors state that their implementation is able
to find orders of magnitude more bit flips on their test system. However,
we were unable to identify any bit flips using hammertime on our test
systems. Since this would require a detailled analysis of the root cause, we
skipped hammertime and only use RowhammerJS and HammerTool.

4.4. Evaluation of cmpIST

In this experiment, we run Rowhammer attacks with HammerTool in
single-thread mode and RowhammerJS. In parallel, we execute Mem-
PressureGen as described in Section 3.2. Figure 6.1 depicts the amount
of bit flips found by RowhammerJS and HammerTool within 300 s
with and without MemPressureGen running.

Without MemPressureGen, HammerTool finds approximately 1.32
bit flips in 300 s on average on the X230T. With MemPressureGen,
it finds approximately 125 bit flips in the same time. So, the usage of
MemPressureGen increases the amount of bit flips by a factor of 94.70.
RowhammerJS finds approximately 3.45 bit flips without MemPres-
sureGen running in parallel. When MemPressureGen is running in
parallel, approximately 281 bit flips are found on the X230T. MemPres-
sureGen increases the amount of bit flips by a factor of 81.45. So, the
usage of MemPressureGen lead to an increase in the amount of bit flips
by factor 88.08 on the X230T.
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Figure 6.1.: Number of bit flips measured within 300 s with and without Mem-
PressureGen running in parallel.

HammerTool finds approximately 0.5 bit flips in 300 s on average on
the T540p when MemPressureGen is not running in parallel. With
MemPressureGen, it finds approximately 22.28 bit flips in the same
time. The usage of MemPressureGen increases the amount of bit flips
by a factor of 44.56. Without MemPressureGen running in parallel,
RowhammerJS finds approximately 0.91 bit flips. In the same time,
there are approximately 35.09 bit flips found when MemPressureGen
is running. So, the usage of MemPressureGen increases the amount of
bit flips by a factor of 38.56. The usage of MemPressureGen leads to
an increase in the amount of bit flips by factor 36.83 on the T540p.

Note: We identified a bug in the flush mechanism after performing all
experiments. Due to that bug, HammerTool only flushed the first cache
line of a victim before comparing the entire victim. Therefore, depending
on other processes running on the same system, parts of the victim
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might be read from the CPU cache instead of DRAM. A short evaluation
showed that this yields approximately two times the number of bit flips
when used without MemPressureGen running in parallel. This explains
the difference in the number of bit flips found by HammerTool and
RowhammerJS and shows that our measurements are rather conservative.

4.5. Evaluation of cmpPAR

Because Rowhammer requires accesses to the DIMMs, the speed of the
hammering process is limited by the speed of the DIMMs. We show
that it is possible to hammer multiple memory locations in parallel as
described in Section 3.3, if they are located at different banks. The number
of bit flips found in a given time increases with the number of threads
used for hammering. Figure 6.2 depicts the amount of bit flips found by
HammerTool in relation to the number of threads used for hammering
with and without pinning the threads to logical CPU cores.

HammerTool without CPU pinning
HammerTool with CPU pinning
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Figure 6.2.: Number of bit flips found within 300 s depending on the number
of threads used by HammerTool without MemPressureGen
running. The average values of 100 measurements are depicted for
each number of threads with confidence intervals of 99%. In general,
the number of bit flips increases with the number of threads.

On both systems, the graphs without CPU pinning can be divided into
two parts: The first one in the range 1 ≤ x ≤ n

2 , where x is the number of
threads and n is the number of logical cores. The second one in the range
n
2 ≤ x ≤ n. The second part of both graphs has a stronger slope than the
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first one. This is due to the fact that the scheduler tries to balance load
among logical cores. When there are ≤ n

2 threads, the scheduler can shift
all threads at the same time. This leads to the threads “jumping” across
the cores4. When there are > n

2 threads, at least one thread has to keep
running because not all of them can be shifted around the cores at the
same time. We assume that this effect leads to fewer shifting in general
and, thereby to a more efficient usage of processing time.

In contrast to that, the graphs with CPU pinning have a stronger slope
in the beginning. This can be explained with the fact that the hammering
threads do not “jump” across the cores and that they are not interrupted
by other threads so often because these are put to the “free” cores if
possible. With an increase in the number of hammering threads, there
are less possibilities to schedule other threads to other cores (in the case
where x = n, there is no possibility to do so), so the slope decreases with
the number of threads.

On the T540p, it can be seen that the number of bit flips increases strongly
at every second number of threads when CPU pinning is enabled (see
Figure 6.2b). This effect does not occur on the X230T (see Figure 6.2a).
The T540p has a CPU with Haswell microarchitecture and the X230T
one with Ivy Bridge Microarchitecture.

The memory subsystem in Ivy Bridge can handle two 16 byte loads and
one 16 byte store per cycle. For Haswell, two 32 byte loads and one 32
byte store can be performed per cycle [32]. Ivy Bridge has a L2 → L1
bandwidth of 32 bytes per cycle while Haswell has a L2 → L1 bandwidth of
64 bytes per cycle [32]. However, for both microarchitectures, the L2→L3
bandwidth is 32 bytes per cycle. One physical core and the L1 and L2
caches are shared between two hyperthreads on both systems.

On Ivy Bridge, two hyperthreads can perform one 16 byte load each in
one cycle resulting in 32 bytes being loaded, which is also the bandwidth
of L2 → L1 and L3 → L2. So, running two hyperthreads saturates the
bandwidth of the sytem.

In contrast to that, on Haswell, two hyperthreads can perform one 32 byte
load each in one cycle resulting in 64 bytes being loaded. The L2 → L1
bandwidth is 64 bytes per cycle as well, so this saturates the L2 → L1
bandwidth as well. However, the L3 → L2 bandwidth is only 32 bytes

4This behaviour can be observed with an interactive process-viewer during the experi-
ments
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per cycle and thereby the bottleneck for two hyperthreads running on the
same core.

On Haswell, one hyperthread per core already saturates the L3 → L2
bandwidth. When a second hyperthread is added, it does not increase
the memory access speed. Therefore, an increase happens only when a
new hyperthread is created on a new physical core (not already used for
hammering), which happens only for every second hyperthread. However,
this is only a hypothesis.

4.6. Evaluation of Flipper — Combining cmpIST and
cmpPAR

Both Rowhammer amplification attacks introduced in this paper can be
used at the same time leading to a substantial increase in the amount of
bit flips found in a given time. To evaluate this, we repeat the experiment
from Section 4.5 with MemPressureGen running in parallel. Figure 6.3
shows the amount of bit flips found with cmpIST running at the same
time.
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Figure 6.3.: Number of bit flips found by HammerTool in 300 s with Mem-
PressureGen running in parallel. An average value from 100 mea-
surements is depicted for each number of threads with confidence
intervals of 99% which are very small.

The result of the experiment from Figure 6.3 shows that cmpIST can be
combined with cmpPAR and, thereby, find more bit flips in 300 s on the
X230T. The number of bit flips peaks in the graph without CPU pinning
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at 3 threads on the X230T, because MemPressureGen is running in
a separate process which leads to one logical core to run at full load.
Because the X230T has 4 logical cores, there are 3 logical cores idling
when MemPressureGen is running. So, they can be used to run 3
threads of hammering. Each of those threads brings one logical core to full
load. When there are more CPU-intensive threads than logical CPUs on
the system, the operating system has to reschedule them. This leads to a
decrease in the amount of bit flips found because the hammer threads are
interrupted by the scheduler frequently. The same applies for the T540p
which has 8 logical cores and, therefore, a maximum at 7 threads without
CPU pinning.

With CPU pinning, the effect described in Section 4.5 can be seen again.
In contrast to the case without CPU pinning, the number of bit flips found
within 300 s increases slightly from x = n − 1 to x = n threads. This is
the case because the threads are pinned to the CPU cores and, therefore,
not scheduled to other cores (there is no “jumping”). However, there is
only one thread at a time interrupted by MemPressureGen. As the
other threads are not interrupted at that time, it can be assumed that
the number of bit flips is at least at the level of the measurement with
x = n − 1 threads. The slight increase is because the threads get some
computation time even if they are interrupted.

4.7. Comparison of Attacks based on Unique Bit Flips

The previous experiments have shown that cmpIST leads to a significant
increase in the number of bit flips found in a given time. But what about
unique bit flips; can the usage of MemPressureGen lead to bit flips being
discovered that would otherwise not be found? When scanning a memory
area (e. g., one THP) for the first time, there are more bit flips found when
using MemPressureGen. To clarify if using MemPressureGen leads
to more unique bit flips, the same memory area is scanned multiple times.
We define unique bit flips based on the following parameters:

Aggressor rows that were hammered when the bit flip was triggered;

Victim row that contained the actual bit flip;

Offset in the victim row, which specifies the byte that contained the bit
flip;

Flip mask which specifies the bit/bits that flipped within the byte; and
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Flip direction which specifies if a bit flipped from 1 to 0 or vice versa.

If at least one of the parameters is different, two bit flips are considered
to be distinct. For this experiment, bit flips are only considered if they
differ from all other bit flips found within the same measurement.

In this experiment, one THP is allocated and scanned x times without
MemPressureGen. Afterwards, the amount of absolute and unique bit
flips is counted and reset. Next, MemPressureGen is started and the
measurement is repeated x times on the same THP. Then, the number
of absolute and unique flips is counted again. For each value of x, Ham-
merTool was started 10 times and the average value is used as result.
Figure 6.4 depicts the amount of unique bit flips.

The measurements on both systems depicted in Figures 6.4a and 6.4b show
that there is a limited growth within the scope of the measurements. This
behaviour applies to the amount of bit flips found with and without Mem-
PressureGen. However, within 60 measurements of the same memory
area, the amount of bit flips measured without MemPressureGen did
not reach the amount of bit flips with MemPressureGen. This means
that the usage of MemPressureGen leads to more unique bit flips even
when measuring multiple times.

Afterwards, the ratio between the number of unique bit flips found with
and without MemPressureGen is calculated. This ratio is shown in
Figure 6.4c and 6.4d. It can be seen that the ratio decreases with the
amount of repeating measurements. However, even when the measurements
are repeated 60 times, the ratio is still approximately 2 on the X230T and
approximately 10 on the T540p. So, cmpIST leads to more found bit flips
even when the same memory area was scanned 60 times.

On the X230T, the factor is about 13 for x = 1. The difference between the
factor of 13 in this measurement and the factor of 90 in the measurement
shown in Section 4.4, is due the parallelized mode of HammerTool
and warmup measurement errors. We assume that the sudden increase
in Figure 6.4b values at x = 20 is a background process that was started.
However, it did not have a significant effect to the ratio, meaning that it
affected both measurements (with and without MemPressureGen) the
same way.
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4.8. Relation between Measurement Time and Bit Flips
Found

After the measurement of repeatedly scanning the same memory areas
as described in Section 4.7, we measure the amount of bit flips found
with and without the usage of MemPressureGen within a given time.
Figure 6.5 depicts the results of the measurement.

When MemPressureGen is used (see Figure 6.5a and Figure 6.5b), the
number of bit flips found in a given time is linearly correlated that time. So,
doubeling the measurement time results in the double number of bit flips
within the range of this experiment. This behavior can be seen on both
systems, the X230T (see Figure 6.5a) and the T540p (see Figure 6.5b).

In contrast to that, when MemPressureGen is not used (see Figure 6.5c
and Figure 6.5d), the number of bit flips found in a given time does not
seem to be linearly correlated to that time. However, when looking at the
error bars, it is likely that they are linear as well and the difference from
the linear function are just fluctuations within the depicted error range.

4.9. Amplification Factor on Systems with Double Refresh
Rate

To estimate the effect of Flipper in real-world scenarios, we measure the
amplification factor when combining cmpIST and cmpPAR in contrast to
single-thread hammering without cmpIST on both systems with multiple
DIMMs. The amount of bit flips found in 300 s with and without Flipper
are shown in Figure 6.6.

Based on the results shown in Figure 6.6, the highest amplification factor
was 4 771 for M3 on the T540p. The lowest amplification factor was 231.64
for M1 on the X230T. In average, the attacks introduced in this paper lead
to an amplification factor of approximately 1 675.

Consequently, despite the fact that the base implementation of Ham-
merTool finds about half the amount of bit flips in a given time as
RowhammerJS, as shown in Section 4.4, Flipper effectively yields 837.5
times more bit flips in the same time frame. This is an improvement over
the state of the art by almost 3 orders of magnitude.

It should be also noted that no bit flips were found on M6 without Flipper
on both systems. When Flipper was used, both systems were affected.
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5. Discussion on the Security Impact

In this Section, we would like to discuss what an increased number of flips
means regarding security.

First, it reduces the time an attacker needs to find the appropriate bits,
e. g., bits belonging to a PTE. A bit flip in a PTE’s physical page number
can give an attacker access to different memory pages [34]. The longer
an attacker needs to find the appropriate bits, the greater the chance of
getting caught. The same applies to other exploitation approaches, e. g.,
flipping bits in opcodes of binaries within the page cache, as Gruss et al. [5]
showed. However, that attack overall took 95.5 h. From that time, 26.2 h
were used to find bit flips. With our attack that time could have been
significantly reduced. The same is true for finding the correct flip to attack
a page cross-VM when Kernel Samepage Merging is enabled, as shown by
Razavi et al. [30].

Second, since our attack also finds bit flips that would not have been
found without our attack, the chance of finding bit flips at the right places
is higher. Our experiments show that our attack finds bit flips that other
tools, e. g., RowhammerJS, did not find. Therefore, the chances are
higher to find bit flips that are security-relevant.

Third, the BIOS update enabled the double refresh rate mitigation on both
test systems. So, all our experiments were run with this mitigation enabled.
Thus, our presented attacks help to bypass this mitigation technique.

6. Countermeasures

Defending Rowhammer attacks is a difficult task, particularly since it
is a hardware side-effect. Since the cmsp and repe x86 instructions are
available in user space, there is no easy countermeasure. The microcode
implementation is not public, this is why we can only speculate about
countermeasures.

One possible countermeasure would be to adjust the microcode implemen-
tation to behave like a normal memory comparison internally. However,
that would introduce a performance decrease of around factor 2.65 as
described in Section 3.2. Increasing the refresh rate further, such as 2–4
times [29], would be possible, but that comes with disadvantages. A higher
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refresh rate would mean more power consumption and less performance
without a guarantee to mitigate Rowhammer completely.

7. Related Work

Kim et al. [20] were the first that described the technical details behind
Rowhammer. One year later, Seaborn [34] published an exploit based
on Rowhammer, which can be used for local privilege escalation. They
published their tool for automated Rowhammer testing. This tool uses a
probabilistic approach which means that it is not required to know the
mapping between memory addresses and their locations.

Gruss et al. [6] described the approach of executing a Rowhammer attack
without the usage of the clflush instruction by evicting cache lines from
the CPU cache instead. The source code published in the scope of that
paper included a native component with clflush as well. That tool makes
it possible to find bit flips when the addressing functions of the memory
controller are known. We use RowhammerJS to evaluate our tool.

In 2016, Pessl et al. [27] described an approach to automatically reverse-
engineer the addressing functions of the memory controller by using time-
based measurements. We have implemented their time-based approach
in HammerTool. Additionally, we compare the addressing functions
reverse-engineered by HammerTool to the ones reverse-engineered by
Drama. Both tools identify the same addressing function on our test
systems.

In the same year, Razavi et al. [30] described an approach to exploit
rowhammer in a virtualized environment. To get the correct address
mappings, they use THPs, which we also do. This approach is used to get
contiguous physical memory and, thereby, remove the need to know the
physical addresses.

There are several publications that use parallelized hammering. Some
of them stated that it has a positive impact on the number of bit flips
found in a given time [23, 13, 7, 19]. Others state that is has a negative
impact [28]. We implemented and evaluated the approach and showed
that it has a positive impact.

Ridder et al. [31] introduced rowhammer on DDR4 DRAM in JavaScript
from the browser. They described an novel approach that exploits DDR4
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memory with implemented mitigation against Rowhammer anyway. They
increased the hammering pattern by using a double pointer chase; in
contrast to our work, we use multithreading and special instructions to
increase the hammering frequency.

In 2022, Jattke et al. [14] also explored fuzzing of hammering patterns
to find more effective patterns. These patterns are exploitable on specific
DRAM modules, bypassing defenses that target only specific hammering
patterns.

In 2024, Kang et al. [19] showed that it is possible to perform Rowhammer
attacks parallelized at DRAM bank level. They used the effect that the
memory controller parallelizes serial memory access instructions. With
DDR4, they inspected a significant increase in the number of bit flips.
However, they were unable to reproduce this behaviour on DDR3 where the
number of bit flips even decreased with their parallelization approach. Kim
et al. [20] reported threshold number of activations of at least 139 k within
one tREFI for DDR3. In contrast, Frigo et al. [4] showed that 45 k activations
within one tREFI are sufficient for DDR4. So, the number of activation
within one tREFI required to trigger bit flips is significantly higher on
DDR3 than on DDR4. We hypothesize that bank-level parallelization
leads to more overall accesses, e. g., to all banks, but reduces the number
of accesses to a single bank. While the reduced number of activations for
the single banks is still sufficient to trigger bit flips on DDR4 systems, it is
not on DDR3 systems. For DDR4, the bank-level parallelization increases
the overall number of bit flips, because multiple banks are accessed at
the same time effectively. In contrast, when multiple treads are used,
the overall number of accesses is higher, so the number of activations is
sufficient for DDR4, but also still sufficient for DDR3. Therefore, multiple
banks on DDR3 can be hammered in parallel when using multi-threading,
while bank-level parallelism on the memory controller itself is not sufficient
to increase the number of bit flips when a single thread is used.

8. Conclusion and Future Work

In this paper, we showed that the number of bit flips can be increased
by using two primitives: A combination of the x86 instructions cmpsb
and repe leads to an increase in the number of bit flips found in a given
time. Also, the parallel execution of Rowhammer attacks as previously
described [23, 13, 7] yielded a significant increase. We evaluated Flipper,
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our implementation of both primitives, and showed that it brings amplifi-
cation factors of 830 compared to RowhammerJS [6] on DDR3 DRAM.
We showed that Flipper leads to bit flips that did not occur without
using it. We ran our experiments on systems that have the double refresh
rate mitigation activated. We showed that Flipper can help to bypass
this mitigation technique.

As described before, DDR4 and DDR5 are gradually replacing DDR3 on
the market. Therefore, the experiments we described in Section 4 should
be repeated on DDR4 and DDR5 DIMMs in future work. Additionally, the
amount of DIMMs should be increased to understand this vulnerability
better and analyze other instructions to see whether they have similar
effects.
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Abstract

In this paper, we introduce a novel approach to reliably verifying DRAM
addressing functions and function components from software. We perform
the first systematic analysis of 5 DRAM function reverse-engineering
tools on 2 different DDR3, 4 DDR4, and 4 DDR5 system configurations,
revealing a significant variance in the success rate of these tools, from 0%
to 92.9%. We discover the previously unknown rank selection side channel
and reverse engineer its function on two DDR4 and two DDR5 systems.
These results enable novel DDR5 row-conflict side-channel attacks, which
we demonstrate in two scenarios: First, we evaluate the DDR5 row-conflict
side channel in a covert channel with 1.39Mbit/s. Second, we evaluate
the channel in a website fingerprinting attack with an F1 score of 84% on
DDR4 and 74% on DDR5.

1. Introduction

Software-level security often assumes that hardware is functioning correctly
and without side effects. However, physical effects can undermine system
security with side-channel and fault attacks. One attack target is DRAM,
the main memory in modern computers. There are side channels [27, 41],
fault attacks [14, 5], and slowdown attacks [24] on DRAM, undermining
a system’s confidentiality, integrity, and availability. DRAM addressing
functions can be used in performance optimization, such as application-
aware memory channel partitioning [25] or variable page sizes [38] for more
efficient row-buffer usage. However, DRAM side-channel and fault attacks
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also often use these functions: Pessl et al. [27] presented the first DRAM
side-channel attacks exploiting reverse-engineered addressing functions.
Seaborn [34, 33] used DRAM addressing functions for the first practical
Rowhammer exploit. Rambleed [17] exploits bit flips in attacker memory,
depending on inaccessible victim data bits and addressing functions.

DRAM addressing functions are defined by the CPU’s memory controller,
i. e., specific to the CPU model and the memory configuration. Conse-
quently, it is necessary to reverse-engineer the functions anew for every
system. Prior works utilize DRAM access timings [27, 40, 4, 8]. Helm et al.
[9] reverse-engineered the DRAM functions using performance counters.
Most works did not verify the functions systematically but only tested
whether an attack succeeded. However, Rowhammer bit flips can also
occur with incorrect or even without addressing functions, e. g., One-
Location Rowhammer [5]. Only Pessl et al. [27] and Jattke et al. [12]
verified addressing functions using high-bandwidth oscilloscopes.

In this paper, we present a novel methodology to verify the correctness of
DRAM addressing functions purely in software. Our approach is based
on the fact that the theoretical success rate of DRAM side channel tests
changes with each function component. Consequently, we can verify the
correctness of even single output bit of the DRAM addressing functions
purely from software. Thus, we can identify incorrect function components
and combine the outputs of multiple reverse-engineering tools to a complete
and correct a set of functions. We evaluate our approach on 10 systems
and show that the maximum deviation from theoretical values for correct
functions is 0.76% on DDR3, 0.52% on DDR4, and 0.49% on DDR5,
indicating the high precision of our approach.

Based on our novel verification methodology, we present the first systematic
analysis of DRAM addressing function reverse-engineering approaches. We
observe success rates of 92.9% on DDR3, 85.6% on DDR4, and 87.3% on
DDR5 for the full DRAM addressing functions with the best respective
reverse-engineering tool [27, 40, 4, 8, 12]. We show that 3 tools yield good
results (i. e., ≈ 90% correct) on our DDR3 systems (Intel), 4 tools yield
good results (i. e., ≈ 80% correct) on our DDR4 systems (Intel), and only
1 tool yields moderate results (i. e., ≈ 60% correct) on DDR4 (AMD) and
good results (i. e., ≈ 85% correct) on DDR5 (Intel). No tool yields good
results on DDR5 (AMD).

Using our approach, we found an additional layer in DRAM addressing:
There is a measurable timing difference between addresses of the same
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rank and those of different ranks. We strongly suspect this is due to the
rank select commands sent between accesses to different ranks. We are the
first to reverse-engineer rank addressing functions and show that using
such functions increases the success rate by 18.36% to 36.11% on different
systems.

We built the first row-conflict covert channel on DDR5 with a true capacity
of up to 2.23Mbit/s on DDR3, 0.66Mbit/s on DDR4, and 1.39Mbit/s
on DDR5. Additionally, we evaluate our approach in a row-conflict side-
channel website-fingerprinting attack, identifying a single website out of
100 with an F1 score of 84% on DDR4 and 74% on DDR5.

In summary, in this paper, we make the following contributions:

1. We present a new approach for DRAM address function verification in
software1 based on computing deviations from the theoretical behavior.

2. We systematically evaluate 5 reverse-engineering tools on 2 DDR3, 4
DDR4, and 4 DDR5 systems and show that none produce good results
on all systems.

3. We discover a novel rank selection timing channel and reverse-engineer
the corresponding rank function on two DDR4 and two DDR5 systems.

4. We present the first row-conflict covert channel on DDR52. with
1.39Mbit/s.

5. We demonstrate a novel row-conflict-based side-channel attack on
DDR5, allowing to distinguish 100 websites with an F1 score of 74%.

Outline. Section 2 provides background. Section 3 describes our setup.
Section 4 presents our new function verification approach. Section 5
presents our DRAM rank addressing insights. Section 6 presents our
covert channel on DDR5, and Section 7 our website-fingerprinting attack.
Section 8 concludes.

2. Background and Related Work

This section discusses DRAM and DRAM addressing, covert channels,
website fingerprinting, and related work.

DRAM. DRAM cells consist of capacitors and transistors organized
in rows and columns, forming DRAM banks grouped into ranks on a

1https://github.com/iisys-sns/DramaVerify
2https://github.com/iisys-sns/DramaNg
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DIMM [27]. DIMMs are connected to the CPU’s memory controller via
channels. Activating cells (reading the data into a row buffer) is destructive,
so content must be written back before activating another row. Since
capacitors lose charge over time, DRAM needs periodic recharging, e. g.,
every 64ms.

DRAM Addressing Functions. Addressing functions map consecutive
memory into different banks, ranks, and channels to minimize bank con-
flicts. The memory controller translates physical addresses via addressing
functions into DRAM components, i. e., channels, DIMMs, ranks, banks,
rows, and columns.

Linear Addressing functions are used on systems where the number of
all DRAM components is a power of two. They are represented as a hex-
adecimal bitmask, indicating which bits need to be XORed. For example,
the addressing function 0x88000 corresponds to 100010000000000000002,
indicating that the 19th and the 15th bit of the physical address needs
to be XORed. Each function distinguishes two states, meaning there are
log2(nbanks) addressing functions on a system with nbanks DRAM banks.
Reverse-engineering non-linear addressing functions (which use operations
other than XOR) remains an open problem.

Covert Channels. Various microarchitectural elements have been used
in covert communication channels [18], e. g., via CPU load [26], CPU
caches [42, 45, 46, 22, 21, 23, 28, 7, 31], and the memory bus [44, 43].
Covert channels have become a best practice to evaluate the capacity
of side channels. Semal et al. [35] present a DRAMA covert channel
on DDR3 and DDR4 systems with up to 729 bit/s. Wang et al. [41]
show that this channel also affects Intel SGX. Van der Veen et al. [39]
amplify the DRAMA channel by making all memory uncacheable. In a
simulation, Kushwaha et al. [16] showed certain secure cache designs can
also amplify the DRAMA channel from a simulated range of 2.73Mbit/s
to 4.61Mbit/s to 4.53Mbit/s to 6.82Mbit/s. The fastest DRAM covert
channel to date [27] achieves a capacity of up to 2Mbit/s on DDR4.

Website-Fingerprinting Side Channels. A common scenario for side-
channel evaluation with low spatial resolution is website fingerprinting.
Fingerprinting attacks exploited Android data usage [37], browser memory
usage [10], the power side channel [29], cache occupancy [36], interrupt
timing [3, 47, 30], SSD contention [13], and timing side channels in the
operating system [19], often achieving high F1 scores in open- and closed-
world scenarios on the top 100 websites.
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Related Work. Several Rowhammer exploits do not use DRAM bank
addressing functions [14, 32, 5]. However, newer and sophisticated Row-
hammer exploits [32, 6, 4, 15, 11] use DRAM addressing functions to
increase the number of bit flips with more targeted hammering.

Pessl et al. [27] reverse-engineered DRAM bank addressing functions
from software and used physical memory-bus probing for verification.
Barenghi et al. [2] and Marazzi et al. [20] also use the timing-based
approach to reverse-engineer DRAM addressing functions. Prior work
often determines the correctness through success rates of resulting attacks,
e. g., the overall success rate of the full set of addressing functions. In
contrast, we demonstrate that the theoretical influence of correct functions
can be leveraged as ground truth to verify the correctness of single reverse-
engineered functions. While we also discover the rank selection side channel
that was previously unknown, we focus our verification on the known
row-conflict side channel with addressing functions from prior work (which
did not include rank selection functions).

DRAMDig [40] is a knowledge-assisted tool to determine DRAM address
mappings and then run a double-sided rowhammer test for verification.
Zhang et al. [48] extended DRAMDig to a Rowhammer testing tool
using reverse-engineered addressing functions. Frigo et al. [4] trigger bit
flips in TRR-enabled DIMMs using a many-sided pattern with many
aggressor rows, relying on reverse-engineering DRAM addressing functions.
Helm et al. [9] use performance-counter-based reverse-engineering, focusing
on Intel Haswell, Broadwell, and Skylake. Since we also cover AMD, we
cannot use their approach in our measurements.

Fewer works focused on AMD. AMD published functions on older CPUs [1]
but not for newer ones, where Heckel et al. [8] and Jattke et al. [12]
recently reverse-engineered DRAM addressing functions. They also reverse-
engineered DRAM addressing functions on DDR5 utilizing the row-conflict
side-channel we utilize for the attacks presented in this paper. Jattke et al.
[12] verify the function correctness with an oscilloscope, like Pessl et al.
[27].

3. Experimental Setup

Our experimental setup consists of 2 systems with DDR3, 4 with DDR4,
and 4 with DDR5 DRAM. Each system has a unique ID that follows the
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Table 7.1.: Systems used for experimental evaluation. The number of banks (nbnk)
is the number of all banks in the system, e. g., there are nbanks

nrnk
banks

per rank.

System CPU Memory nbnk nrnk

DD
R3 S301 i5-3320M 4GiB 8 1

S302 i7-4800MQ 4GiB 16 2

DD
R4

S401 i9-10900K 8GiB 16 1
S402 i9-10900K 8GiB 32 2
S403 5950X 8GiB 16 1
S404 5950X 8GiB 32 2

DD
R5

S501 i7-13700 16GiB 64 1
S502 i7-13700 16GiB 64 1
S503 7700X 16GiB 64 1
S504 7700X 16GiB 64 1

format: S〈DDR Version〉〈Counter〉. All systems run a current version of
Arch Linux (6.8.7-arch1-1). Since rank addressing functions are a significant
part of the experimental evaluation, we use DIMMs with one or two ranks.
If we have multiple similar systems, we use a DIMM with one rank in
one system and a DIMM with two ranks in the other (see Table 7.1 for
details). We use /proc/self/pagemap to get physical to virtual addresses
mappings.

4. Verification of DRAM Addressing Functions

This section shows how we verify DRAM bank addressing functions based
on Drama [27]. Rather than exploiting the varying timings between row
hits and conflicts to create a covert channel, we utilize this side channel to
confirm the accuracy of the bank addressing functions. Although we use
the same side channel from Drama, we utilize it differently, as discussed
in Section 4.1 We verify our approach using DRAM bank addressing
functions reverse-engineered by five existing tools [27, 40, 4, 8, 12]. Our
criterion for selecting the tools was that they were published in the last
ten years and do not require features available only on one architecture.
We omitted Helm et al. [9] since their approach uses performance counters
exclusive to Intel CPUs from Haswell to Skylake.
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Figure 7.1.: Histogram of access times when accessing randomly selected pairs
of addresses in a flush and reload loop. The gap around 825 TSC
cycles hints at the threshold between row hits and misses on S404.

4.1. Verification Steps

This section describes the steps to verify reverse-engineered DRAM bank
addressing functions. First, we measure the threshold between a row hit
and a conflict before allocating 1GiB of memory. We resolve the physical
addresses with elevated privileges, group the allocated memory based on
the given addressing functions, and run the Drama side channel. We
compute a success rate for the addressing function from the number of
row hits and conflicts.

Measure the Threshold between Row Hit and Row Conflict. We
allocate one 2MiB transparent hugepage (THP) (512 single 4KiB pages)
and measure the access time using the rdtsc instruction of the first (offset
0) and second (offset 4KiB) page within the THP. We repeat this for all
other pages within the THP, e. g., comparing the first and the third, and
so on. Between measurements, we clear the CPU cache with clflush.

A histogram from the measured access times is shown in Figure 7.1. While
we expect the histogram to have two peaks, one for fast row hits and
one for slow row conflicts, there are three, two with row hit timings.
This can be explained by the fact that S404 has two ranks. We also
performed this experiment on S401, which has only one rank and only one
row-hit peak. Accesses to addresses on the same rank (rank hits) do not
require the memory controller to issue a rank select command between
them. Access to addresses on different ranks (rank conflicts) required
the memory controller to issue rank select commands. For this reason,
those accesses are slightly slower. There are two ranks on S404, and the
addresses are equally distributed over both ranks, so there are two peaks
of similar size. The histogram is analyzed to identify the threshold tT
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between the row hit peak and the row conflict peak (around 825 for the
histogram shown in the plot).

Grouping Addresses. We allocate 1GiB and get the physical addresses
from /proc/self/pagemap. With 230 single addresses in 1GiB, only a
fraction (1% by default) is used. We apply all reverse-engineered DRAM
addressing functions under test to the physical addresses. The bits are
XORed, and the resulting bit is considered a bit of the bank number.
When n addressing functions are applied to a physical address, there is
an n-bit bank number. Finally, the virtual address is added to the group
to match the bank number computed before.

Verification. After address grouping, the row-conflict side channel [27]
is used for group verification. Only correct addressing functions lead to
correct groups, so it is sufficient to verify that the groups are correct to
derive that the addressing functions are correct. There are 2n groups for n
functions. Several address pairs (a1, a2) (we use 5 000 by default, since this
number yielded good results in a brief comparison) are randomly selected
for each group. Additionally, an address (b1) from another randomly
selected group is selected.

Then, we measure the timing of alternatingly accessing (a1, a2), expecting
a row conflict (tc > tT ), and (a1, b1), expecting a row hit (th < tT ). Each
of these timing measurements is performed a few hundred times, and the
median of the measurements is used as the resulting value. If both timings
are correct, tc > tT and th < tT , the address pair is considered to be
grouped correctly.

Evaluation. We compute the share of correctly grouped pairs from all
address pairs, resulting in a correctness measure for reverse-engineered
DRAM bank addressing functions. In Section 4.2, we experimentally
evaluate our approach.

4.2. Experimental Evaluation

We evaluate our approach with the following reverse engineering tools:
Dare [12], Drama [27], DRAMDig [40], TRRespass RE Tool [4], and
AMDRE [8]. After identifying the addressing functions with these
tools, we ran our verification method on these functions 10 times. We
report the average percentage of cases where the assumed banks are correct.
We show a graphical representation of all bits identified to belong to at
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Table 7.2.: Experimentation results of multiple PoCs [27, 40, 4, 8, 12] on our
DDR3 systems. 10 measurements were performed. AFn Mask shows
a graphical representation of all bits belonging to at least one DRAM
bank addressing function. The average percentage %avg is lower than
%max when some runs failed and some succeeded.

PoC AFn Mask %avg σ %min %max

S3
01

AMDRE 83.5% 27.4 1.4% 92.9%
DRAMDig 92.7% 0.1 92.5% 92.8%
Drama 43.9% 34.1 8.3% 92.7%
Dare 0.0% 0.0 0.0% 0.0%
TRRespass 0.0% 0.0 0.0% 0.0%

PoC AFn Mask %avg σ %min %max

S3
02

AMDRE 90.1% 0.1 90.0% 90.3%
DRAMDig 89.8% 0.8 87.3% 90.2%
Drama 42.3% 35.4 0.0% 90.1%
Dare 0.0% 0.0 0.0% 0.0%
TRRespass 0.0% 0.0 0.0% 0.0%

Table 7.3.: Experimentation results ([27, 40, 4, 8, 12]) on our DDR4 systems
(left) and DDR5 systems (right), analogue to Table 7.3.

PoC AFn Mask %avg σ %min %max

S4
01

AMDRE 85.4% 0.1 85.2% 85.5%
DRAMDig 84.8% 0.2 84.4% 85.1%
Drama 15.3% 15.6 0.0% 44.9%
Dare 76.8% 25.6 0.0% 85.5%
TRRespass 84.1% 2.1 79.6% 85.6%

S4
02

AMDRE 77.2% 0.2 76.9% 77.4%
DRAMDig 42.3% 0.1 42.0% 42.5%
Drama 6.7% 6.5 0.0% 21.3%
Dare 29.6% 19.4 0.0% 42.4%
TRRespass 42.2% 0.1 42.0% 42.4%

S4
03

AMDRE 23.2% 13.0 0.0% 38.8%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 13.9% 9.7 0.0% 23.1%
Dare 14.4% 6.0 0.0% 21.6%
TRRespass 0.0% 0.0 0.0% 0.0%

S4
04

AMDRE 62.3% 0.5 61.8% 63.4%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 16.0% 5.8 7.3% 21.8%
Dare 18.5% 1.6 16.1% 20.5%
TRRespass 0.0% 0.0 0.0% 0.0%

PoC AFn Mask %avg σ %min %max

S5
01

AMDRE 42.9% 42.9 0.0% 86.0%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 5.1% 1.8 1.6% 6.3%
Dare 6.3% 0.0 6.3% 6.4%
TRRespass 5.4% 1.2 2.9% 6.1%

S5
02

AMDRE 87.0% 0.2 86.7% 87.3%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 4.0% 2.2 0.0% 5.5%
Dare 4.6% 1.7 0.0% 5.4%
TRRespass 5.4% 0.1 5.2% 5.5%

S5
03

AMDRE 0.0% 0.0 0.0% 0.0%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 22.7% 0.6 21.8% 23.7%
Dare 1.2% 1.2 0.0% 2.6%
TRRespass 0.0% 0.0 0.0% 0.0%

S5
04

AMDRE 0.0% 0.0 0.0% 0.0%
DRAMDig 0.0% 0.0 0.0% 0.0%
Drama 20.6% 6.9 0.0% 23.6%
Dare 18.9% 9.5 0.0% 23.7%
TRRespass 0.0% 0.0 0.0% 0.0%

least one DRAM bank addressing function. Therefore, it is possible to see
how stable the functions were over multiple measurements. Additionally,
to function correctness, we evaluate the stability of the tools as follows:
Stable tools yield the same result upon every execution. Mostly Stable
tools yield the same result in ≥ 70% of runs and only 1 or 2 bits difference
in the other cases, or no result in at most 3 runs. Unstable tools yield
the same result in ≥ 70% of runs, but other runs vary. Completely
Unstable tools have varying results for all runs. Failed tools crashed or
returned nothing.

DDR3. Table 7.2 summarizes our results on two DDR3 systems.
DRAMDig consistently identified stable addressing functions with success
rates around 92%. AMDRE produced mostly stable results but with high
variance (1.4% to 92.9%). In contrast, Drama was completely unstable,
ranging from 0% to 92.7%. Dare and TRRespass failed on both systems.

108



4. Verification of DRAM Addressing Functions

5 10 15 20 25 30 35 40
0%

50%

100%

Number of measurement n

Su
cc

es
s

ra
te Measurements Expected

Figure 7.2.: Success rate reported depending on the number of addressing func-
tions submitted. The measurement was done on S401 with 4 ad-
dressing functions. For each number of addressing functions, 10
measurements were performed.

DDR4. As shown in Table 7.3, on S401 and S402, AMDRE, DRAMDig,
and TRRespass returned stable functions, Dare reported mostly stable
functions and Drama reported completely unstable functions. Drama has
a success rate of 0% to 44.9%. The maximum success rate for AMDRE,
DRAMDig and Dare is around 77% to 85% and around 42% to 85%
for TRRespass. The minimum success rate is approximately 85% for
AMDRE and DRAMDig, it is 79.6% for TRRespass and 0% to 42%
for Dare.

On S403 and S404, DRAMDig and TRRespass failed. The masks of
Dare are stable and mostly stable. AMDRE returns completely unstable
and stable results. The success rates are generally lower than for the other
two systems.

DDR5. Table 7.3 shows the results for our four DDR5 systems. No tool
has stable results across all machines. DRAMDig failed on all machines
and AMDRE and TRRespass on S503 and S504. AMDRE is only stable
on one machine, TRRespass is unstable on the two machines where it
works. Drama was unstable or completely unstable across all machines.
The success rates are generally lower than for DDR4, with AMDRE
reaching the highest success rates of approximately 87% on two systems.
Dare has stable and mostly stable results with maximum success rates of
2.6% to 23.7%.

4.3. Verification of Single Addressing Functions

We verify the entire set of addressing functions in Section 4.2. However,
with that, we cannot make any statement about single functions. This
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section extends the approach from Section 4.2 to verify single addressing
functions within a set.

If a system has nfn correct DRAM bank addressing functions, the number
of banks is nbanks = 2nfn . If we remove one of these functions, the number
of banks addressable halves: 2nfn−1 = 2nfn

2 = nbanks
2 . No addresses can be

added to half of the banks because they can not be addressed with the
reduced number of functions. This results in 50% of the DRAM banks no
longer being accessible via addressing functions and reduces the success
rate by 50%, as shown in Figure 7.2.

In the range 0 < n ≤ 10 we use all DRAM addressing functions 0x2040,
0x24000, 0x48000, and 0x90000. The average success rate is 92.08%. For
10 < n ≤ 20, we remove 0x90000 and the average success rate halves to
46.61%. In the 20 < n ≤ 30 range, we remove 0x48000 resulting in an
average success rate of 23.09%. Finally, for 30 < n ≤ 40, the function
0x2040 is used, and the average success rate is 11.35%, with an expected
success rate of 11.51%.

We conclude that all the DRAM addressing functions used above are
correct. However, this approach has the disadvantage that the differences
between using or not using a function get lower the more functions were
removed before. For example, the expected difference for removing the
first function is 46.04%, which decreases to 11.51% for removing the third
function. However, as DRAM bank addressing functions are not ordered,
we remove every function from the initial set of all functions individually,
comparing the new success rate to the initial one. If a correct function is
removed, the success rate is expected to halve.

We evaluate our verification on DDR3, DDR4, and DDR5, each with
the set of addressing functions reverse-engineered in Section 4.2 that
yields the highest percentage on the respective system. Then, we manually
modify some of the DRAM addressing functions. Afterward, we repeat
the experiment with the modified function to verify that our approach
can detect the modified, now wrong, addressing functions. The results of
this evaluation are shown in Table 7.4.

For S301, S401, and S501, the submitted addressing functions were iden-
tified to be correct, with a maximum difference of 0.76% between the
expected and the measured values when no modifications were performed.
Without any modified functions, all systems’ base success rate (2× %exp)
is approximately 90%. With two modified functions, the success rate
drops to 21.34% on S301. Both incorrect functions were identified, with
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Table 7.4.: Evaluation of single addressing functions grouped by system. The
value of %exp is always 50% of the measured initial success rate for the
entire function set. Manual manipulation to obtain wrong functions
(see the 3 under Mod).

Function Mod. %meas %exp %diff Cor.

S3
02

0x22000 7 47.6% 46.1% 1.5% 3

0x44000 7 47.6% 46.1% 1.5% 3

0x88000 7 47.8% 46.1% 1.7% 3

0x110000 7 47.7% 46.1% 1.6% 3

S4
01

0x2040 7 46.1% 46.6% 0.5% 3

0x24000 7 46.4% 46.6% 0.2% 3

0x48000 7 46.4% 46.6% 0.2% 3

0x90000 7 46.3% 46.6% 0.3% 3

S5
01

0x6300 7 43.6% 43.3% 0.3% 3

0x10000 7 43.6% 43.3% 0.3% 3

0x20000 7 43.8% 43.3% 0.5% 3

0x42300 7 43.4% 43.3% 0.1% 3

0x81100 7 43.5% 43.3% 0.2% 3

0x108000 7 43.3% 43.3% 0.0% 3

Function Mod. %meas %exp %diff Cor.

S3
02

0x23000 3 23.1% 10.7% 12.4% 7

0x44000 7 10.9% 10.7% 0.2% 3

0x89000 3 22.6% 10.7% 11.9% 7

0x110000 7 10.9% 10.7% 0.2% 3

S4
01

0x2040 7 10.4% 10.4% 0.0% 3

0x25000 3 20.8% 10.4% 10.4% 7

0x48000 7 10.5% 10.4% 0.1% 3

0x110000 3 22.6% 10.4% 12.2% 7

S5
01

0x6100 3 9.43% 3.11% 6.32% 7

0x10000 7 3.07% 3.11% 0.04% 3

0x24000 3 9.19% 3.11% 6.08% 7

0x42300 7 3.08% 3.11% 0.03% 3

0x82100 3 9.36% 3.11% 6.25% 7

0x108000 7 3.08% 3.11% 0.03% 3
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Figure 7.3.: Success rate of our verification approach depending on the threshold.
The graph shows average, minimum, and maximum values over 10
measurements.

differences of 11.43% and 11.80%. The correct function was identified
with a difference of 0.71%. On S401, two modified addressing functions
resulted in an overall success rate of 20.88%. The incorrect functions were
identified, with differences of 10.39% and 12.18%. Both correct functions
were identified, with differences of 0.01% and 0.08%. The three modified
addressing functions on S501 resulted in a drop in the overall success rate
of 6.22%. The incorrect functions have differences of 6.32%, 6.08%, and
6.25%. In contrast, the three correct functions have differences of 0.04%,
0.03%, and 0.03%. Our approach identifies correct and incorrect DRAM
bank addressing functions in all cases within this experiment.
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Figure 7.4.: Heat maps of both errors: too fast row conflicts and too slow row
hits. The x-axis shows the group of the first address, the y-axis the
second selected address. Measurements on S404 (with threshold 495),
averaged over 10 measurements.

5. Rank Timing Analysis

To analyze the lower-than-expected success rate (see Section 4.2), we
perform multiple measurements and finally show that a second layer of
addressing functions is used to determine the rank of a physical address.

5.1. Rank Addressing Functions

We use the same timing notation introduced in Section 4.1 and find four
timing cases, C1, with tc > tT and th < tT , E1, with tc < tT and th < tT ,
E2, with tc < tT and th > tT , and E3, with tc > tT and th > tT . When
the addresses are correctly grouped, and both addresses from the same
group are not in the same row, tc cannot be smaller than th since a row
hit (th) is faster than a row conflict (tc). Depending on the addresses
chosen, the case labeled E2 might occur even when correct addressing
functions are used. The probability of this happening is discussed below.
By default, 1% of the available addresses is grouped, which is 10MiB
of 1GiB. If all selected addresses are contiguous, 10MiB of memory are
distributed over nbanks banks. In the case of 32 DRAM banks, this results
in 10MiB

32 = 320KiB per DRAM bank. With the assumption that the
addresses completely populate contiguous rows with a row size of 8KiB,
the selected addresses populate 320KiB

8KiB = 40 rows. So, the probability of
one randomly selected address being in one chosen row is 1

40 = 2.5%.
Following this, the probability of two randomly selected addresses being
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in the same DRAM bank is 2.5%. Therefore, case E2 is doubtful when
correct DRAM bank addressing functions are used, since two randomly
selected addresses from the same DRAM bank would have to be in the
same row, which happens at a probability of 2.5% in the worst case.
Under the assumption that the tested DRAM bank addressing functions
are correct, the cases E1, C1, and E3 are statistically relevant.

In contrast to the approach described in Section 4.1, the threshold is
manually specified and not measured for this experiment. The threshold
impacts the success rate, as shown in Figure 7.3. The statistically relevant
cases E1, C1, and E3 depend on the selected threshold as shown below:

E1: Since both timings (tc and th) are lower than the threshold, row
conflicts are misclassified as row hits. The threshold is selected too
high (for tT ≥ 875 in the graph shown in Figure 7.3).

C1: Since row conflicts (tc) are slower and row hits (th) are faster than
the threshold, both cases are classified correctly. The threshold is set
correctly (for 875 ≥ tT ≥ 795 in the graph shown in Figure 7.3).

E3: Since both timings (tc and th) are higher than the threshold, hits
are misclassified as conflicts. The threshold is too low (for tT ≤ 795 in
Figure 7.3).

Note that the three cases overlap and merge, so the submitted threshold
values describe a range and not a specific value. In these measurements, two
types of single errors can occur: (e1) a row hit is too slow and misclassified
as conflict; and (e2) a row conflict is too fast and misclassified as hit.

Figure 7.4 shows heat maps for both errors. Row conflicts are expected
when comparing addresses from the same DRAM bank, so there are nbanks
different cases (one for each DRAM bank), as shown in Figure 7.4a. Row
hits are expected between addresses from one DRAM bank and addresses
from any other DRAM bank, as shown in Figure 7.4b. The heat map
shows no values on the diagonal since addresses from the same bank are
not expected to be row hits.

As shown in Figure 7.4b, there is a pattern in the error number depending
on the addresses of which DRAM banks are compared to each other. When
comparing an address from bank 0 to another address, the number of
errors is lower for the following banks: (2, 5, 7, 9, 11, 12, 14, 16, 18, 21, 23,
25, 27, 28, 30). Similarly, comparing an address from bank 1 with another
address has fewer errors for the following banks: (3, 4, 6, 8, 10, 13, 15,
17, 19, 20, 22, 24, 26, 29, 31). So, there are two groups of DRAM banks
for which the error rate is lower when addresses are selected from banks
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Figure 7.5.: Average, minimum and maximum success rate (10 measurements) of
our verification approach with and without using rank addressing
functions. The graph without rank addressing functions is the same
one shown in Figure 7.3.

within the same group. At the same time, the error rate is higher when
selecting two addresses from banks in different groups.

This grouping can be described by a grouping function taking bank number
(0–31) as input and returning an output of one bit equivalent to the number
of the groups. The function can be represented by a bitmask that selects
bits of the input and applies a bitwise XOR to them. When bank numbers
are represented in binary, the addressing function 0xd (0b01101) can
be applied similarly to the DRAM bank addressing functions to get a
resulting bit determining the group.

The error rate is lower when two addresses from different banks within
the same bank group are selected, so we restrict the measurements only
to those cases. We compare the success rates with or without applying
the additional DRAM addressing function. The result of this experiment
is shown in Figure 7.5.

When additional rank addressing functions are used, the success rate is
higher in the 700 ≤ tT ≤ 780 range. For tT ≤ 700, the success rate is
nearly 0 for both graphs. When tT ≥ 780, the success rates for both graphs
are similar.

The range 700 ≤ tT ≤ 780 has a similar upper border as tT ≤ 795, as
discussed in case E3, in which both timings (tc and th) are higher than
the threshold. So, the number of row hits misclassified as row conflict is
lower when rank addressing functions are used.

Some row hits are faster than others, as shown in Figure 7.4b. However,
in contrast to the patterns in the heatmaps that occurred in the range
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Table 7.5.: Success rate at the threshold (tT ) with a maximum difference with
and without DRAM rank addressing functions (RF) yielding the best
results in Section 4.2 (10 measurement average). No rank functions
found on other systems.

System RF tT % w RF % w/o RF ∆RF

S402 2 540 66.16% 38.77% 27.40%
S404 13 730 38.54% 20.18% 18.36%
S501 6,8,10 255 77.32% 42.86% 34.46%
S502 6,8,10 230 55.63% 19.52% 36.11%

920 ≤ tT ≤ 980 as well, the differences in the success rate graph are only
relevant in the range of row hits being misclassified as row conflicts.

The memory controller issues Rank Select commands every time the rank
changes, so it is assumed that accessing two addresses from the same rank
that are on different banks (e. g., row hit) is faster than accessing two
addresses from different ranks (e. g., row hit). This effect occurs only on
systems with multiple ranks (we tested systems with 1 and 2), as further
evaluated in Section 5.2. Therefore, we conclude that the effect is related
to the DRAM rank.

5.2. Experimental Evaluation

We perform the steps described in Section 5.1 for experimental evaluation.
If a DRAM rank addressing function is derived, it is submitted to the
verification tool. The maximum distance between the success rates with
and without using the rank addressing function is measured. The results
are shown in Table 7.5.

On both DDR3 systems (S301 and S302 ), it was not possible to see any
patterns in the number of row hits that were too slow, similar to the one
shown in Figure 7.4b. Therefore, we could not apply a rank addressing
function and skipped the evaluation of the rank addressing function.

For the DDR4 systems, patterns occurred only on systems with two ranks
(S402 and S404 ), there were no recognizable patterns for the systems
with one rank (S401 and S403 ). Therefore, we evaluate rank addressing
functions only on S402 and S404. On S402, we identify the rank addressing
function 2. We observe a maximum difference of 27.40%. On S404, the
rank addressing function is 13. The same data as in Section 5.1 was used
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for the evaluation. The maximum distance of 18.36% was reached at a
threshold of 730.

As the DRAM addressing functions on S503 and S504 reached very low
success rates in our experiments (see Section 4.2), these systems were
excluded from the evaluation of rank addressing functions. In contrast to
the DDR4 systems discussed before, S501 and S502 had correct DRAM
addressing functions. Recognizing a pattern in the number of row hits that
were too slow was also possible. From this pattern, we derived the rank
addressing functions 6,8,10 for both systems. On S501, the maximum
difference between using and not using the rank addressing functions is
34.46%. For S502 it is 36.11%.

The row-conflict side-channel can be used to detect rank functions equiva-
lent to bank functions, which is the case when only a single bit is set in
the rank function mask (e. g., 2, 8). However, most rank function masks
(e. g., 13, 6, 10) have multiple bits set, e. g., combine more than one bank
addressing function. Thereby, the row-conflict side-channel itself is not
sufficient to detect them.

6. Row-Conflict Covert Channel on DDR5

This section presents the first row-conflict covert channel on DDR5, in-
cluding cross-VM, with transmission speeds up to 2.23Mbit/s. The sender
and receiver have no shared memory and encode data into same-bank
row conflicts, similar to previous covert channel designs: A low timing
(absence of a row conflict) corresponds to a ‘1’ and a high timing (row
conflict) corresponds to a ‘0’.

We use a time-sliced protocol, synchronized via rdtsc and a 75%-majority
vote to decide whether the accesses within a time slice were mainly
row conflicts or not, i. e., a ‘0’-bit or not. For cross-VM, the timestamp
counter (TSC) can have different values but run at the same speed in
each VM. Hence, we synchronize by transmitting a predefined sequence
at a predefined rate. The receiver reads the sequence and can adjust its
offset to the timestamp counter. After 8 bits were received, the receiver
increases the offset by 1

20 of the specified transmission window.

Suppose the receiver encounters a byte that is either 10101010, i. e., 0xaa,
or 01010101, i. e., 0x55 (one bit shifted); the current offset is stored for
the first valid sequence. Likewise, the offset of the first following sequence
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Figure 7.6.: Raw and true capacity of our covert channel on S502 with 99%
confidence intervals.

that is neither 0xaa nor 0x55 is stored for the following invalid sequence.
Afterward, the average of both offset values is used as offset during the
rest of the transmission.

Next, it is required to synchronize the border of bytes. This is done by
transmitting two bytes of 0x00. Because the sequence 10101010 ends with
a 0, the receiver should receive 1 + 8 × 2 = 17 zeroes in a row. After
receiving 17 zeroes in a row, the receiver starts to receive a new byte.
Finally, the byte 0xaa is sent again to verify that the synchronization was
successful.

Experimental Evaluation. We transmit 6 000 randomly generated
bytes. The raw capacity, i. e., the number of bits sent divided by the
transmission time, and the error rate, i. e., bit-edit distance divided by
the number of bits, is in Figure 7.6.3 We tested 25 gradually decreasing
window sizes per system. The true capacity varies slightly with the error
rate.

We perform experiments on multiple test systems and calculate the true
capacity. Table 7.6 shows the raw capacity, the error rate, and the true
capacity we reach. The covert channel did not work on the systems
with AMD CPUs (S403, S404, S503, S504 ). The reason might be that
Jattke et al. [12] found that AMD requires offsets for specific physical
addresses, which was not considered.

On the Intel systems with DDR3, the true capacity differs significantly.
This can be explained by the error rate on S301, which is significantly

3Shannon’s noisy-channel coding theorem yields the true capacity T as T = r · (1 +
((1− p) · log2(1− p) + p · log2(p))).
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Table 7.6.: True capacity of the covert channel on multiple systems where it
worked.

System Error Rate Raw Capacity True Capacity
S301 39.22% 0.27Mbit/s 0.01Mbit/s
S302 21.74% 9.14Mbit/s 2.23Mbit/s
S401 43.66% 3.72Mbit/s 0.16Mbit/s
S402 24.01% 3.21Mbit/s 0.66Mbit/s
S501 25.88% 7.39Mbit/s 1.29Mbit/s
S502 28.30% 9.89Mbit/s 1.39Mbit/s

higher than on S302, even though the raw capacity is significantly lower.
The error rate on S301 was even higher at higher capacities. Therefore, the
true capacity of 0.01Mbit/s was reached at a raw capacity of 0.27Mibit/s.
In contrast, the true capacity on S302 is 2.23Mbit/s at a raw capacity of
9.14Mbit/s.

On S401, the error rate of 43.66% is significantly higher than 24.01%
on S402. Even though a raw capacity of 3.72Mbit/s and 3.21Mbit/s is
close, the big difference in the error rates leads to a significantly different
true capacity. Therefore, the true capacity is 0.16Mbit/s on S401 and
0.66Mbit/s on S402.

In contrast to the previous experiments, the true capacity of both DDR5
systems is similar. On S501, the true capacity is 1.29Mbit/s at a raw
capacity of 7.39Mbit/s with an error rate of 25.88%. On S502, the true
capacity is 1.39Mbit/s at a raw capacity of 9.89Mbit/s with an error rate
of 28.30%.

7. Website Fingerprinting Attack

We utilize the Drama side channel to mount a website fingerprinting
attack. We measure memory access patterns while accessing websites
using Firefox. We hypothesize that the browser’s memory access patterns
depend on the website rendered at that moment. For evaluation, we train
a machine learning (ML) model to classify the websites based on measured
memory accesses. We verify our fingerprinting approach by classifying 100
websites with an F1 score of 84% on DDR4 and 74% on DDR5.
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Fingerprinting Procedure. First, we spawn a process that measures
the access times to addresses on different system memory banks. At the
same time, we access a website with Firefox and wait 8 s for the website to
be rendered. We then stop Firefox and the measuring process, aggregate
the data to reduce data size, and prepare them for ML model training or
evaluation. Afterward, we use the aggregated data to train our ML model.
Finally, we reaccessed the websites, measured and aggregated memory
access data, and used our ML model to predict which website we had
accessed.

Access Time Measurements. We take DRAM addressing functions,
allocate two 2MiB hugepages on the system. Then, we resolve the mapping
of the virtual addresses to physical addresses using /proc/self/pagemap.
Pagemap is unnecessary for an actual attack because Heckel et al.
[8] showed that we can dynamically group addresses based on access
times. However, for the purpose of demonstration, we used it to reduce
the initialization time and increase the stability for the experimental
evaluation. We then start n threads for measuring. Each thread measures
the memory access times of a specific DRAM bank. If the measured access
time was bigger than the threshold between row hit and row conflict, the
access time and timestamp are stored in a buffer. We measure the loading
of each website for approximately 8 s. The number of threads n is set to
nproc − 2, where nproc is the number of logical CPU cores in the system.
Hence, there are still two CPU cores left for Firefox and system.

Aggregation of Data. Next, we take the files created in the previous
step. We specify a window size and aggregate the number of row conflicts
in that window. We then store the data in a three-dimensional array. We
use a window size of 100 µs. The first dimension contains the number of
row conflicts within the specified window. The second dimension contains
the banks, e. g., one first-dimension list for each bank measured. The third
dimension contains multiple measurements; in our case, 100 accesses the
same website.

Description of the ML Model. Our ML model consists of 9 convo-
lutional layers in groups of three with max pooling and dropout layers
in between. The output of the convolutional layers is then flattened, and
the final prediction is made after three dense layers. The input of a single
website to the model is a 3 dimensional spectrogram with the dimensions
time, frequency, and DRAM bank.

119



7. Verifying DRAM Addressing in Software

Experimental Evaluation. For experimental evaluation, we access 100
websites 100 times each. Afterward, we use 80% of the measurements
to train our ML model and 20% to test our model. On a test system
with DDR5 (S502 ), we reach an overall F1 score of 74% and plot the
predictions of our model in Figure 7.7b. On a test system with DDR4
(S401 ), we reach an overall F1 score of 84% and plot the predictions
of our model in Figure 7.7a. S502 has 24 logical cores (22 threads for
measurement) and S401 has 20 logical cores (18 threads for measurement).
Because each thread measures a single DRAM bank, we can measure 16
of 16 banks on S401, so we measure accesses of Firefox to all DRAM
banks. On S502, we can only measure 22 of 64 banks, so 34.38% of the
DRAM accesses performed by Firefox (assuming equal distribution of
accesses over all banks). We hypothesize that this is the reason for the
lower accuracy on S502.

8. Conclusion

In this paper, we introduced a novel approach to reliably verifying DRAM
addressing functions and function components from software. A first
systematic analysis of 5 DRAM function reverse-engineering tools on 10
different system configurations showed significant variance in the success
rate of these tools, from 0% to 92.9%. We discovered the previously
unknown rank selection side channel and reverse engineer its function
on two DDR4 and two DDR5 systems. These results enable novel DDR5
row-conflict side-channel attacks, which we demonstrated in two scenarios:
a covert channel with 1.39Mbit/s, and a website fingerprinting attack
with an F1 score of 84% on DDR4 and 74% on DDR5. We conclude that
as reverse-engineering of DRAM address functions remains relevant, our
new verification methodology provides a cheap and reliable alternative to
verification using expensive physical measurements.
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Figure 7.7.: Confusion matrices. The actual website is shown on the x axis, the
website predicted by the model is shown on the y axis.
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Abstract

The Rowhammer effect is a disturbance error in DRAM that attackers
can trigger from software. The first publication on Rowhammer in 2014
evaluated 129 Dual In-line Memory Modules (DIMMs) on an FPGA and
showed that 110 DIMMs are affected, indicating that Rowhammer is a
widespread issue. However, until now, no case outside of academia is known
in which Rowhammer was used for attacks, indicating a stark discrepancy
between the attention Rowhammer receives and its real-world relevance.

This paper systematically analyzes 32 offensive Rowhammer papers, in-
cluding 48 experiments. However, we avoid finger-pointing but identify six
threats to the validity and relevance of Rowhammer research results and
give multiple examples. The threats include small sample sizes, overesti-
mated attacker capabilities, unrealistic attack scenarios, non-comparability
of the results, age and wear of hardware, and sub-optimal attack perfor-
mance metrics. Additionally, we provide recommendations with detailed
justification to the scientific community to mitigate those threats: (1) pre-
experimental testing of DIMM integrity, (2) increasing and broadening
the DIMM sample size, (3) expanding reproduction studies of published
work, (4) defining attacks in real-world conditions and distinguishing
them from theoretical ones, (5) publishing DIMM manufacturing data,
(6) documenting DIMM wear and, (7) leveraging multiple metrics for bit
flip evaluations.
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Figure 8.1.: Number of published research papers related to Rowhammer per
year, and number of papers that mention rowhammer multiple times.
We analyzed 2 509 papers identified by a Google Scholar search and
counted the number of occurrences of the word “Rowhammer”. If a
paper has ≥ 5 occurrences of that word, we count it as a Rowhammer
paper. This metric might include some paper that focus on another
topic, but still provides an estimation of the number of publications
related to Rowhammer.

1. Introduction

The main memory, Dynamic Random-Access Memory (DRAM), remains
crucial in all computer devices. The demand for higher storage capacity
yields a high density of DRAM memory cells. However, the industry has
reached a point where scaling becomes a problem. Scaling the capaci-
tors and transistors beyond 40 nm is challenging [49] and can result in
disturbance errors.

These disturbance errors were initially assumed to have little to no security
implications [73]. Later, Kim et al. [42] showed that an attacker can
trigger bit flips in DRAM rows by reading from nearby rows rapidly,
which is known as Rowhammer. In recent years, researchers developed
sophisticated exploits based on Rowhammer. These exploits achieve, for
instance, privilege escalation on desktop computers [74, 21, 69, 26, 1, 78,
19, 14, 47, 28, 72, 82, 12, 54, 39, 30, 37], mobile devices [85, 91, 14, 51,
45], and even on cloud systems [70, 5, 87, 79], all without a software
vulnerability. Over the years, the number of scientific papers related to
Rowhammer1 increased, as shown in Figure 8.1.

1The results for the keyword “hammer” were almost identical.
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With so many scientific publications, system administrators ask: Should
we integrate Rowhammer into our threat analysis? However, to the best
of our knowledge, Rowhammer has not been used in real-world attacks,
such as malware or ransomware. It might be unrealistic to see malware or
ransomware based on Rowhammer, but we don’t know if Rowhammer would
be an attack vector usable for such attacks. National or state actors could
use Rowhammer as part of their attack chain. Overall, the lack of real-world
attacks contradicts the number of Rowhammer publications from academia.
There is a stark discrepancy between the attention Rowhammer’s research
has in the academic community and the relevance of Rowhammer in
real-world attacks.

In this paper, we show multiple threats to Rowhammer research valid-
ity and discuss their influence on the overall validity of Rowhammer
research. We analyze 32 publications that perform 48 experiments re-
garding these threats and show how relevant these threats are regarding
these publications. We focus on offensive Rowhammer research since these
publications typically perform experiments on how good attacks work
on specific systems, resulting in the difference between academic and
real-world estimation of exploitability. Finally, we show how researchers
can prevent those threats in future research.

We point out cases where specific threats undermined the validity of pre-
vious work’s experimental evaluation. Identifying these threats would not
have been possible without the tremendous effort put into these prior works.
We crucially build upon them for identification and do not want to point
fingers at previous work. Instead, we want to provide recommendations to
improve the validity of Rowhammer’s research in general for future work.

We identify the following threats to Rowhammer research validity:

T 1 Small Sample Sizes. Most of the publications related to Rowham-
mer use a small sample size for their experimental evaluation, sometimes
only a sample size of 1. Small sample sizes are insufficient to show that
an attack works in general, and it raises the question of the prevalence
of Rowhammer. An attack might only work under specific conditions
or not work and yield results because the Dual In-line Memory Module
(DIMM) is not functioning correctly, e. g., Target Row Refresh (TRR) is
not working properly.

T 2 Overestimated Attacker Capabilities. The assumption of unre-
alistic capabilities of attackers leads to an overestimation of the impact of
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an attack. Many attacks require specific preconditions, e. g., elevated priv-
ileges to get the physical addresses mapped to virtual addresses or access
to 1GB hugepages, etc. Some preconditions render an attack ineffective
for practical exploitation, e. g., requiring elevated privileges to perform a
privilege escalation attack.

T 3 Unrealistic Attack Scenarios. In some publications, the authors
use special hardware like FPGAs to have fine control over the DRAM
commands or overclock DIMMs in the BIOS. These are unrealistic attack
scenarios, and it is unclear if such attacks would work in a real-world
scenario.

T 4 Results are not comparable with other Publications. The
susceptibility of systems to Rowhammer depends strongly on the system
itself and environmental parameters. For example, Orosa et al. [65] showed
that the number of bit flips triggered depends on the temperature. Due
to the lack of specifying and monitoring environmental parameters and
the fact that each research group uses different systems for experimen-
tal evaluation, the results of multiple experimental evaluations are not
comparable.

T 5 Age and Wear of Hardware not specified. There are indicators
that Rowhammer bit flips may “burn in”, similar to the malicious aging
of circuits [41]. Thus, when a specific bit flip is triggered many times in
DRAM, the number of activations to trigger the bit flip can decrease.
TRR, a proprietary Rowhammer mitigation, might have to be adjusted
over time to mitigate new patterns or improve performance. Therefore, the
age of a DIMM is relevant information for estimating specific properties
of a DIMM.

T 6 The Number of Bit flips is a bad Comparison Metric. Typically,
the number of bit flips is used as a comparison metric. However, it strongly
depends on the system used for experimental evaluation. Therefore, it is
impossible to compare the effectiveness of different existing approaches
without repeating them in the same setup. Additionally, this metric does
not provide any information regarding exploitability.

Contributions. Our work makes the following contributions:

1. We perform a meta-analysis and evaluate potential threats to Row-
hammer research validity using 32 publications that performed 48
experiments.
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2. We identify six threats to the validity of Rowhammer research and
provide a detailed justification.

3. We identify 8 recommendations to our community that help mitigate
threats to validity in Rowhammer research.

Outline. Section 2 provides background. Section 3 overviews threats to
Rowhammer research validity. Section 5 analyzes sample sizes of prior work,
Section 6 analyzes attack scenarios, Section 7 analyzes empirical results
and comparability, and Section 8 discusses the influence of aging and
wear. Section 9 analyzes comparison metrics from prior works. Section 10
concludes.

2. Background and Related Work

This section provides background on DRAM, Rowhammer, and related
work.

DRAM. In DRAM, data is stored in cells consisting of capacitors
and transistors, organized in an array of rows and columns. A wordline
connects all transistors in a row, i. e., all cells in a row are accessed at once.
The charge from the cells is amplified and forwarded to the row buffer
(either SRAM or a feedback loop of the bitlines). Reading a cell drains
the capacitor’s charge, i. e., the row buffer has to be written back to the
DRAM array before another row can be loaded. The memory controller
must periodically refresh capacitors that lose charge over time. DDR3 [32]
and DDR4 [33] use a refresh interval of 64ms for each cell, and DDR5 [34]
uses 32ms, i. e., refresh commands must be issued for each row within this
interval. Refreshes are typically performed in batches [18].

DRAM banks are located on multiple DRAM chips, and are organized in
ranks, with one or more ranks on a DIMM. DIMMs are connected to the
CPU with buses called channels.

DRAM Addressing. The kernel maps virtual to physical addresses
using page tables. Physical addresses are mapped to different devices
and their spatial components by the memory controller. For DRAM, the
memory controller determines, e. g., channel, DIMM, rank, bank, row, and
column, using DRAM addressing functions. These functions can be linear,
essentially an XOR combination of physical address bits, or non-linear.
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Addressing functions were published for some models [3, 25] but not recent
ones.

Reverse-engineering linear DRAM addressing functions has been demon-
strated using, e. g., timing [67, 86, 14, 23, 30] and performance counters [24].
However, non-linear DRAM addressing functions remain a challenge.

Rowhammer. When two rows in the same DRAM bank are accessed
alternatingly, they are loaded into the row buffer and written back every
time they are accessed, incurring numerous accesses the DRAM array.
A high number of accesses to the DRAM array can lead to disturbance
errors, typically in spatially nearby cells [42], called Rowhammer. If DRAM
cells leak enough charge, their value is inverted at the sense amplifier.
These bit flips have to happen before the next refresh, as cell charge is
restored at refresh, i. e., fully charged or discharged. The accessed rows
are called aggressor rows, and the rows likely to have bit flips afterward
are called victim rows. Initially, different patterns like Single-Sided [42],
Double-Sided [21], or One-Location [19] were used. Newer approaches [14,
28, 30] fuzz these patterns to bypass TRR.

In 2014, Kim et al. [42] published the first scientific analysis of Rowhammer.
They showed that 110 of the 129 DIMMs in their FPGA-based setup are
affected by Rowhammer. They also demonstrated bit flips on one Intel
Sandy Bridge, Ivy Bridge, Haswell, and one AMD Piledriver system using
one 2GB DDR3 DIMM.

In 2015, Seaborn and Dullien [75] presented two Rowhammer exploits: A
NaCl sandbox escape and a local privilege escalation based on flipping
bits in page-table entries (PTEs). One year later, Razavi et al. [70] showed
that Rowhammer can be exploited in a cross-VM scenario.

In 2014, vendors started to deploy mitigations against Rowhammer [8].
One of the first approaches was to double the refresh rate, as suggested by
Kim et al. [42]. However, they already reported that lowering the refresh
interval from 64ms to 8.2ms may degrade performance by 11% to 35%.

Another approach is to use Error Correction Code (ECC) DRAM to
correct bit flips. However, Cojocar et al. [9] showed that even ECC does not
prevent Rowhammer when high numbers of bit flips occur. Later, vendors
introduced Target Row Refresh (TRR), a mechanism that tracks DRAM
accesses and refreshes potential victim rows between regular refreshes.
TRR implementations are proprietary and adjusted for new DIMMs when
new attacks are published. Still, multiple publications bypassed TRR [19,
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14, 28, 30]. However, there are multiple other approaches for mitigations:
Some are based on counting activations [64, 4], and some on the location
of rows in DRAM [7], some on cryptographic checksums [36].

Related Work. Mutlu and Kim [59] were the first to provide a retro-
spective of Rowhammer attacks and defenses. They surveyed the existing
research papers at that time and discussed them in detail. Additionally,
they focused on their previously proposed hardware mitigation PARA [42].
They also discussed Rowhammer attacks on other memory technologies,
such as NAND flash.

Loughlin et al. [53] created a taxonomy for existing mitigations and
proposed a memory controller extension against future attacks. They also
described the limitations of countermeasures and argued that there is a
disconnect between existing hardware and proposed software mitigations
from the community. On the meta-level, they suggested DRAM vendors
should publish precise information about their defenses to help build more
effective mitigations.

Naseredini [60] surveyed of Rowhammer attacks and defenses, categorizing
research into attack techniques and mitigation strategies. He analyzed
them year by year and created an overview of different approaches over
the years.

Recently, Zhang et al. [93] systematized Rowhammer attacks and defenses
on commodity systems. They establish a unified framework to analyze
Rowhammer attacks, grouping them by origins, methodologies, and objec-
tives. They also classify various defense mechanisms including ECC and
TRR.

These works provide an excellent overview of Rowhammer but do not
systemically analyze problems in the research methodology that threaten
validity.

3. Threats to Rowhammer Research Validity

In this section, we describe six threats to Rowhammer research validity. We
identify potential problems and propose mitigations to establish a rigorous
scientific process for future Rowhammer research, based on a representative
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set of Rowhammer publications. The results of these high-quality, peer-
reviewed publications led to the insights and recommendations presented
in this paper.

3.1. T 1 Sample Sizes is Too Small

With small sample sizes, deriving general claims in empirical settings is
impossible. Testing a Rowhammer attack on a single DIMM shows an
attack is theoretically possible. However, a DIMM is a complex piece of
electronics. Multiple potential causes exist for bit flips [58]:

• Bad memory cells can introduce random bit-flips.
• Temperature outside the operating range can impact reliability.
• Cosmic rays can hit DIMMs, yielding completely random bit flips.
• Voltage fluctuations by the power supply can introduce faults.
• Manufacturing variations can make a DIMM more vulnerable.
• Electrical properties of the motherboard (e. g., path length differ-

ences, impedance issues, or faulty contacts) can affect reliability.

Some attacks may only work due to undocumented preconditions or faulty
hardware. These attacks are not reproducible, reducing trust in their
validity. To reduce the influence of these factors, a higher sample size is
required, ideally using different test systems. Additionally, higher sample
sizes allow for the estimation of the prevalence of Rowhammer, i. e., the
fraction of affected DIMMs.

A reasonable estimation of the prevalence of Rowhammer is essential: If the
estimate is too low, Rowhammer research may become underrepresented
despite of it’s high impact. If the estimate is too high, too much effort might
be put into solving a problem that only has little real-world implications.

3.2. T 2 Dependence on Elevated Attacker Privileges

In 2015, Seaborn and Dullien [75] demonstrated two exploits based on
Rowhammer: A NaCl sandbox escape and a local privilege escalation
based on PTEs. Consequently, obtaining virtual-to-physical address map-
pings was made privileged [44]. In newer attacks, other concepts like
uncached memory [45], Transparent Hugepages (THPs) [70, 39], or 1GB
Hugepages [28, 30] were used. Many exploitation techniques from prior
work rely on very particular prerequisites and have been mitigated as a
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reaction to the publication of these techniques by changing default configu-
rations or requiring elevated privileges for vulnerable interfaces. Therefore,
most systems with default configurations do not meet these prerequisites
anymore. Elevated attacker privileges make the attack more difficult to
reproduce and may decrease trust in the empirical results. As a result,
Rowhammer research may become a niche area where findings are only
relevant to other Rowhammer studies and lack broader implications.

3.3. T 3 Uncertain Practical Applicability

Another threat to the validity of Rowhammer research is the uncertain
practical applicability of results on off-the-shelf hardware. Some experi-
mental evaluations of Rowhammer attacks are performed on specialized
hardware, e. g., FPGAs, with the advantage of fine-grained control over
DRAM commands.

Additionally, some Rowhammer attacks work on commodity hardware, yet
require extreme parameters for DRAM operation, e. g., extreme overclock-
ing. Thus, these attacks require physical access and control over firmware
settings.

Rowhammer simulators like Hammertime [76] and Hammulator [81] enable
faster development of Rowhammer attacks and defenses by providing
faster and more deterministic bit flips. However, while this enables better
comparability of different Rowhammer attacks, it has the disadvantage of
not being a real system. Emulators provide good metrics for comparisons,
but replacing experimental evaluation with simulators might increase the
difference between academic results and the real-world exploitability of
Rowhammer. Such research is essential for understanding the Rowhammer
effect. However, such foundational research cannot be directly applied to
real-world attacks. Follow-up work is needed.

3.4. T 4 Comparability across Publications

The position and number of bit flips during a Rowhammer attack depend
on environmental parameters such as temperature [65]. Additionally, they
rely on the systems and DIMMs that are evaluated. Thus, directly compar-
ing different approaches is impossible, as most publications use different
setups.
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In some publications, the experimental setups are not described sufficiently.
For example, CPU models, DIMM model numbers, Kernel versions, etc. are
often missing. The memory controller is directly integrated into the CPU.
Thus, different CPU models may have different memory access behaviors.
Other kernel versions may influence the attack. For example, the change
in the permission of /proc/pid/pagemap [44] made the attacks more
difficult, as users cannot obtain physical memory addresses. Thus, due to
undocumented hard- and software, experiments are often not reproducible
anymore.

The physical environment is often not documented, e. g., the temperature of
the DIMMs depends on whether the test system is in an office environment
or a climate-controlled server room. Therefore, the environmental effects
that affect experimental results are unknown, making it hard to compare
them.

Another problem is that different DIMMs, even if they are the same model,
are affected differently by Rowhammer [50]. While one DIMM might yield
a high number of bit flips, another DIMM of the same model might not
be susceptible to Rowhammer at all. This diversity makes results hard to
reproduce and hinders comparing novel and existing attacks.

3.5. T 5 Unspecified Age and Wear of Hardware

Typically, the DIMMs used in experimental setups are not documented.
Scientific papers aim for general applicability rather than singling out
specific manufacturers, but documentation of the used hardware is essen-
tial for reproducibility. Additionally, aging generally affects circuits and
their reliability, and Karimi et al. [41] showed that this can be sped up
maliciously. Thus, the DIMMs’ manufacturing date and wear are crucial
to contextualizing the experimental evaluation.

In DRAM, bit flips induced by Rowhammer can “burn in” [41], i. e., they
can become more likely when triggered many times. Consequently, the
susceptibility of DIMMs used for Rowhammer research has increased over
the years.2 Typically, the usage in prior Rowhammer experiments is not
documented for the DIMMs used in the experimental evaluation. Therefore,

2Karimi et al. [41] show that ICs degrade over time in general. Following, we strongly
assume that the same effect occurs in DRAM, which is implemented with ICs. If
future publications would specify information on age and wear, this claim could be
verified. This note was not included in the camera-ready version of the paper.
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it is hard to compare the effectiveness of attacks between experiments on
different DIMMs.

The algorithms used for Rowhammer attack detection in TRR are not
specified, most likely differ between manufacturers and even DIMM models.
Therefore, effectiveness of TRR depends on the specific model or even
manufacturing date of a DIMM. Vendors may adjust TRR to mitigate
published attacks in newer DIMM generations. However, when the DIMM
model is unknown, it is impossible to estimate which specific attacks are
mitigated by TRR.

Age and usage of a DIMM may affect the Rowhammer susceptibility and,
thus, they may influence the results of empirical evaluations. However,
both parameters are usually not documented, increasing the difficulty
of reproducing results. In addition, it decreases the comparability of
publications. Both effects might reduce the trust in experimental results.

3.6. T 6 Suboptimal Metrics for Comparison

In the current research, the susceptibility of a system to Rowhammer is
often expressed in the number of bit flips found in a given time or memory
area. However, these metrics are not standardized. For example, Kang
et al. [39] used bit flips per hour. Other work [61] used minimal activations
until the first bit flips occurred, which is also known as hammer count. In
contrast, Jattke et al. [28] used multiple measurements, including a total
bit flips found in a given time and total number of bit flips over a sweep3

of 256MiB. Ridder et al. [72] used the percentage of times they observed
bit flips at a vulnerable location. Thus, the metrics presented in different
publications can not be used to compare the performance of attacks
across publications. Therefore, to compare a novel attack to existing work,
researchers must reproduce the prior attack on their hardware with their
measurements. Due to the limited reproducibility of Rowhammer attacks,
this is an unrealistic demand. Thus, the number of unique exploitable bit
flips can be a better metric to estimate the performance of novel attacks.

Different exploitation strategies depend on exploitable bit flips, e. g., bit
flips that occur at specific offsets and in particular directions. Typically,
only one exploitable bit flip is required for a successful exploit chain. Thus,
the attack runtime until the first exploitable bit flip may express a good

3When Blacksmith [28] found an effective pattern, it sweeps over the same contiguous
memory region and reports the number of bit flips.
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estimation of the real-world applicability of a specific attack. Additionally,
new insights on exploitation techniques may lead to novel exploit chains,
allowing better estimations of the importance of Rowhammer outside the
academic world. While the raw number of bit flips, either scaled by time
or a number of accesses, can still be used to compare different attack
strategies on a consistent test setup, it does not provide a universally
comparable metric across different machines.

4. Methodology

We started with a Google Scholar search for the word “Rowhammer”
and found 2 509 publications. Google Scholar also includes publications
that mention the word only once. Thus, we checked if a paper has ≥ 5
occurrences of that word; we ended up with 463 publications (including
presentation, bachelor theses, etc.). Then, we manually filtered for peer-
reviewed papers that perform Rowhammer attacks and ended up with
55 papers. Then, we filtered for papers in highly ranked conferences
(CORE ranking A or A*) and ended up with 22 papers. After that, we
had multiple meetings with researchers from different groups that have
published Rowhammer attack papers in the past to discuss the papers and
ask if relevant papers were missing. In the end, we selected 32 publications
with 48 experimental evaluations. Some of the selected studies include
experimental evaluations for different approaches to different types of
systems. The list of papers we used in our analysis is in Appendix 10.

5. Analysis of Sample Sizes

We survey the sample sizes of 32 publications with 48 experimental evalu-
ations. The results are shown in Figure 8.2.

The average sample size (e. g., tested DIMMs, mobile phones, single-board
computers, etc. depending on the experiment) is 10.60, and the median
sample size is 3.5, while most experiments used a sample size of 1. Of
48 experiments we analyzed, 16 used a sample size of 1, which limits the
ability to draw general conclusions. We cannot exclude the possibility that
these experiments depend on broken or faulty DIMMs and do not work on
other systems. For these experiments, there is no information regarding
the prevalence.
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Figure 8.2.: Number of experiments for specific sample sizes and number of
affected items.

There are 19 experiments with a sample size between 2 and 10, and 6 with
a sample size between 11 and 20. Three experiments have a sample size
between 21 and 30, 2 between 31 and 40, and 1 between 41 and 50. After
that, there is a gap until 129 DIMMs are analyzed by Kim et al. [42]. On
average, 7.33 items are affected with a median of 2.0. Most experiments
report 1 affected item.

The number of affected items (DIMM, Mobile Device, etc. depending
on the experimental setup) was 0 in 4 experiments, so a specific attack
or approach did not work. We group experiments based on the type of
system verified, so it is possible that an attack worked on one system type
but not the other: The experimental evaluation of HalfDouble [45] shows
that it works on ARM-based devices but not on any x86-based devices.
Most experiments identified 1 affected item. The small affected sample
size does not allow for general conclusions, as the results may depend on
broken or not correctly working DIMMs.

There are 20 experiments with a number of affected items between 2 and
10. 6 experiments show that 11 to 20 items are affected, 1 experiment
reports 21, and 1 experiment reports 40 affected items. The experiment
from Kim et al. [42] reports 110 affected DIMMs, the highest number
of affected items. As discussed in Section 3.1, there are multiple reasons
that bit flips can occur that are not caused by Rowhammer. While some
effects, like cosmic rays, are uncontrollable and very rare, other issues, like
bad memory cells, can affect multiple measurements. Therefore, our first
recommendation, R1, is to test DIMMs for any faults that may affect the
accuracy of the experimental results.
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R1: DIMMs used in empirical research must be tested for other prob-
lems, e. g., using Memtest86 (except for integrated Rowhammer tests),
to ensure that no other (non-Rowhammer) problems are present.

Our second recommendation R2 is to increase the sample size to ≥ 30
DIMMs. This number is more of a rule-of-thumb from the central limit
theorem than a strict cut-off for every experiment. Still, it is frequently ref-
erenced as a minimum viable sample size to achieve at least some diversity
and statistical reliability. Additionally, we recommend including multiple
manufacturers, different capacities, and various speeds to demonstrate a
broader coverage.
R2: Increase the sample size to ≥ 30 DIMMs total, spread across 3
major vendors, each with at least 2 different capacities.

Our third recommendation R3 is to encourage the scientific community
to do more reproduction studies, like Gerlach et al. [16].
R3: Do more reproduction studies of published work to gain more
insights regarding the prevalence. More venues should accept repro-
duction studies.

6. Dependence on Elevated Attacker Privileges

This section reviews 32 publications and analyzes the experimental setup
of 48 experiments. Figure 8.3 illustrates the results. The majority (68.57%)
of experimental setups use x86 systems. We hypothesize that this is the
case because many tools already exist for x86, so they can be reused
and adjusted. In 6 setups (12.5%), mobile devices, such as smartphones
and Chromebooks, were analyzed. Seven experimental setups (14.6%) use
an FPGA to send commands directly to the tested DIMMs. A RISC-V-
based lab system was used in 1 experimental setup. For two setups, test
systems were not described in detail, making it hard to reproduce them
and impossible to estimate their practical impact.

FPGA experiments do not reflect realistic attack scenarios.
FPGA-based setups send commands directly to the DIMMs. While allow-
ing for greater control over the behavior of the DIMMs, this approach
does not reflect a realistic attack scenario, where an attacker can only indi-
rectly instruct the memory controller to access specific regions. Also, these
setups may use specific parameters, e. g., timings, that are unavailable
or uncommon on commodity systems. Also, it may not even be possible
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Figure 8.3.: Frequencies of the different experimental setups for Rowhammer
experiments.

to configure a commodity system to use the parameters, e. g., timings,
used by the FPGA-based setups. While the results of these experiments
show essential insights into the DIMMs’ low-level behavior, they do not
represent a realistic attack scenario. Therefore, the relevance of these
experiments for real-world attacks is limited.

Attacks require access to pagemap file. In Linux, /proc/〈pid〉/
pagemap maps virtual to physical addresses. Access to this file is limited
to privileged users since 2015 [44]. We found that 5 experimental setups
require access to the pagemap file. Therefore, this requires either a severely
outdated kernel or privileged access. In the first case, many other exploits,
e. g., DirtyCOW [68], can be used to escalate privileges. In the second
case, the attacker already has elevated privileges, so no further escalation
is necessary.

Attacks require elevated privileges. We found that 6 experimental
evaluations require 1GiB Hugepages. Once these Hugepages are requested
from the kernel and mounted somewhere, they can be mapped without
elevated privileges. However, requesting and mounting Hugepages require
elevated privileges. Therefore, these attacks are only realistic when the
attacker has elevated privileges, or the system has requested and mounted
1GiB Hugepages which are not used by another process (otherwise, the
process of the attacker would not be able to map it). In the first case,
no privilege escalation is necessary since the attacker already has root
privileges. The latter case is exploitable but requires a specific, non-default
system configuration.

Attacks require special OS settings. Razavi et al. [70] showed that
exploiting Kernel Same-page Merging (KSM) combined with Rowhammer
to trigger bit flips on another KVM guest on the same host is possible.
However, this requires KSM to be enabled, which is not the case by
default for most Linux distributions, except for special ones like Proxmox
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VE4. The attack also requires the attacker’s process to be started in
the attacker’s VM before the process of the victim is started—similarly,
Bosman et al. [5] exploited memory deduplication on Windows with a
Rowhammer attack. Memory deduplication is a feature from Hyper-V and
is not enabled by default on Windows Server5. In our survey, we found
that only 11 experimental evaluations assume a realistic attack scenario
exploitable on a commodity system with default configuration. Since the
prevalence of affected systems is not known as described in Section 5, no
statistically significant estimations on the number of systems affected by
Rowhammer can be made. Most publications introduce attacks assuming
unrealistically high capabilities of the attacker or uncommon system
configurations. Other publications require a custom memory controller
based on an FPGA. Therefore, attacks should be classified based on
the required preconditions. For example, attacks that require specific,
non-standard configurations, should provide a reasonable explanation of
why this configuration is realistic. Attacks that assume an unrealistically
capable adversary should be clearly labeled as such. We recommend in R4
distinguishing between attacks that are possible in theory and attacks
exploitable in a realistic experimental setup.
R4: Attacks should only be classified as such when assessed un-
der realistic attack scenarios, and there should be a more apparent
distinction between actual attacks and potential (theoretical) attacks.

7. Comparability across Publications

Orosa et al. [65] showed that the number and position of bit flips depend
on environmental parameters, e. g., temperature. Thus, comparing results
from the same experimental setup is difficult when environmental parame-
ters are unknown. Out of 48 experimental setups inspected, only 2 [65, 54]
verified the impact of the temperature. In 2 other experiments, the authors
reported a constant temperature [56, 89]. Two experiments measured the
impact of the refresh interval tREFI, but did not specify the temperature.
44 (91.6%) did not specify the temperature and 46 experiments (95.83%)

4At the time of publication of [70], KSM was enabled by some large cloud providers.
Some of them disabled KSM as a response. This note was not included in the
camera-ready version of the paper.

5At the time of publication of [5], Windows client machines had enabled PageCombining
by default. As a response to the attack, Microsoft disabled this feature by default.
This note was not included in the camera-ready version of the paper.
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did not specify tREFI. The refresh interval tREFI is defined to be 64ms on
DDR3 and DDR4 and 32ms on DDR5. However, some mitigations set
tREFI to 32ms on DDR3. In total, 42 experimental evaluation setups did
not document any environmental parameters. Typically, no experimental
evaluation of prior work is performed when a new attack is published. Due
to the variability between experimental setups, new attacks’ performance
can not be compared to prior work.

Environmental parameters known to have effects on the susceptibility of
systems to Rowhammer should be controlled, monitored, and documented
in future work, In the case of temperature, we recommend keeping the
room at a fixed, measured temperature or measuring the temperatures with
the integrated sensors of the lab systems. tREFI should be measured and
documented for each system. Additionally, we should encourage reproduc-
ing prior experiments on different test setups to gain some “ground truth”,
which allows for better confidence when comparing different approaches.

8. Unspecified Age and Wear of Hardware

DIMMs used for security research could be highly susceptible to Rowham-
mer because bit flips could “burn in” [41, 42]. However, most publications
do not include the manufacturing date or wear of the DIMMs. This can
lead to a self-increasing effect as DIMMs are used in more experiments over
time [41, 42]. Since DDR4, most DIMMs support TRR, a Rowhammer
mitigation based on detecting Rowhammer patterns. However, TRR is an
umbrella term for many different (proprietary) vendor implementations.
We assume that more recent TRR versions protect against more recent
Rowhammer attacks. However, only 7 of the experimental evaluations we
analyzed specify the manufacturing dates. It is impossible to estimate
whether the hypothesis that older DIMMs are more strongly affected by
older attacks is true. We recommend in R5 that authors should publish
the manufacturing date of DIMMs.
R5: Authors should publish the manufacturing data of the DIMMs
used in experimental evaluation.

In contrast to the manufacturing data, most papers specify the DRAM gen-
eration used in the experimental evaluation. Figure 8.4 gives an overview
of different DRAM generations and the number of experimental evalua-
tions that used them. We show that 13 experimental setups utilize DDR3
DIMMs and 22 utilize DDR4 DIMMs. In contrast, only 1 experimental
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Figure 8.4.: Frequencies of different DRAM types in the analyzed experimental
evaluations.

0 2 4 6 8 10 12 14 16 18

LPDDR4X
LPDDR4
LPDDR3
LPDDR2

HBM2
DDR5
DDR4
DDR3

Potential Age in Years

Figure 8.5.: Estimated potential age of DIMMs at the time of experimental
evaluation.

evaluation was done on DDR5, even though it was released in 2020. The
number of experiments performed on LPDDR is much lower: There are 2
experiments on LPDDR2, LPDDR3, and LPDDR4 each. For LPDDR4X,
there are 3 experiments. Only 1 experiment analyzed Rowhammer on
HBM2. Two publications did not mention which DRAM generation they
used for experimental evaluation.

The generation of DRAM can be used to derive information regarding
the age of the tested DIMM. Taking the year of the publication and the
DRAM standard into account, and assuming that the DIMM was not
manufactured after the standard for the next generation was available, we
calculate the potential age of DIMMs used for experimental evaluation.
The results are shown in Figure 8.5

When using this approach, the potential minimum age of a DDR3 DIMM,
while used in an experiment, is 0 years for a publication from 2014 [42] when
assuming the DIMM was manufactured in 2014 since the DDR4 standard
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was released in 2014. The maximum age of DDR3 DIMMs used in any
studies is 17 years in the case of a publication from 2024 [39] when assuming
the DIMM was manufactured in 2007, immediately after the standard was
launched. Different DRAM generations and standards have varying age
ranges, affecting the reliability and features of DIMMs. Therefore, R6
states that authors should document the actual manufacturing dates of the
used DIMMs. Additionally, they should provide an estimation of the wear
of the DIMMs, e. g., how long and often they were used for Rowhammer
evaluation. This would allow estimations on the reliability on the DIMMs,
based on their age and wear.
R6: Authors should submit information about the DIMMs’ wear in
experimental evaluation.

9. Suboptimal Metrics for Comparison

Kim et al. [42] were the first to use the number of bit flips as an absolute
metric. This metric depends on the execution strategy, e. g., if the same
memory area is scanned multiple times. Also, some works count only
unique bit flips, while others count all. In that context, uniqueness may
be based on the same memory cell, access patterns, and data stored in
cells before performing the Rowhammer attack. Additionally, the number
of bit flips strongly depends on the experiment’s runtime or the size of
the scanned memory area. This approach is used in multiple papers in our
survey [42, 85, 91, 51, 54, 39, 14].

Some papers use the relative number of bit flips as an alternative. This
approach aims to make the absolute number of bit flips comparable. By
normalizing the number of bits flips against a reference value, e. g., the
size of the scanned memory area or the scan time, this metric estimates
how affected a single setup, or DIMM, actually is. However, these relative
metrics are still influenced by the same factors as the absolute number
of bit flips. This approach is used in multiple publications [42, 16, 62,
19, 85, 45, 87, 37, 56, 72, 79, 30]. In contrast to counting all bit flips,
other publications count only exploitable bit flips. Exploitable bit flips is a
better metric for estimating the impact of potential exploitation. However,
this strongly depends on the definition of exploitable: Attacks based on bit
flips in the Page Frame Number (PFN) part of a PTE [9, 28, 45, 30]. It
was also shown that cryptographic algorithms can be attacked by flipping
bits in the keys [70, 9, 28, 30]. Bit flips can target opcodes in binaries
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and libraries [19, 9, 28, 30]. There are also attacks based on bit flips in
URLs [70]. Thus, in R7, authors should include multiple metrics for bit
flips.
R7: Authors should use multiple metrics for bit flips to allow for
better comparisons to other works.

10. Conclusion

We systematically analyzed 32 publications with 48 experimental evalua-
tions and identified six major threats to Rowhammer’s research validity.
We have shown that in 33% of the experiments, the sample size is only
1; therefore, many other factors could be the reason for bit flips. From
the overall 32 x86 consumer hardware, only 22 described an approach
to get physical addressing information. Half of these 22 experiments on
x86 required unrealistically high capabilities of an attacker (e. g., root
privileges), making them an isolated problem in academia. We found
that the experimental results are often incomparable because environ-
mental parameters are not controlled or documented, and inconsistent
units for bit flips have been used. Additionally, 25 analyzed publications
do not document the age and wear of used hardware. We developed the
following 7 recommendations with detailed justification to improve future
Rowhammer research: pre-experimental testing of the DIMMs, increasing
sample size, value reproduction studies, defining attacks in real-world
conditions and distinguishing them from theoretical ones, publishing more
information about the used DIMMs, including wear, and using multiple
units for bit flips evaluation.
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Abstract

Rowhammer is a disturbance error in Dynamic Random-Access Memory
(DRAM) that can be deliberately triggered from software by repeatedly
reading, i. e., hammering, proximate memory locations in different DRAM
rows. While numerous studies evaluated the Rowhammer effect, in partic-
ular how it can be triggered and how it can be exploited, most studies
only use a small sample size of Dual In-line Memory Modules (DIMMs).
Only few studies provided indication for the prevalence of the effect, with
clear limitations to specific hardware configurations or FPGA-based ex-
periments with precise control of the DIMM, limiting how far the results
can be generalized.

In this paper, we perform the first large-scale study of the Rowhammer
effect involving 1 006 data sets from 822 systems. We measure Rowhammer
prevalence in a fully automated cross-platform framework, FlippyRAM,
using the available state-of-the-art software-based DRAM and Rowham-
mer tools. Our framework automatically gathers information about the
DRAM and uses 5 tools to reverse-engineer the DRAM addressing func-
tions, and based on the reverse-engineered functions uses 7 tools to mount
Rowhammer. We distributed the framework online and via USB thumb
drives to thousands of participants from December 30, 2024, to June
30, 2025. Overall, we collected 1 006 datasets from systems with various
CPUs, DRAM generations, and vendors. Our study reveals that out of
1 006 datasets, 453 (371 of the 822 unique systems) succeeded in the first
stage of reverse-engineering the DRAM addressing functions, indicating
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1. Introduction

that successfully and reliably recovering DRAM addressing functions re-
mains a significant open problem. In the second stage, 126 (12.5% of all
datasets) exhibited bit flips in our fully automated Rowhammer attacks.
Our results show that fully-automated, i. e., weaponizable, Rowhammer
attacks work on a lower share of systems than FPGA-based and lab
experiments indicated but with 12.5% enough to be a practical vector
for threat actors. Furthermore, our results highlight that the two most
pressing research challenges around Rowhammer exploitability are more
reliable reverse-engineering addressing functions, as 50% of datasets with-
out bit flips failed in the DRAM reverse-engineering stage, and reliable
Rowhammer attacks across diverse processor microarchitectures1, as only
12.5% of datasets contained bit flips. Addressing each of these challenges
could double the number of systems susceptible to Rowhammer and make
Rowhammer a more pressing threat in real-world scenarios.

1. Introduction

Dynamic Random-Access Memory (DRAM) is the predominant main
memory technology in today’s computer systems. It is cost-effective, effi-
cient, and has a large capacity, i. e., it can contain gigabytes of data. A
DRAM array consisting of thousands of cells of transistors and capacitors,
each storing a single bit, and has to be refreshed periodically to prevent
data loss, i. e., bit flips, due to capacitor charge leakage. Disturbance effects
can additionally influence capacitor charge: The Rowhammer effect [28] is
triggered by frequent activations of memory rows, e. g., due to accesses,
draining enough charge from nearby rows to cause inaccessible bits in
memory to flip. Since Rowhammer memory access patterns can be run
from unprivileged software, it can serve as a software-based fault attack,
undermining the security of the entire system [43].

Since academic Rowhammer research started in 2014, it has gained signifi-
cant attention from both the research community and industry, particularly
in three directions for Rowhammer exploitability: The first line of works
addresses the challenge of how to exploit bit flips, e. g., by flipping bits
in the page table entries (PTEs) [43], flipping bits in secret keys [3],
flipping bits in binaries [10], or flipping bits in neural network learned
parameters [33]. The different works involve exploitation techniques such

1 Since the integration and closed beta test time frame was more than two months,
we could not integrate the ZenHammer tool [20] into our framework.
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9. FlippyRAM

as templating memory for exploitable bit flips and then releasing the
memory such that the victim places its own data at this specific loca-
tion [43, 10], spraying memory and increasing probabilities that random
bit flips are exploitable [43], or blind hammering using speculative exe-
cution as an oracle to observe whether the random bit flip occurred in
an exploitable location [30]. The second line of works focuses on how to
trigger Rowhammer and induce bit flips required for the above category
of works. While initial works accessed rows alternatingly [28, 43], either
in a single-sided or double-sided fashion, later works discovered that the
access sequence plays a significant role [11, 8, 41, 19], that accesses to
decoy rows can be necessary [8], or that it is necessary to access rows in
greater distance to induce flips [30]. The third line of works focuses on
finding memory addresses that map to specific DRAM locations, e. g., by
reverse-engineering DRAM addressing functions [39, 50, 8, 14, 20] and
using these functions to select suitable memory locations, or by getting
physical address information which initially has been user-accessible [43]
but has been removed in later versions of the Linux kernel [29]. More recent
works use either huge pages [8, 19, 20], massage memory allocations for
contiguity [30], or use side channels to leak physical address information
or achieve contiguity [30]. However, none of these works had its main focus
on the real-world prevalence of the Rowhammer effect itself.

Given this lacking understanding of the current real-world relevance of
Rowhammer, we identify two research questions to answer whether
Rowhammer is a realistic and relevant real-world threat:

RQ1 Is the currently available tooling sufficient to weaponize the Row-
hammer effect for real-world exploits?

RQ2 Given Rowhammer susceptibility ranging between 30% and 100%
as reported in prior works in lab setups, which real-world systems
are attackable with Rowhammer? More specifically, is it a relevant
attack vector for real-world threat actors given the variety of hardware
configurations in the wild?

In this paper, we address both research questions by performing a large-
scale study of Rowhammer prevalence. The basis of our large-scale study
is a new framework, FlippyRAM, which allows us to run Rowhammer
tests on a large number of systems with minimal user interaction and full
automation of all steps to run Rowhammer on a system. The framework
utilizes 5 tools for DRAM addressing function reverse-engineering and runs
7 Rowhammer tools. Afterwards, the results are uploaded to a server when
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1. Introduction

the user agrees to participate in our study. The framework is designed to
be easily deployable across different hardware configurations and includes
a comprehensive set of Rowhammer attack patterns.

The core of our work is a user study, in which the participants ran our
framework on their systems. The study was conducted from December 30,
2024 to June 30, 2025, during which we collected a total of 1 006 datasets
from 822 unique systems (users are able to run our framework multiple
times on the same system). We did not collect information about which
user uploaded which dataset for privacy reasons. Therefore, we do not know
the exact number of participants. The participants were recruited primarily
by distributing thousands of USB thumb drives with our framework at
conferences and events, as well as through online channels.

We address RQ1 by evaluating whether current Rowhammer tooling can be
fully automated and used to reliably trigger bit flips across a wide range of
real-world systems, highlighting the challenges in weaponizing Rowhammer
for practical exploitation. We show that out of 1 006 datasets, automated
DRAM addressing function reverse-engineering was only possible on 453
(45%). Considering unique systems, DRAM addressing function reverse-
engineering was possible on 371 (45.1%) out of 822 systems. We then
show that missing DRAM bank addressing functions are the main reason
for Rowhammer tools to not run on the systems. Even with found DRAM
bank addressing functions on 453 datasets, all our tested tools combined
were only able to flip bits in 126 datasets (27.8% of datasets where DRAM
addressing functions were identified). Additionally, three out of five reverse-
engineering tools and all Rowhammer tools effectively hammering DDR4
memory require 1GB huge pages. While we configured 1GB huge pages
on our FlippyRAM system they are typically not available on victim
user devices without using elevated privileges.

To answer RQ2, we analyze the proportion of datasets that are suscepti-
ble to Rowhammer attacks in more detail. This includes examining the
success rates of different attack techniques and toolchains, and hardware
configurations like CPU vendor and DRAM generation. We show that
Rowhammer tools work almost uniquely on DDR3 or DDR4 DRAM, only
in rare cases on both. We confirm the finding from Jattke’s et al. [20]
that almost all current tools work primarily on Intel CPUs. Finally, we
compare our results with prior lab-based studies, providing an updated
perspective on the real-world prevalence of Rowhammer susceptibility. In
total, 93 (11.3%) of the 822 unique systems in our dataset are susceptible
to Rowhammer attacks. Our findings contextualize previous estimates
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and clarify the extent to which Rowhammer remains a relevant threat in
contemporary hardware.

We conclude that significant progress has been made in understanding
and mitigating Rowhammer attacks from the perspective of lab-controlled
environments, but the real-world applicability of Rowhammer remains
challenging. Surprisingly, this challenge is not due to lacking susceptibility
to the Rowhammer effect in general, but rather due to the difficulty of
reliably and automatically reverse-engineering DRAM addressing func-
tions and the lack of reliable Rowhammer tools that work across diverse
hardware configurations, in particular across different processor microar-
chitectures1. It is not unlikely that the susceptibility of DDR5 memory
is underestimated due to the lack of reliable methods both for reverse-
engineering DRAM addressing functions and for hammering. Still, a share
of about 10% to 20% is a relevant mass for threat actors to consider
utilizing Rowhammer in real-world attacks, and with improved techniques
this may even increase to the range of 20% to 40%.

In summary, we make the following contributions:

• We conduct the first large-scale, fully automated study of Rowhammer
prevalence on real-world systems in a user study, collecting 1 006
datasets from 822 systems across diverse platforms, DRAM generations,
and vendors.

• For this purpose, we develop FlippyRAM, the first end-to-end au-
tomated Rowhammer open-source2 framework. FlippyRAM works
across platforms and fully automates all attack steps including reverse-
engineering DRAM addressing functions using 5 state-of-the-art tools,
and executing 7 state-of-the-art Rowhammer tools, enabling hands-off
testing at scale.

• We perform a detailed analysis of the 1 006 data sets we collected,
considering CPU and DRAM vendors, DRAM generations, and ham-
mering techniques. On a high level, out of 453 datasets (371 of the 822
unique systems) succeeded in the first stage of reverse-engineering the
DRAM addressing functions, 126 datasets (27.8% of datasets where
the first stage worked) exhibited bit flips.

• We identify that the key open challenges for future Rowhammer re-
search are the reliable automation of DRAM address function recovery,

2https://github.com/iisys-sns/flippyram
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given that 50% of datasets without bit flips failed in the DRAM
reverse-engineering stage.

2. Background

In this section, we provide background on DRAM, Rowhammer and related
works.

2.1. DRAM

DRAM cells consist of capacitors and transistors organized in rows and
columns, which are grouped into banks and ranks on a DIMM [39]. Com-
munication between the CPU’s memory controller and the DIMM occurs
via channels. On an access to a DRAM cell, the memory controller per-
forms an activation: opening the corresponding row and reading the data
into a so-called row buffer. Further accesses to the same row can then
be served from the row buffer. Row activations are destructive, so the
DRAM chip needs to write back the content before activating another
row. Thus, it is slower to read from different rows on the same bank
(row conflict) compared to reading from rows on different banks. Hence,
addressing functions are designed to distribute contiguous memory across
banks, ranks, and channels to avoid conflicts and utilize parallelization.
Since capacitors lose charge over time, DRAM needs periodic recharging,
e. g., every 64ms [21, 22, 23].

2.2. Rowhammer

Kim et al. [28] were the first to discover that disturbance errors, i. e., bit
flips, in DRAM memory can be deliberately induced by frequently accessing
nearby memory rows. Due to these frequent activations, additional charge
leakage can occur in physically adjacent rows – a phenomenon known as
Rowhammer. An adversary can exploit this side effect to induce bit flips in
memory. The accessed rows are called aggressor rows and the rows prone
to bit flips victim rows.

In recent years, the research community has developed many sophisticated
Rowhammer attacks [11, 39, 48, 40, 10, 8, 41, 19, 20, 27]. These works use
different hammering patterns such as single-sided [28], double-sided [11],
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many-sided [8, 41], and the half-double Rowhammer pattern [30]. Other
approaches do not use static patterns, but randomize patterns using
fuzzing [19, 20]. These patterns require locality awareness of the DRAM
to co-locate aggressor and victim rows. Since proprietary addressing func-
tions are not documented, previous work reverse-engineered addressing
functions utilizing the bank-conflict side channel [39, 50, 8, 14, 20] or
performance counters [17]. The bank-conflict side channel exploits the fact
that the access time of memory addresses belonging to the same bank
is slow because they share a single row buffer, and memory addresses
to different banks are fast because they have their own row buffer. Ad-
dressing functions are typically linear, in particular on systems where
the total number of DRAM components is a power of two. On other sys-
tems functions may be non-linear and reverse-engineering these functions
remains an open problem. Single-sided Rowhammer [43], One-Location
Rowhammer [10], and One-Location RowPress [35, 26] even work without
addressing functions.

Besides the focus on Intel x86 CPUs, Rowhammer also works on AMD
CPUs [20], and non-x86 architectures, such as Arm [48, 52, 30] and RISC-
V [36] processors. Rowhammer can even be exploited via JavaScript [11,
41]. Based on these bit flips the community has developed sophisticated
exploits, e. g., using PTE spraying to flip bits in the PFN, resulting in
access to arbitrary memory [43]. In Veen et al. [48], an unprivileged
Android app uses the Rowhammer effect for privilege escalation to acquire
root privileges on stock Android devices. Gruss et al. [10] showed opcode
flipping by flipping bits in a predictable way in userspace binaries to bypass
isolation mechanisms. Rowhammer attacks have been demonstrated on
various DRAM technologies, e. g., DDR3 [28, 4, 40, 51, 11, 10, 45, 46, 24,
32, 47, 27], DDR4 [11, 18, 1, 10, 34, 8, 41, 19, 30, 47, 38, 9, 35, 26, 36,
27, 20], DDR5 [20], LPDDR2 [48, 34], LPDDR3 [48, 52], LPDDR4 [48,
30], and LPDDR4X [8, 19, 30] Recently, Lin et al. [33] demonstrated
Rowhammer on GPUs with GDDR6 memory.

A first Rowhammer mitigation was an increased refresh rate. However, as
discussed by Kim et al. [28], this does not completely mitigate Rowhammer
or brings a significant performance overhead. Another approach was to use
Error Correction Code (ECC), shown to be ineffective later by Cojocar et
al. [6]. Vendors also utilized the memory controller to detect Rowhammer
attacks and refresh potential victim rows, which is called pseudo Target
Row Refresh (pTRR).
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Starting with DDR4, DRAM vendors started to implement on-chip Target
Row Refresh (TRR), which tracks accesses to the DRAM array, detects
Rowhammer attacks, and refreshes potential victim Rows. However, multi-
ple publications have shown that the implementation of pattern detection
was not sufficient to detect all patterns that triggered bit flips [10, 8, 19,
20]. DDR5 introduced Per-Row Activiation Counting (PRAC) to precisely
count activations and, thereby, enable more effective Rowhammer mitiga-
tions. However, Jattke et al. [20] identified bit flips on a DDR5 DIMM as
well.

There are many further Rowhammer mitigation approaches, e. g., based
on cryptographic checks [25], spatial segmentation [5, 31, 49], or counting
of activations [37, 2]

2.3. Related Work

Several works drew conclusions on Rowhammer prevalence based on their
experiments. Kim et al. [28] tested 129 DRAM modules and found that
110 modules were affected, i. e., 85%. However, their experiments were
FPGA-based and the number of modules that can be attacked successfully
from software may be lower. Seaborn and Dullien [43] found 15 out of
29 (52%) laptops to have bit flips after hammering with their specific
Rowhammer test. However, the DRAM addressing functions they used
for the double-sided hammering are specific to a certain dual-channel
dual-rank DDR3 memory setup which may not have been present in all
tested machines, i. e., the number of actually affected devices may be
higher. More recently Frigo et al. [8] found 13 out of 42 (31%) DIMMs
to be vulnerable to a software-based attacker using a more sophisticated
Rowhammer technique to bypass the TRR Rowhammer mitigation on
DDR4. Jattke et al. [19] tested Blacksmith, a fuzzer for Rowhammer access
patterns, on 40 DDR4 DIMMs and found all of them to be vulnerable
(100%). He et al. [12] analyze 33 DIMMs and conduct an empirical
study of factors that contribute to Rowhammer bit flips. They observed
only 6 affected DIMMs (18%). Other works studied significantly fewer
modules, insufficient to draw conclusions about the real-world relevance
of Rowhammer. Heckel et al. [16] argue that all works in the domain
of Rowhammer suffer from issues that make it difficult to assess the
real-world relevance of Rowhammer: (1) All recent works test less than
50 DIMMs with a small set of CPUs and most works even less than 5
DIMMs; (2) experiments are run on lab machines with full control and
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Figure 9.1.: The workflow of our software to automatically test if a system is
vulnerable to the Rowhammer effect. It starts right after someone
booted our ISO image or ran our docker container.

known hardware-software configurations; (3) results from FPGA setups
are not directly transferable to real systems; and Rowhammer tools often
require sophisticated tweaks to work on different systems, e. g., setting
the reverse-engineered DRAM addressing functions, which is not possible
in real-world scenarios without full automation of the process.

3. Methodology

Our central methodology is a large-scale user study to measure Row-
hammer susceptibility on a wide range of devices supplied by our study
participants. We assume participants to be non-experts and to have little
to no knowledge about the topic. Hence, the framework needs to be fully
automated and ideally require no user interaction. Through this user study,
we can answer how far the available tooling can be used in end-to-end
automated Rowhammer testing (RQ1) by adapting and deploying state-
of-the-art tools in an end-to-end automated fashion. To answer the second
research question (RQ2), we then measure on all systems in our user
study, whether they exhibit bit flips in Rowhammer tests, providing us
with a real-world share of systems affected by Rowhammer.

Figure 9.1 depicts the overall workflow of our study, consisting of six steps:
The first and the last step are discussed in Section 3.1, i. e., user study
design, data collection, and privacy aspects. Steps 2 and 4 are discussed
in Section 3.2, covering the information retrieval and the injection of the
reverse-engineered DRAM addressing functions into the Rowhammer tools.
Step 3, the DRAM address reverse-engineering, involving 5 state-of-the-
art tools, is discussed in Section 3.3. Step 5, the execution of up to 7
state-of-the-art Rowhammer tools, is discussed in Section 3.4.
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3.1. User Study Design

In a user study, we can achieve far higher sample sizes than prior work.
Participants also learn whether their system is vulnerable to our Rowham-
mer tests. In this subsection, we detail our user study design and discuss
associated risks.

Explicit Consent and Data Corruption Risk. Since the Rowhammer
effect is a fault attack that could, in principle, cause damage to hardware
or data of devices under test, we took precautions and still informed
users about potential risks (e. g., possible data corruption or hardware
malfunction). We recommended using our bootable USB stick (or ISO
image) provided by us, leaving user disks untouched, strictly avoiding user
data corruption. Still, the user must explicitly consent, acknowledging
the risks for our software to perform any tests. By default, all results are
stored locally for the user, and all raw data and log files are compressed as
a ZIP archive on the USB drive or stored in a designated output directory
when using Docker. This method of data handling ensures that detailed
results are preserved for offline analysis and that no information is lost
even if multiple tests are run sequentially. The user then either manually
visits our website on an internet-connected device to upload the results, or
uses the FlippyRAM framework directly to upload the collected results
to a central server for further analysis, requiring to connect the system to
the internet, again in both cases with explicit consent by the user. If the
user does not consent, the results remain on the local media for the user’s
inspection, but are not uploaded and evaluated as part of our large-scale
study. For this reason, we also do not know how many users actually ran
the tests, only how many consented to upload their results.

Privacy. Besides risks to the user’s data and hardware, we also informed
users about privacy implications, specifically what data we collect, how
we use it, and how we protect it. FlippyRAM stores each tools’ output
(e. g., addressing functions recovered), system information retrieved by
our scripts, and it logs any observed bit flips while running as well as
the execution time and physical memory addresses. The information
collected could, in theory, be used to fingerprint and identify systems [42, 7].
Knowing physical addresses of bit flips could be used in actual Rowhammer
attacks. Hence, we received no user consent to share these data sets but
store them for the purpose of this study in a database on an encrypted
device. The framework generates a summary with a brief overview of how
many bit flips each tool discovered (if any) for the user. We provide a
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contact point to users with concerns or if they want their data deleted at
any time.

(Non-)Linkability of Datasets. In general, we ensure that datasets
are not linkable to specific users. We do not store any information about
the user, e. g., name or email address, in the datasets. The datasets are
checked via their hash for uniqueness, i. e., the same dataset cannot be
uploaded twice. For each unique dataset, the user gets a unique random
string (a token) to later on prove that they participated in the study,
e. g., to claim a compensation option such as a T-shirt or voucher lottery.
The random string is stored in a separate independent database, without
any link to datasets, to track which tokens have been claimed. Hence,
participants remain unknown to us if they do not send the token, so we
also cannot provide details on the number of individual participants in
our study. For participants claiming a compensation option, we have the
link between the participant and the token, but there is no link between
the token and the dataset and, therefore, no link between the user and the
dataset. For data access and deletion requests, we ask the user to provide
us with information that uniquely identifies the dataset to delete, e. g.,
the hash of the dataset or output of dmidecode on the system for which
we should delete the dataset.

Recruitment. We recruited participants for our study in various ways
with the goal of reaching sample sizes that are at least one order of
magnitude larger than any prior Rowhammer study, i. e., around 1 000
datasets. The main path was to distribute our bootable ISO image on
USB thumb drives. We purchased around 3 000 USB drives and flashed
our ISO image onto each USB thumb drive one-by-one manually. We
distributed the USB drives to participants during and after a scientific
talk at a major security conference with more than 1 500 attendees and
after a lightning talk at a Linux conference. We also advertised the study
via social media, at different universities, and in our classes. We published
the hash of the USB drive for verification that the stick was not modified
and contained the correct image. This way, overall, we collected 1 006 of
datasets between December 30, 2024 and June 30, 2025 from 822 unique
systems.

Recruitment Bias. Our study is biased in the recruitment towards
security researchers, students, and other technology-affine users rather
than a representative sample of the general population. However, these
users are part of the general population and indeed (as we also see in the
collected data) use hardware from the same vendors (e. g., Intel and AMD)
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and the same DRAM manufacturers (e. g., Micron, Samsung, Hynix) as
the general population. No bias was introduced by the software the users
ran, as 47 of all datasets we received were generated with the Docker image,
and 923 with our bootable ISO image, i. e., completely independent of the
operating system and other software the users run. Only 34 datasets we
received were generated differently, e. g., via direct script execution. Prior
Rowhammer studies were run in a lab setting with hardware acquired by
the researchers, which will likely have stronger biases. Instead, we indeed
study Rowhammer in a real-world setting with real-world hardware of our
study participants, which aligns with the primary goal of our work.

Compensation of study participants. First, users learn whether their
system is vulnerable to our Rowhammer tests. Beyond this, we provided
USB thumb drives with the FlippyRAM framework, which participants
could keep as a small gift. We also offered the first ten participants who
ran our test framework at least ten times a T-shirt with the FlippyRAM
logo. Participants that ran the framework at least once had the option
to enter a lottery to win one of ten 10 € vouchers. For participating
students in our classes, we also offered e. g., a small number of extra
credits for participating in the study as a small incentive. All incentives
are independent of the specific hardware of the participants, and were
provided before any results were analyzed, i. e., no bias was introduced by
the incentives.

3.2. FlippyRAM Framework

Since our framework must be fully automated, given that we want non-
expert users to be able to run it, we designed it as a bootable ISO image
or as a docker container1. Users receive the bootable ISO image on a
USB thumb drive, which they can boot from, requiring no installation
or technical expertise. Our framework orchestrates all steps of the Row-
hammer test, from initialization to result collection—with minimal to no
user interaction. We integrated 7 state-of-the-art Rowhammer tools that
were available in time for our study1 to get a broader assessment of the
susceptibility to Rowhammer for each target system as discussed in Sec-
tion 3.4. We also integrated 5 DRAM reverse-engineering tools to recover
the DRAM addressing functions, as discussed in Section 3.3. Hence, our
framework initializes the system, e. g., when booted from the ISO image,
collects information about the system that is required or beneficial for the
tools (e. g., about DRAM modules and CPU), runs tools for addressing
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function reverse-engineering, Rowhammer tools, and finally uploads the
results to our server if the user agrees. A text-based user interface shows
information about the progress and allows users to specify the desired
total runtime for the Rowhammer tests.

Information Collection. The system information FlippyRAM collects
includes hardware characteristics, e. g., about DRAM modules, CPU
models, and CPU features. Thereby, FlippyRAM obtains the number
of memory banks, ranks, channels, and DIMMs, according to the system-
provided information. We observe that not all systems provide complete
information about the DRAM modules, e. g., when decode-dimms fails
or the data in the Serial Presence Detect (SPD) record of the DIMM is
incomplete. In this case, FlippyRAM falls back to a detection of the
number of DRAM banks and the DRAM row-hit row-conflict threshold
from prior work [14]. If all methods fail, the framework will only use
Rowhammer tools that do not require addressing functions and reverse
engineering.

Injecting DRAM Addressing Functions into Rowhammer Tools.
FlippyRAM supplies each tool with the most likely DRAM addressing
functions reverse-engineered on the system. However, we cannot guarantee
that the reverse-engineered addressing functions are correct. We also
adjust other system-specific settings, such as timing thresholds or memory
sizes. Therefore, FlippyRAM patches the source code of the Rowhammer
tools or generates input and parameters to use the correct parameters
for the specific system. If the reverse-engineering of addressing functions
fails, FlippyRAM skips all Rowhammer tools that require addressing
functions.

3.3. Reverse-Engineering DRAM Addressing Functions

We integrated 5 state-of-the-art reverse-engineering tools into Flippy-
RAM to recover DRAM addressing functions. These tools systematically
test for a large number of addresses how physical addresses map to the
DRAM structure (channels, DIMMs, ranks, banks, rows, columns). The
result are addressing functions to translate physical addresses to corre-
sponding DRAM structure information. The tools are proof-of-concepts
that researchers validated on one or more systems. However, they may
be unreliable or not terminate on real-world configurations, and they do
not recover addressing functions on all systems. Hence, we time-slice the
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execution of the tools based on the total runtime specified by the user.
We run TRRespass RE [8] if the total runtime is at least 3 h, which is the
minimum total runtime a user can select. When the runtime is at least
4 h, we additionally run DRAMA [39], if it is at least 5 h, we additionally
run Dare [20], if it is at least 6 h, we additionally run AMDRE [14], and if
it is at least 7 h, we additionally run DRAMDig [50].

On systems where no 1GiB pages are available, we had to disable TR-
Respass RE [8], Dare [20], and DRAMDig [50], that depend on 1GiB
pages. All other tools were run based on the total runtime specified by the
user. After running the reverse-engineering tools, we use the verification
approach by Heckel et al. [15] to determine which of the reverse-engineered
DRAM addressing functions are most likely correct.

FlippyRAM provides the addressing functions to the Rowhammer tools
either via command line parameters or as source code and recompilation.
If a tool, e. g., Blacksmith [19], fails to initiate due to wrong address
functions, FlippyRAM can adjust parameters and rebuild it on the fly
and then rerun the tool: For instance, trying other address functions (if
more functions than required to address the banks were identified) or
a different row conflict threshold. This adaptive mechanism increases
the chances to find a working configuration without manual interaction.
Additionally, for some tools, we improved the logging to provide better
parseable output. However, we did not change any of the functionality of
the tools.

3.4. Rowhammer Prevalence Test using Rowhammer Tools

FlippyRAM executes Rowhammer tools to test for Rowhammer suscep-
tibility. The framework currently includes Blacksmith [19], TRRespass [8],
FlipFloyd [10], RowPress [35], RowhammerJS (native code, flush-based
proof-of-concept, double-sided hammering) [11], HammerTool [13], and
Rowhammer-Test (single-sided hammering) [44]. FlippyRAM monitors
each tool’s execution and if a tool finishes early or throws an error, Flippy-
RAM reallocates the remaining time to other tools or reconfigures the
tool.

Some Rowhammer tools require 1GiB hugepage, which requires CPU
support and a sufficient amount of memory, e. g., more than 4GiB of
DRAM. On systems where no 1GiB pages are available, we had to disable
Blacksmith [19], TRRespass [8], and RowPress [35], that depend on 1GiB
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pages. Most tools also require DRAM bank addressing functions. When
no DRAM addressing functions were identified, Blacksmith [19], TRRes-
pass [8], and RowPress [35], RowhammerJS [11], and HammerTool [13]
cannot run and are disabled. After the reverse-engineering of the DRAM
addressing functions is done, the remaining runtime is split between all
Rowhammer tools that are executed (e. g., not disabled).

3.5. Analysis of the Datasets

It should be noted that a single system can be tested multiple times, so
we distinguish between unique systems (822) and datasets (1 006). We
take the 1 006 datasets and check whether a tool did not run in a dataset,
which can have multiple reasons as described below. We then analyze the
number of datasets on which specific Rowhammer tools found bit flips
and the number of bit flips found in total by the different tools.

We also analyze the susceptibility depending on the Runtime of Flippy-
RAM, the vendors of the CPUs used in the systems, and the DDR
generation used in the systems. In both cases, we distinguish between
systems that are affected by Rowhammer, systems that are not affected,
and systems on which the reverse-engineering of DRAM addressing func-
tion failed. It should be noted that two of our Rowhammer tools, namely
FlipFloyd and Rowhammer-Test, do not require DRAM bank addressing
functions. Therefore, we count a system as affected when at least one tool
identified bit flips, even if the addressing functions were not identified
on that system. Otherwise, we count a system as having no addressing
functions when no addressing functions were found or as not affected when
addressing functions were found but no bit flips.

We then analyze the susceptibility of single DIMMs based on the vendor of
the DRAM chips and the frequency of the DIMMs. For these measurements,
we only consider datasets on which DRAM bank addressing functions were
identified. Similar to the previously described case, we count a system
as affected when a bit flip happened, even when no addressing functions
were identified. However, we count a system only as not affected when
DRAM addressing functions were not identified and no bit flips occurred.
For this evaluation, we only consider these datasets and skip all datasets
with failed DRAM addressing function reverse-engineering.

We are unable to map bit flips monitored on a system to unique DIMMs
in that system. Therefore, we consider all DIMMs of a system equally
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affected, even though only one of them might actually be affected. When
the total number of bit flips on a system is bigger than or equal to the
number of DIMMs on that system, all DIMMs count as affected (e. g., 4
DIMMs in a system count as affected when at least 4 bit flips occurred).
Otherwise, the number of bit flips is divided by the number of DIMMs
(e. g., on a system with 4 DIMMs and 1 bit flip each DIMM counts as 1

4
affected and 3

4 not affected).

We evaluate the time until the first bit flip was detected by the different
Rowhammer tools. Therefore, we only consider systems that were affected
by the tool, e. g., the respective tool found at least one bit flip. We then
measure the time until the first bit flip occurred. When the tool was
started multiple times, we measure from each start and take the minimum
across multiple runs. For measurements not directly related to the tools,
e. g., time to the first bit flip depending on the CPU vendor, we consider
only the fastest tool on that system.

4. Technical Results of Real-World Rowhammer
Feasibility User Study

In this section, we address our first research question RQ1, on the feasi-
bility of Rowhammer end-to-end automation for real-world systems. As
described in Section 3, our framework performs multiple stages to test a
system for susceptibility to Rowhammer, which may or may not succeed
on a system. We analyze on how many systems the different steps and
tools were executed successfully, and on how many systems they failed for
various reasons.

In general, we distinguish between 8 different tool states:

Ended. The tool completed execution. This is not an indication of
success or failure i. e., whether valid addressing functions were identified
or whether bit flips occurred.

Disabled. Tool skipped to give more time to other tools.

Runtime. The tool was skipped due to total runtime limits to give more
time to other tools.

Hugepage. Tool skipped due to unavailability of 1GiB pages.
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AFn RE. These tools were not run due to unsuccessful reverse-engineering
of addressing functions.

Failed. The tool failed to run, e. g., due to a crash or timeout (each tool
is started with a timeout to keep within the runtime specified by the user).
We assume that most crashes happened due to implementation errors
related to incomplete or missing error handling.

Build Failed. Some tools require dynamic source-code adjustments and
recompilation. This step failed sometimes because the addressing functions
did not match requirements of the tools, e. g., Blacksmith requires invertible
functions.

Other. None of the above states applied, e. g., due to missing log files or
corrupted log files.

4.1. Address Function Reverse-Engineering

We analyze the execution of different DRAM addressing reverse-
engineering tools, as summarized in Figure 9.2, based on the previously
defined tool states. We start the tools without manual interaction, so
the parameters required by the tools are measured automatically. There-
fore, they might not be precise due to a failed measurement and the lack
of manual interaction to detect these cases. Therefore, tools with more
preconditions (e. g., values that have to be adjusted specifically for the
system) tend to have a higher rate of failure.

DRAMA reverse-engineering tool ended on the most datasets, namely
485 (48.2%), followed by AMDRE which ended on 481 (47.8%) datasets.
TRRespass RE ended on 416 (41.4%) datasets and Dare ended on 385
(38.3%) datasets. Lastly, DRAMDig ended on only 122 (12.1%) datasets.

Considering the reasons why the tools did not end, AMDRE failed on
376 systems, either by exceeding the specified timeout or by crashing.
AMDRE was not started on 136 systems due to a lower runtime specified
by the user. For Dare, there are three reasons for failure: On 169 datasets
it failed, on 146 datasets no 1GiB hugepage could be allocated, and on
130 datasets it was disabled due to total runtime limits. Similarly for
DRAMDig: On 537 datasets it failed, on 141 datasets there was no 1GiB
page support, and on 154 datasets it was disabled due to total runtime
limits.
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Figure 9.2.: Number of systems with specific states of different Addressing Func-
tion Reverse-Engineering tools. The number above the bar depicts
the absolute number of datasets. The number in braces shows the
number of datasets on which the tool had the Ended state. The
Total bar depicts the number of datasets in which valid addressing
functions were identified (even though a reverse-engineering tool has
the state Ended, it does not mean that it returned the number of
functions needed for the system).

DRAMA was disabled on 112 datasets due to total runtime limits and
failed on 383 datasets. TRRespass RE was not disabled due to the runtime
specified by the user. However, it failed on 404 datasets and was disabled
on 173 datasets due to a lack availability of a 1GiB hugepage. This
is consistent with the fact that 146 datasets, according to the cpuid
information, do not support 1GiB pages and some systems may have
too little memory for Linux to successfully allocate a 1GiB page. It also
highlights that more systems may succeed in this attack stage if the tools
would not require 1GiB pages.

Key Insight 1: In the majority of cases, the reverse-engineering tools
failed to find DRAM addressing functions, either crashing or exceeding
time limits, highlighting a gap that requires further research.

4.2. Rowhammer Tools

We also analyze the execution of the different Rowhammer tools based
on the previously defined tool states, as summarized in Figure 9.3. The
only tools that ran on over 50% of the tested systems are FlipFloyd and
Rowhammer-Test, which do not require DRAM addressing functions. For
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Figure 9.3.: Number of datasets with specific states of different Rowhammer
tools. The number above the bar depicts the absolute number of
datasets. The number in braces shows the number of datasets on
which the tool had the Ended state, e. g., ran successfully.

the other tools, the main reason not to run were missing DRAM addressing
functions, e. g., reverse-engineering them in the previous step failed. Some
tools were skipped due to the lack of 1GiB hugepages, and some tools
failed to run, probably due to incorrect parameter settings on the system.
For Blacksmith and RowPress, building failed on some systems.

Key Insight 2: Many Rowhammer tools do not work without DRAM
bank addressing functions or 1GiB hugepages. Providing fall-back
mechanisms may result in a drastic increase in compatibility.

4.3. Success Rate of Rowhammer Tools

We analyze the Rowhammer susceptibility of different DRAM generations
depending on the different tools we ran. Since we only observed bit flips on
DDR3 and DDR4 systems, we focus on these memories in this subsection.
We show the total number of affected systems (over both DDR generations)
in Table 9.1 and Figure 9.4a. Additionally, we evaluate the number of bit
flips triggered by different tools (see Figure 9.4b).

FlipFloyd [10], RowhammerJS [11], and Rowhammer-Test [44] induced
bit flips predominantly in DDR3 DRAM but also in a few datasets with
DDR4 DRAM. Of these, RowhammerJS yielded the best results regard-
ing the number of affected datasets (49) and the number of bit flips

178



4. Technical Results of Real-World Rowhammer Feasibility User Study

Table 9.1.: The success rates of the different Rowhammer tools.

Tool # Ended
Systems

# Affected
Systems

min to 1. bit flip
Avg σ Min Max

Blacksmith 299 40 13.4% 62 26 37 88
FlipFloyd 935 23 2.46% 115 186 0 758

TRRespass 217 2 0.922% 0 0 0 0
HammerTool 152 16 10.5% 12 14 1 38

RowhammerJs 385 49 12.7% 28 37 0 156
Rowhammer-Test 705 33 4.68% 93 163 0 617

Rowpress 240 4 1.67% 21 12 9 38
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Figure 9.4.: Results grouped by Rowhammer Tool. The blue bars show the results
for DDR3 and the red bars for DDR4. None of the tested DDR2 and
DDR5 systems were affected, so they are omitted in this graph.
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(586 139). Regarding the total number of affected datasets, it is followed
by Rowhammer-Test (33 datasets and 34 bit flips), which is followed by
FlipFloyd (23 datasets and 314 bit flips). The number of bit flips identified
by RowhammerJs on DDR4 (796) is very low compared to the number
on DDR3, which can be explained with the DDR4 mitigations: Normally,
TRR should detect and mitigate double-sided Rowhammer attacks. How-
ever, it seems that TRR was unsuccessful on 2 datasets where multiple
tools found bit flips despite TRR being active.

Blacksmith [19] (82 515 bit flips in 40 datasets), TRRespass [8] (46 486
bit flips in 2 datasets), and RowPress [35] (37 bit flips in 4 datasets)
only induced bit flips on systems with DDR4. Compared to other tools
that induced bit flips on systems with DDR4 and that required DRAM
addressing functions, the number of bit flips identified by Rowpress is
very low. HammerTool [13] only induced bit flips on systems with DDR3,
specifically 73 781 bit flips on 16 datasets. Overall, the tools induced
789 306 bit flips in 126 out of 1 006 datasets.

Key Insight 3: 126 (12.5%) out of 1 006 datasets are vulnerable to
fully-automated Rowhammer attacks, based on our analysis.

These results show that DDR3 and DDR4 DRAM require very different
hammer patterns to induce bit flips. On DDR3 DRAM, fast double-sided
Rowhammer, as performed by RowhammerJS [11], is most effective be-
cause the DRAM does not contain any mitigations against this simple
hammer pattern. DDR4 DRAM, on the other hand, nowadays contains
Rowhammer mitigations. Therefore, complex access patterns, like per-
formed by Blacksmith [19] are required to circumvent the mitigations.
However, due to these complex access patterns, the minimum required
activation count to induce bit flips on less vulnerable DDR3 DRAM is not
reached.

Key Insight 4: For DDR3, simple patterns and hammering as fast
as possible, implemented by RowhammerJS, were the most effective
strategies in terms of the number of bit flips. Since most DDR4
DIMMs have TRR, pattern fuzzing strategies like Blacksmith were
the most effective ones and found most bit flips.

Table 9.1 shows the average, minimum and maximum time to first bit flip.
Considering the average time until the first bit flip, the tools rank by the
following order starting with the fastest tool: TRRespass, HammerTool,
RowPress, RowhammerJS, Blacksmith, Rowhammer-Test, FlipFloyd.

180



4. Technical Results of Real-World Rowhammer Feasibility User Study

The two tools that do not require DRAM bank addressing functions
(Rowhammer-Test and FlipFloyd) took the most time until the first bit
flip occurs. Also, they were exclusively executed on systems where the
reverse-engineering of DRAM addressing functions failed (see Section 3.4).
Thus, the runtime on these systems was only split between both tools
leading to a higher runtime compared to other systems and a higher
chance to find bit flips with this tool. In general, both tools select random
addresses to hammer, without using the DRAM bank addressing functions.
For Rowhammer-Test the probability of two addresses being in the same
DRAM bank is only 1

nbanks
on a system with nbanks DRAM banks, leading

to a correspondingly lower chance and longer time to find bit flips. For
FlipFloyd, the authors report a higher time until bit flips occur than for
other Rowhammer implementations (3.3 times slower than comparable
hammering methods) [10].

Blacksmith performs a randomized fuzzing of several parameters to identify
pattern that yield bit flips. Because these patterns have to reach the
required activation count of the system and have to bypass the TRR
implementation of the DIMM at the same time, finding such patterns
is not trivial. This explains the higher runtime compared to tools with
hard-coded patterns, like HammerTool, RowhammerJS, and Rowpress.
Only tools that do not require DRAM bank addressing functions take
longer than Blacksmith.

RowhammerJS, RowPress, and HammerTool use static Rowhammer access
patterns computed from addressing functions and physical addresses. The
average time until the first bit flip is in the same order of magnitude
for RowhammerJS (µ =27.8min, σ =37.2min), RowPress (µ =21.3min,
σ =12.5min) and HammerTool (µ =12.4min, σ =14.4min). The fastest
tool was TRRespass, finding the first bit instantly within the first second,
on both datasets where it found bit flips. In total, TRRespass found 46 486
bit flips on these 2 datasets, showing that they are highly susceptible.

Key Insight 5: The minimum time the first bit flip occurred ranges
from 0min to 115min on average, depending on the system configu-
ration, which is a practical attack time frame on real-world systems.

4.4. Rowhammer Susceptibility by FlippyRAM Runtime

We analyze the system’s susceptibility based on the total runtime of
FlippyRAM. The DRAM bank addressing reverse-engineering tools are

181



9. FlippyRAM

02:40:34
02:49:33
02:57:41
03:00:00
05:00:00
06:00:00
07:00:00
07:57:25
08:00:00
10:00:00
11:00:00
11:15:00
12:00:00
14:00:00
15:00:00
16:00:00
19:00:00
24:00:00
48:00:00
60:00:00
72:00:00
96:00:00
128:00:00
192:00:00
256:00:00
384:00:00

0

500

1,000

10
0

%
10

0
%

10
0

%
4.

72
%

20
%

11
.1

%
11

.1
%

10
0

%
10

.6
%

7.
69

%
22

.2
%

10
0

%
8.

33
%

25
%

16
.7

%
7.

69
%

10
0

%
36

.8
%

80
%

30
.7

%
25

%
10

0
%

50
%

10
0

%
50

%
10

0
%

N
o

of
Sy

st
em

s
No AFn Not Affected Affected

Figure 9.5.: Number of datasets affected by Rowhammer grouped by Runtime.
The bars of affected and not affected datasets stack to the total
number of datasets with the runtime. The percentage depicted above
the bars it the percentage of affected datasets with that runtime.

run based on the total runtime as described in Section 3.3. Therefore,
systems with more runtime are more likely to have correct DRAM bank
addressing functions since more reverse-engineering tools were executed.
It should also be noted that the number of systems with a specific runtime
differs. For example, the default runtime was set to 8 h, so the runtime for
most dataset (538 of 1 006) is 8 h. Figure 9.5 shows the number of datasets
affected by Rowhammer grouped by the runtime selected by the user.

Regarding the number of datasets with a specific runtime, there are
three characteristic peaks: One at 3 h, one at 8 h and one at 60 h. We
set the minimum runtime of our toolset to 3 h, so people that wanted
to participate but not run the experiment longer than strictly required,
selected a runtime of 3 h. There is another peak at 8 h, which is the default
runtime. The third bigger peak is at 60h, which is the time for which
we tested the systems in the computer rooms of our institution. On 3
systems our tool ran shorter than 3 h, this happens when the last scheduled
Rowhammer tool finishes early.

We do not consider the runtimes where 100% are affected, i. e., only a
single dataset had that runtime. When skipping these cases, we see a
trend with increasing runtime: We see 4.72% affected with a runtime
of 3 h, 10.6% affected with a runtime of 8 h, and 30.7% affected with a
runtime of 60h. The difference between the runtime of 3 h and 8 h can be
explained by the disabled addressing function reverse-engineering tools (cf.
Section 3.3). However, the trend also continues for runtimes of more than
7 h, where all reverse-engineering tools are enabled. Based on these results,
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Figure 9.6.: Time until the first bit flip grouped by total runtime. The bars show
the average time, the error bars the standard deviation of the fastest
tool on each dataset. Low values rounded to 1 minute.

we conclude that longer testing leads to more systems being correctly
identified as susceptible to Rowhammer.

Figure 9.6 shows the time until the first bit flip by runtime. In general, an
increasing trend can be seen: The higher the runtime of our framework,
the higher the average time until the first bit flip. This can be explained
with the previous insight: A longer runtime leads to system being detected
as affected that would not have been detected with a shorter runtime.
Therefore, the bit flips that are detected occur later, which also increases
the time until the first bit flips are detected.

Key Insight 6: On systems that are barely susceptible, it can take
very long to find the first bit flips, on one system it took 617min.
Longer testing times lead to more accurate detection of systems as
affected and higher times until the first bit flip is detected.

5. Detailed Analysis of Rowhammer
Susceptibility by System Characteristics

In this section, we address our second research question RQ2, to analyze
in more detail which systems are vulnerable to Rowhammer. We analyze
susceptibility depending on e. g., DRAM generation, DRAM speed, and
CPU vendor.
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Table 9.2.: A summary of the results on hardware susceptibility by DRAM
generation and CPU vendor.

DRAM CPU # Systems # Affected
Systems

min to 1. bit flip
Avg σ Min Max

DDR3 Intel 286 80 28% 62 113 0 617
DDR3 AMD 15 2 13.3% 42 42 0 85
DDR4 Intel 365 43 11.8% 55 42 9 130
DDR4 AMD 137 1 0.73% 0 0 0 0
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Figure 9.7.: Datasets affected by Rowhammer grouped by CPU Vendor. The bars
of affected, not affected, and AFn failed datasets stack to the total
number of datasets with the CPU vendor. The numbers depicted
above the bars are the absolute number of datasets on the top and
the percentage of affected datasets on the bottom. A dataset counts
as affected when at least one tool identified at least one bit flip. It
counts as No AFn when no bit flips were identified and no addressing
functions were found on the dataset. It counts as Not Affected when
addressing functions were available, but no bit flips were found.

5.1. Susceptibility by CPU Vendor

We analyze the susceptibility of systems to Rowhammer depending on
the CPU vendor. While Rowhammer is a bug in the DRAM, the CPU
plays a huge part in the attack. For example, Jattke et al. [20] recently
showed that due small differences between Intel and AMD CPUs, changes
are required for Rowhammer attacks working on Intel, to also work on
AMD. The majority of systems in our dataset use CPUs from Intel and
AMD, with only 5 datasets with other CPU vendors. Figure 9.7 provides
an overview of these results.
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5. Detailed Analysis of Rowhammer Susceptibility

Out of 1 006 tested datasets in total, 777 have Intel CPUs, of which 123
(15.8% of total datasets) are affected. On 349 datasets with Intel CPUs,
no bit flips occurred and no addressing functions could be identified. Of
the 224 datasets with AMD CPUs, 3 (1.34% of total datasets) are affected
and on 172 no bit flips occurred and no addressing functions could be
identified. Note that the ZenHammer Rowhammer fuzzer by Jattke et al.
[20], which is the first tool yielding good results on systems with AMD
CPUs, was not part of our framework, as described in Section 3.2. Finally,
none of the 5 CPUs from other vendors are affected and on 3 of them, no
addressing functions were identified.

Based on the CPU vendor, 15.8% of Intel Systems and 1.34% of datasets
with AMD CPUs are affected. We assume that the higher susceptibility of
Intel CPUs is due to the fact that Rowhammer research mainly focused
on Intel-based systems in the last decade [43, 39]. Just recently, the focus
of Rowhammer research shifted slightly towards AMD [14, 20].

Even though our bootable image only works on systems with the x86-64
architecture, some participants got the setup running on other architectures
in a few cases, e. g., using the Docker container or manually downloaded
and executed the scripts from GitHub. On datasets with neither an AMD
nor an Intel CPU (labelled as Other in Figure 9.7), the CPU model was
either not detected (which happened on 2 datasets), or it was one of
the following: VIA Nano U3100 (x86-64), Cortex-A7 (Arm), or a sifive
u74-mc (RISC-V).

The times until the first bit flip was detected are shown in Table 9.2. On
Intel systems, the average time to the first bit flip is 60.8min (σ =108min).
On AMD systems it is 28.4min (σ =39.8min), however, the small sample
size of only 3 systems limits the significance of this result. The longest
time to a bit flip was 617min (roughly 10 h) on an Intel system.

Key Insight 7: Most tools work more reliably on Intel-based systems.
Hence, the number of affected AMD systems may be higher than our
results suggest.

5.2. Susceptibility by DRAM Generation

We analyze the Rowhammer susceptibility depending on the DRAM
generation. The majority of systems in our dataset use DDR3, DDR4,
and DDR5 DRAM, with a few systems containing low-power (LPDDR)
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Figure 9.8.: Datasets affected by Rowhammer grouped by DRAM Generation.
The bars of affected, not affected, and No AFn datasets stack to the
total number of datasets with the DRAM Generation. The numbers
depicted above the bars are the absolute number of datasets on
the top and the number and percentage of affected datasets on the
bottom.

and DDR2 DRAM. In the category Other belong memory types that
dmidecode could not identify, e. g., when the field Type was Other or
<OUT OF SPEC>. Figure 9.8 provides an overview of the results.

Out of the 302 datasets with DDR3 DRAM, 82 (27.2%) are affected. It
takes on average 60.4min (σ = 111min) to get the first bit flip. Out of
the 502 datasets with DDR4 DRAM, 44 (8.76%) are affected However, a
total of 224 datasets use an AMD CPU and numbers with AMD-adjusted
tools may be significantly higher (cf. Section 5.1). Focusing only on the
388 DDR4 with Intel CPUs, 43 (11.1%) are affected. It takes on average
39.9min (σ = 43.4min) to flip the first bit on datasets with DDR4 DRAM,
and the fastest time was 0min. Other DRAM generations were not affected
by the tested tools.

Initially, Rowhammer was discovered on DDR3 [28], so Rowhammer
research has been conducted on DDR3 from the beginning. Following the
original publication, vendors began implementing hardware-mitigations
with DDR4. Multiple approaches bypass these proprietary mitigations
implemented by the vendors [10, 8, 19]. However, because the details
of the implementation are not known, the ability of these approaches
to trigger bit flips strongly depends on the mitigations. Therefore, the
percentage of affected datasets with DDR4 (8.76%) is lower than that
of DDR3 (27.2%). The fraction of affected datasets with DDR4 is still
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Table 9.3.: The results on hardware susceptibility by DRAM vendor.

DRAM DIMMs Affected min to 1. bit flip
Avg σ Min Max

Samsung 321 102 31.7% 102 160 0 617
Hynix 142 40.6 28.6% 56 50 0 176
Micron 130 3.12 2.4% 2 4 0 10
Other 179 40.8 22.8% 31 44 0 188

lower than for DDR3 when only considering Intel-based DDR4 datasets,
for which 11.1% are affected. Jattke et al. [20] were the first to find bit
flips on a system with DDR5 DRAM. However, we were unable to identify
bit flips on any of the 83 DDR5 systems our participants tested. It should
be considered that we did not add Zenhammer [20], the only tool that has
detected bit flips on DDR5, to our test suite, as discussed in Section 3.2.

Key Insight 8: We observe the most bit flips on systems with DDR3,
followed by systems with DDR4 DRAM. Other systems may have
no bit flips as the available tooling is not suitable for these without
adjustments.1

On average, it takes longer to find bit flips on DDR3 than on DDR4
although more DDR3 systems are affected. We hypothesize that this is
primarily related to the runtime of the experiments: The datasets with
runtimes of 128 h and above were measured on systems with DDR3 DRAM.

5.3. Susceptibility by DRAM Vendor

We analyze the susceptibility of datasets to Rowhammer depending on the
DRAM vendor. When a dataset is affected by Rowhammer, we consider
it for further evaluation. When it is not affected, we consider it only when
the reverse-engineering of DRAM addressing functions was successful on
the dataset and when the dataset has an Intel CPU, as we evaluate affected
DIMMs and not systems where no addressing functions were found or
where no bit flips occurred due to an AMD CPU not supported by the
tools used in our framework.

The majority of datasets has DIMMs from Samsung, Hynix, or Micron.
However, there are also many datasets with DRAM labelled to be other
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Figure 9.9.: DIMMs affected by Rowhammer grouped by Vendor. The bars of
affected, and not affected systems stack to the total number of
DIMMs from that Vendor. The numbers depicted above the bars are
the absolute number of DIMMs on the top and the percentage of
affected DIMMs on the bottom.

vendors (e. g., resellers like Corsair, A-DATA, G-SKILL, etc.), or where
the Serial Presence Detect (SPD) record of the DIMMs did not state any
vendor. Therefore, we group by Samsung, Hynix, Micron, and Other

Systems can have multiple DIMMs from different vendors, which is the
case for 43 datasets. Because we do not know which DIMMs of a system
are affected and which are not when a bit flip is identified on that system,
we consider all DIMMs of the system to be affected. For example, a system
with two DIMMs from Samsung and two DIMMs from Hynix counts as
2× Samsung and 2× Hynix. We count all DIMMs of a dataset as partly
affected when the number of bit flips is lower as the number of DIMMs as
described in Section 3.5. Figure 9.9 provides an overview of these results.

Our results (cf. Table 9.3) show that 102 (31.7%) DIMMs from Samsung
are affected, which is the highest percentage. The susceptibility of DIMMs
from Hynix (28.6%) and Micron (2.4%) are lower. For DIMMs that could
not be mapped to a vendor, 22.8% are affected.

The first bit flip on Samsung DIMMs occurs on average after 102min
(σ = 160min), the longest time of all vendors. It is followed by DIMMs
from Hynix with an average time of 56min (σ = 50.4min) until the first
bit flip. For DIMMs from Micron, the first bit flip occurred after 1.95min
(σ = 3.79min). DIMMs where the vendor could not be mapped show the
first flip on average after 31.4min (σ = 44.4min).

We hypothesize that this is related to the distribution of affected DIMMs
over the different DRAM vendors: While the fraction of affected DIMMs
is similar for DRAM from Samsung and Hynix, the absolute number of
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Table 9.4.: Summary of hardware susceptibility by DRAM frequency.

DRAM DIMMs Affected min to 1. bit flip
Avg σ Min Max

1333 96 33.4 34.8% 17 27 0 103
1600 190 60 31.6% 100 142 0 617
2133 100 20 20% 32 52 0 130
2400 87 5 5.75% 38 0 38 38
2667 137 59 43.1% 52 31 9 88
3600 8 0.25 3.12% 98 0 98 98

Other 103 8.75 8.5% 57 56 0 147

affected DIMMs is significantly higher for Samsung (102) than for other
vendors (40.8), Hynix (40.6), and Micron (3.12).

We hypothesize that DRAM from Micron is less affected due to differences
in the proprietary TRR implementation: We assume that either TRR
in Micron DIMMs works better at detecting current Rowhammer attack
implementations, or that current Rowhammer attack implementations are
(possibly inadvertently, due to proprietary implementations) tailored to
bypass TRR implementations of other vendors3.

Key Insight 9: DRAM from Samsung, Hynix, and third-party
resellers is similarly affected by Rowhammer. We found bit flips in
only 2.4% if Micron DIMMs. This contrasts prior work that did not
find such a stark difference between the three manufacturers [28, 19,
35].

5.4. Susceptibility by DRAM Frequency

In this section, we analyze the susceptibility of systems to Rowhammer
depending on the frequency of the DIMMs. Most systems in our datasets
use the DRAM frequencies shown in Table 9.4 and Figure 9.10. We only
consider DIMMs susceptible to Rowhammer where DRAM addressing
function reverse-engineering worked and the systems hat Intel CPUs.
Because we do not know which DIMMs of a system are affected and which

3The authors of the TRRespass [8] and Blacksmith [19] papers told us that vendor B is
Micron in their experimental evaluation. They stated that Micron was arguably the
most difficult vendor for DIMMs to trigger bit flips on. This note was not included
in the camera-ready version of the paper.
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Figure 9.10.: Susceptibility of DIMMs to Rowhammer grouped by Speed (Fre-
quency). The bars of affected and not affected DIMMs stack to
the total number of DIMMs with the DRAM Speed (Frequency).
The numbers depicted above the bars are the absolute number of
DIMMs on the left side and the percentage of affected DIMMs on
the right side.

not when a bit flip was identified on that system, we consider all DIMMs
of the system at least partial affected as described in Section 3.5. We
count the number of DIMMs in the system and group them by the speed
(DRAM frequency).

In general, the susceptibility of DIMMs decreases with increasing DRAM
frequency (cf. Figure 9.10), which is likely related to different DRAM gen-
erations as discussed below. There are two exceptions: One for 2 667MT/s
with 5.75% and one for 3 600MT/s with 3.12%, which we discuss below.
The affected systems with 1 333MT/s to 1 600MT/s are DDR3, and with
2 400MT/s to 3 600MT/s are DDR4 based on the DRAM generation
reported by dmidecode. For the datasets with 2 133MT/s, 4 are DDR3
and 70 are DDR4, so the majority of these DIMMs is DDR4.

The higher percentages of 43.1% for DIMMs with a frequency of
2 667MT/s can be explained with the systems that had a runtime of
60 h. As described above, we ran the test on systems in the computer lab
rooms of our institution, which are all DDR4 and have DRAM with a
frequency of 2 667MT/s. Thereby, we identified multiple systems with a
total of 54 DIMMs with a runtime of 60 h to be affected by Rowhammer.
Due to this, 54 of the 59 DDR4 systems affected by Rowhammer have a
frequency of 2 667MT/s had a runtime of 60 h. A higher runtime increases
the number of systems susceptible to Rowhammer as discussed above.

Regarding the DIMMs with a frequency of 3 600MT/s, where 3.12%
are affected by Rowhammer, there is one system with 4 DIMMs that is
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affected by Rowhammer. This system had a runtime of 24 h and FlipFloyd
identified a single bit flip. Since we saw less bit flips than DIMMs in the
system, this is counted as 0.25 affected and 7.75 not affected DIMMs.

For the average time until the first bit flip occurred, a trend can be
seen with increasing DRAM frequency (except at 1 600MT/s, see next
paragraph): At the lowest, DIMMs with 1 333MT/s have an average
time of 16.6min (σ = 27.3min) until the first bit flip occurs. The highest
frequency DIMMs where multiple are affected are DIMMs with 2 667MT/s.
There it takes on average 51.7min (σ = 31.4min) until the first bit flip
occurs. For other DIMMs, the average time until the first bit flip occurs
is 56.7min (σ = 56.3min).

Only the DIMMs with 1 600MT/s do not follow this trend with an average
time of 100min (σ = 142min) until the first bit flip occurs. The reason for
this is that some datasets with these DIMMs had really high runtimes of,
e. g., 192 h, 256 h, and 384 h. As discussed in Section 4.4, a higher runtime
leads to increased times until the first bit flip occurs because they enable
finding bit flips after the tools stopped running in other datasets. These
high runtimes lead to a time until the first bit flip is detected of up to
617min which increases the average value compared to the DIMMs with
other, similar frequencies like 1 333MT/s to 2 133MT/s.

Key Insight 10: We find a decrease in the susceptibility to Row-
hammer and a slight increase in the time until the first bit flip with
higher DRAM transfer rate.

6. Limitations

In this section, we discuss limitations of our results.

Most addressing function revese-engineering tools failed on many systems
as described in Section 4.1. Even the most successful tools only ran on less
than 50% of the datasets, and even this does not imply correct DRAM
addressing functions were identified but only that the tool ran. Additionally
3 of 5 tools need support of 1GiB hugepages, which was not available on
some systems. Blacksmith identified bit flips on 40 DDR4 datasets out of
a total of 44 datasets with DDR4 susceptible to Rowhammer. However, it
was also started only on 299 out of 1 006 datasets, which is approximately
one third. The results for DDR3 look similar: RowhammerJs, the tool that
worked best on DDR3, identified bit flips on 49 datasets, of which 47 are
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DDR3. In total, 82 datasets with DDR3 were susceptible to Rowhammer.
RowhammerJs also only ran on 385 datasets, slightly more than a third
of all datasets.

As discussed in Section 4.2, 5 of the 7 Rowhammer tools failed on most
datasets due to a lack of correct DRAM addressing functions. Additionally
3 of the 7 tools require 1GiB hugepages, which are not always available.
Thus, most tools worked only on less than a third of the datasets. Hence,
any susceptibility numbers determined in this study may underestimate
the real-world susceptibility to Rowhammer.

It is important to note that neither 1GiB hugepages nor physical address
information is required to typically available in a scenario where Row-
hammer is weaponized for attacks like privlege escalation. We also did
not perform any attacks in our framework, but limited to a large-scale
study on the prevalence of Rowhammer itself. Therefore, actually using
our framework for real attacks would require serious engineering effort. As
discussed in Section 3.2, we did not add Zenhammer published by Jattke
et al. [20] to our test suite. According to the authors, Zenhammer yields
good results on AMD and even identified a DDR5 DIMM susceptible to
Rowhammer. Therefore, we expect the fraction of affected AMD systems
to be higher in reality than the 1.34% reported in this paper.

As shown in Section 5.2, the majority of systems tested in our large-
scale study has either DDR3 or DDR4 DRAM. Both together make
approximately 80% of the 1 006 systems tested in our large-scale study.
Therefore, we gain only little insight on other DRAM generations, for which
we also did not identify a single system to be susceptible to Rowhammer.

For many DIMMs, there is no clear vendor in the Serial Presence Detect
(SPD) record. We use the larger DRAM vendors—Samsung, Hynix, and
Micron—and group resellers (e. g., G-SKILL, A-DATA, etc.) in the group
other, which together account for nearly 25% of the DIMMs considered in
our vendor-based evaluation.

Because the best respective tools on DDR3 and DDR4 ran only on roughly
one third of all systems, the number of 126 out of 1 006 (12.5%) should be
seen as a lower estimation. We hypothesize that the number of susceptible
systems in reality is significantly higher than reported in this paper due to
the discussed limitations. In future studies, the overall grade of automation
needs to be improved, focusing on a better detection and correction of
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errors in general. Especially, DRAM bank addressing function reverse-
engineering needs improvements to yield better results when run fully
automated.

7. Conclusion

We performed a large-scale Rowhammer study and collected 1 006 datasets
on 822 unique systems from the participants of our study. We show that
automated DRAM addressing function reverse-engineering works only
in 453 of the 1 006 datasets we analyze (less than 50%). Due to missing
DRAM addressing function, Rowhammer tools that require these functions
were skipped on more than 50% of the datasets. On datasets with DDR3,
simple pattern and fast hammering are effective, while more complicated
patterns and fuzzing are more effective on datasets with DDR4 due to
TRR mitigating simple patterns on most systems. We detect the most bit
flips on datasets with DDR3 DRAM (27.2 affected). On DDR4, only 8.76%
of all datasets are affected. However, many datasets with DDR4 have
AMD CPUs, which we could not properly detect since we did not add the
ZenHammer [20] tool1. When only focusing on Intel-based datasets, 11.1%
of the datasets with DDR4 are affected. DRAM from Samsung (31.7%
affected), Hynix (28.6% affected), and third-party resellers where we could
not resolve the actual DRAM vendor (22.8% affected) are susceptible in
the same order of magnitude. In contrast to them, DRAM from Micron is
only affected by 2.4%, which is surprising [28, 19, 35].

In general, our results should be seen as a best case estimation, since it is
very likely that more systems are affected. A better automated response
to errors in the tooling, manual interaction, longer runtimes and tools
optimized for AMD would very likely increase the number of bit flips and
the number of affected systems.

Acknowledgment

This work was funded by the Deutsche Forschungsgemeinschaft (grant num-
ber 503876675), the Austrian Science Fund (grant number 10.55776/I6054),
the European Research Council (ERC project FSSec 101076409), as well

193



9. FlippyRAM

as the European Union under grant number ROF-SG20-3066-3-2-2. Addi-
tional funding was provided by generous gifts from Red Hat and Google.
See Appendix 8.1 for additional acknowledgements.

Ethics Considerations

None of the institutions of the authors had an institutional review board
(IRB) or an ethics committee to obtain approval for our study. Hence, we
discussed our study design with multiple privacy researchers to make sure
we follow strict ethical principles. One of the problems we identified was
the contradiction that security professionals suggest not to put untrusted
USB thumb drives into their computers. On the other hand, we wanted
to make it as easy as possible to encourage people, even those without
technical skills, to participate in our study. We took multiple steps to
counter that. First, we published the source code of the software from our
study, allowing everyone to review it and providing complete transparency.
Second, we recommend building the ISO on their own and using that or
the Docker container instead. If that is not possible, or the participant
lacks the necessary technical skills, the USB thumb drive is the last option.
Third, the hash digest of the image was also published, thereby enabling
participants to verify whether the USB thumb drive had been modified.

Another point of discussion was the compliance with the General Data
Protection Regulation (GDPR). We informed the user about the data
we save and process, as well as its purpose, and the participant needs to
acknowledge this explicitly before continuing with our study. Additionally,
we informed the user about the potential, albeit rare, damage that the
experiment can cause. After the participant ran the experiment, we asked
the user again if they were sure they wanted to upload the data to our
server. The participant could also finish running the framework without the
requirement to send any data or participate in our study. We protect the
dataset from unauthorised access using current state of the art measures.
Furthermore, we regularly perform encrypted backups of the collected
datasets to avoid data loss.

194



References

References

[1] Misiker Tadesse Aga, Zelalem Birhanu Aweke, and Todd Austin.
When good protections go bad: Exploiting anti-DoS measures to
accelerate Rowhammer attacks. In: HOST. 2017 (p. 166).

[2] Zelalem Birhanu Aweke, Salessawi Ferede Yitbarek, Rui Qiao,
Reetuparna Das, Matthew Hicks, Yossi Oren, and Todd Austin.
ANVIL: Software-Based Protection Against Next-Generation Row-
hammer Attacks. In: ASPLOS (2016) (p. 167).

[3] Sarani Bhattacharya and Debdeep Mukhopadhyay. Curious Case of
Rowhammer: Flipping Secret Exponent Bits Using Timing Analysis.
In: CHES. 2016 (p. 161).

[4] Erik Bosman, Kaveh Razavi, Herbert Bos, and Cristiano Giuf-
frida. Dedup Est Machina: Memory Deduplication as an Advanced
Exploitation Vector. In: S&P. 2016 (p. 166).

[5] Ferdinand Brasser, Lucas Davi, David Gens, Christopher Liebchen,
and Ahmad-Reza Sadeghi. CAn’t Touch This: Software-only Miti-
gation against Rowhammer Attacks targeting Kernel Memory. In:
USENIX Security. 2017 (p. 167).

[6] Lucian Cojocar, Kaveh Razavi, Cristiano Giuffrida, and Herbert
Bos. Exploiting Correcting Codes: On the Effectiveness of ECC
Memory Against Rowhammer Attacks. In: S&P. 2019 (p. 166).

[7] Bernhard Fischer, Daniel Dorfmeister, Harald Lampesberger, and
Eckehard Hermann. Leveraging Rowhammer for Physically Unique
and Non-tamperable Device Identification. In: Procedia Computer
Science (2025) (p. 169).

[8] Pietro Frigo, Emanuele Vannacci, Hasan Hassan, Victor van der
Veen, Onur Mutlu, Cristiano Giuffrida, Herbert Bos, and Kaveh
Razavi. TRRespass: Exploiting the Many Sides of Target Row
Refresh. In: S&P. 2020 (pp. 162, 165–167, 173, 174, 180, 186, 189).

[9] Lukas Gerlach, Fabian Thomas, Robert Pietsch, and Michael
Schwarz. A Rowhammer Reproduction Study Using the Black-
smith Fuzzer. In: ESORICS. 2023 (p. 166).

[10] Daniel Gruss, Moritz Lipp, Michael Schwarz, Daniel Genkin, Jonas
Juffinger, Sioli O’Connell, Wolfgang Schoechl, and Yuval Yarom.
Another Flip in the Wall of Rowhammer Defenses. In: S&P. 2018
(pp. 161, 162, 165–167, 173, 178, 181, 186).

195



[11] Daniel Gruss, Clémentine Maurice, and Stefan Mangard. Rowham-
mer.js: A Remote Software-Induced Fault Attack in JavaScript. In:
DIMVA. 2016 (pp. 162, 165, 166, 173, 174, 178, 180).

[12] Wei He, Zhi Zhang, Yueqiang Cheng, Wenhao Wang, Wei Song,
Yansong Gao, Qifei Zhang, Kang Li, Dongxi Liu, and Surya Nepal.
WhistleBlower: A System-Level Empirical Study on RowHammer.
In: IEEE Transactions on Computers (2023) (p. 167).

[13] Martin Heckel and Florian Adamsky. Flipper: Rowhammer on
Steroids. In: uASC. 2025 (pp. 173, 174, 180).

[14] Martin Heckel and Florian Adamsky. Reverse-Engineering Bank
Addressing Functions on AMD CPUs. In: DRAMSec Workshop.
2023 (pp. 162, 166, 172, 173, 185).

[15] Martin Heckel, Florian Adamsky, Jonas Juffinger, Fabian Rauscher,
and Daniel Gruss. Verifying DRAM Addressing in Software. In:
ESORICS. 2025 (p. 173).

[16] Martin Heckel, Hannes Weissteiner, Florian Adamsky, and Daniel
Gruss. Epistemology of Rowhammer Attacks: Threats to Rowham-
mer Research Validity. In: ESORICS. 2025 (p. 167).

[17] Christian Helm, Soramichi Akiyama, and Kenjiro Taura. Reliable
Reverse Engineering of Intel DRAM Addressing Using Performance
Counters. In: Modeling, Analysis, and Simulation of Computer and
Telecommunication Systems (MASCOTS). IEEE. 2020 (p. 166).

[18] Yeongjin Jang, Jaehyuk Lee, Sangho Lee, and Taesoo Kim. SGX-
Bomb: Locking Down the Processor via Rowhammer Attack. In:
SysTEX. 2017 (p. 166).

[19] Patrick Jattke, Victor van der Veen, Pietro Frigo, Stijn Gunter, and
Kaveh Razavi. BLACKSMITH: Rowhammering in the Frequency
Domain. In: S&P. 2021 (pp. 162, 165–167, 173, 174, 180, 186, 189,
193).

[20] Patrick Jattke, Max Wipfli, Flavien Solt, Michele Marazzi, Matej
Bölcskei, and Kaveh Razavi. ZenHammer: Rowhammer Attacks on
AMD Zen-based Platforms. In: USENIX Security. 2024 (pp. 161–
163, 165–167, 173, 184, 185, 187, 192, 193).

[21] JEDEC Solid State Technology Association. DDR3 SDRAM STAN-
DARD. 2012. url (p. 165).

[22] JEDEC Solid State Technology Association. DDR4 SDRAM Stan-
dard. 2021. url (p. 165).

196

https://www.jedec.org/standards-documents/docs/jesd-79-3d
https://www.jedec.org/standards-documents/docs/jesd79-4a


References

[23] JEDEC Solid State Technology Association. DDR5 SDRAM Stan-
dard. 2024. url (p. 165).

[24] Sangwoo Ji, Youngjoo Ko, Saeyoung Oh, and Jong Kim. Pinpoint
Rowhammer: Suppressing Unwanted Bit Flips on Rowhammer
Attacks. In: AsiaCCS. 2019 (p. 166).

[25] Jonas Juffinger, Lukas Lamster, Andreas Kogler, Maria Eichlseder,
Moritz Lipp, and Daniel Gruss. CSI: Rowhammer - Cryptographic
Security and Integrity against Rowhammer. In: S&P. 2023 (p. 167).

[26] Jonas Juffinger, Sudheendra Raghav Neela, Martin Heckel, Lukas
Schwarz, Florian Adamsky, and Daniel Gruss. Presshammer: Row-
hammer and Rowpress without Physical Address Information. In:
DIMVA. 2024 (p. 166).

[27] Ingab Kang, Walter Wang, Jason Kim, Stephan van Schaik, Youssef
Tobah, Daniel Genkin, Andrew Kwong, and Yuval Yarom. Sledge-
Hammer: Amplifying Rowhammer via Bank-level Parallelism. In:
USENIX Security. 2024 (pp. 165, 166).

[28] Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee,
Donghyuk Lee, Chris Wilkerson, Konrad Lai, and Onur Mutlu.
Flipping Bits in Memory Without Accessing Them: An Experimen-
tal Study of DRAM Disturbance Errors. In: ISCA. 2014 (pp. 161,
162, 165–167, 186, 189, 193).

[29] Kirill A. Shutemov. Pagemap: Do Not Leak Physical Addresses to
Non-Privileged Userspace. 2015. url (p. 162).

[30] Andreas Kogler, Jonas Juffinger, Salman Qazi, Yoongu Kim, Moritz
Lipp, Nicolas Boichat, Eric Shiu, Mattias Nissler, and Daniel Gruss.
Half-Double: Hammering From the Next Row Over. In: USENIX
Security. 2022 (pp. 162, 166).

[31] Radhesh Krishnan Konoth, Marco Oliverio, Andrei Tatar, Dennis
Andriesse, Herbert Bos, Cristiano Giuffrida, and Kaveh Razavi.
ZebRAM: Comprehensive and Compatible Software Protection
Against Rowhammer Attacks. In: USENIX OSDI. 2018 (p. 167).

[32] Andrew Kwong, Daniel Genkin, Daniel Gruss, and Yuval Yarom.
RAMBleed: Reading Bits in Memory Without Accessing Them. In:
S&P. 2020 (p. 166).

[33] Chris S. Lin, Joyce Qu, and Gururaj Saileshwar. GPUHammer:
Rowhammer Attacks on GPU Memories are Practical. In: USENIX
Security. 2025 (pp. 161, 166).

197

https://www.jedec.org/standards-documents/docs/jesd79-5c01
https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=ab676b7d6fbf4b294bf198fb27ade5b0e865c7ce


[34] Moritz Lipp, Misiker Tadesse Aga, Michael Schwarz, Daniel Gruss,
Clémentine Maurice, Lukas Raab, and Lukas Lamster. Nethammer:
Inducing Rowhammer Faults through Network Requests. In: SILM
Workshop. 2020 (p. 166).

[35] Haocong Luo, Ataberk Olgun, Abdullah Giray Yağlikçi, Yahya
Can Tuğrul, Steve Rhyner, Meryem Banu Cavlak, Joël Lindegger,
Mohammad Sadrosadati, and Onur Mutlu. RowPress: Amplifying
Read Disturbance in Modern DRAM Chips. In: ISCA. 2023 (pp. 166,
173, 174, 180, 189, 193).

[36] Michele Marazzi and Kaveh Razavi. RISC-H: Rowhammer Attacks
on RISC-V. In: DRAMSec Workshop. 2024 (p. 166).

[37] Ataberk Olgun, Yahya Can Tugrul, Nisa Bostanci, Ismail Emir
Yuksel, Haocong Luo, Steve Rhyner, Abdullah Giray Yaglikci, Ger-
aldo F Oliveira, and Onur Mutlu. ABACuS: All-Bank Activation
Counters for Scalable and Low Overhead RowHammer Mitigation.
In: USENIX Security. 2024 (p. 167).

[38] Lois Orosa, Ulrich Rührmair, A Giray Yaglikci, Haocong Luo,
Ataberk Olgun, Patrick Jattke, Minesh Patel, Jeremie Kim, Kaveh
Razavi, and Onur Mutlu. SpyHammer: Using RowHammer to Re-
motely Spy on Temperature. In: arXiv:2210.04084 (2022) (p. 166).

[39] Peter Pessl, Daniel Gruss, Clémentine Maurice, Michael Schwarz,
and Stefan Mangard. DRAMA: Exploiting DRAM Addressing for
Cross-CPU Attacks. In: USENIX Security. 2016 (pp. 162, 165, 166,
173, 185).

[40] Kaveh Razavi, Ben Gras, Erik Bosman, Bart Preneel, Cristiano
Giuffrida, and Herbert Bos. Flip Feng Shui: Hammering a Needle
in the Software Stack. In: USENIX Security. 2016 (pp. 165, 166).

[41] Finn de Ridder, Pietro Frigo, Emanuele Vannacci, Herbert Bos,
Cristiano Giuffrida, and Kaveh Razavi. SMASH: Synchronized
Many-sided Rowhammer Attacks From JavaScript. In: USENIX
Security. 2021 (pp. 162, 165, 166).

[42] Andre Schaller, Wenjie Xiong, Nikolaos Athanasios Anagnos-
topoulos, Muhammad Umair Saleem, Sebastian Gabmeyer, Ste-
fan Katzenbeisser, and Jakub Szefer. Intrinsic Rowhammer PUFs:
Leveraging the Rowhammer effect for improved security. In: Hard-
ware Oriented Security and Trust (HOST. 2017 (p. 169).

[43] Mark Seaborn. Exploiting the DRAM rowhammer bug to gain
kernel privileges. 2015. url (pp. 161, 162, 166, 167, 185).

198

http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html


References

[44] Mark Seaborn and Thomas Dullien. Test DRAM for bit flips caused
by the rowhammer problem. 2015. url (pp. 173, 178).

[45] Andrei Tatar, Cristiano Giuffrida, Herbert Bos, and Kaveh Razavi.
Defeating Software Mitigations Against Rowhammer: A Surgical
Precision Hammer. In: RAID. 2018 (p. 166).

[46] Andrei Tatar, Radhesh Krishnan, Elias Athanasopoulos, Cristiano
Giuffrida, Herbert Bos, and Kaveh Razavi. Throwhammer: Row-
hammer Attacks over the Network and Defenses. In: USENIX ATC.
2018 (p. 166).

[47] Youssef Tobah, Andrew Kwong, Ingab Kang, Daniel Genkin, and
Kang G Shin. SpecHammer: Combining Spectre and Rowhammer
for New Speculative Attacks. In: S&P. 2022 (p. 166).

[48] Victor van der Veen, Yanick Fratantonio, Martina Lindorfer, Daniel
Gruss, Clémentine Maurice, Giovanni Vigna, Herbert Bos, Kaveh
Razavi, and Cristiano Giuffrida. Drammer: Deterministic Row-
hammer Attacks on Mobile Platforms. In: CCS. 2016 (pp. 165,
166).

[49] Victor van der Veen, Martina Lindorfer, Yanick Fratantonio, Harikr-
ishnan Padmanabha Pillai, Giovanni Vigna, Christopher Kruegel,
Herbert Bos, and Kaveh Razavi. GuardION: Practical Mitigation
of DMA-Based Rowhammer Attacks on ARM. In: DIMVA. 2018
(p. 167).

[50] Minghua Wang, Zhi Zhang, Yueqiang Cheng, and Surya Nepal.
DRAMDig: A Knowledge-assisted Tool to Uncover DRAM Address
Mapping. In: Design Automation Conference (DAC). 2020 (pp. 162,
166, 173).

[51] Yuan Xiao, Xiaokuan Zhang, Yinqian Zhang, and Radu Teodorescu.
One Bit Flips, One Cloud Flops: Cross-VM Row Hammer Attacks
and Privilege Escalation. In: USENIX Security. 2016 (p. 166).

[52] Zhenkai Zhang, Zihao Zhan, Daniel Balasubramanian, Xenofon
Koutsoukos, and Gabor Karsai. Triggering Rowhammer Hardware
Faults on ARM: A Revisit. In: ASHES Workshop. 2018 (p. 166).

199

https://github.com/google/rowhammer-test


8. Appendix

8.1. Further Acknowledgement

In addition to the acknowledgements for funding shown above, we also
want to thank the people who supported us during the design, development,
and conduct of our study.

We want to thank Lena Heimberger of Graz University of Technology for
having many discussions about the design of our study regarding privacy
and transparency, they significantly improved the final study design. We
want to thank Katharina Schiller for creating the final FlippyRAM
logo. We want to thank Claudia Ceh for creating the project website at
https://flippyr.am. We want to thank Nico Bretschneider, Antje Heckel,
Johanna Heckel, Theresa Heckel, Ulrich Heckel, and Paulina Zschippang
for flashing 2 000 thumb drives over the Christmas Holidays in 2024.

We want to thank Jeremy Boy, Anna Pätschke, Thore Tiemann, and
Thomas Eisenbarth from the University of Lübeck for distributing several
hundred thumb drives to their students and asking them to participate
in our large-scale study. We want to thank Andreas Schmidt for giving a
Lightning talk on Chemnitz Linux Days and distributing thumb drives to
the audience.

Finally, we want to thank our many participants who made this large-scale
study possible. Among students at Hof University of Applied Sciences,
Graz University of Technology, and the University of Lübeck, many others
also participated. Even though most of the participants want to stay
anonymous, we provide a list of some participants who agreed to be
named in our Acknowledgements (in alphabetical order):

Malte Behrmann, Arne Bier, Micha Borrmann, Jeremy Boy, Colipedia,
daef, Emrah Delanović, Jörg Elfring, Felix Fehlauer, Morgan Gothard,
Brian Hobbs, Jan Christopher Kemnitzer, Daniel Kipp, Ingo Korb,
@magni@chaos.social, Philippe Marschall, Justin McLemore, Natalie
Mirelashvili, Malte Oeljeklaus, Adriel Ondas, Anja Ostovršnik, Anna
Pätschke, Peter Rohrer, Alexander Schnell, Robin Leander Schröder,
Michałl Trojnara, Benjamin Walter, Qifan Wang, and David Ward.

200

https://flippyr.am


Statutory Declaration

I declare that I have authored this thesis independently, that I have not
used anything other than the declared sources / resources, and that I have
explicitly marked all material which has been quoted either literally or by
content from the used sources.

201


	Contents
	Real-World Rowhammer: Understanding and Addressing the Challenges to Rowhammer Attacks
	Introduction
	Background
	State of the Art
	Conclusion
	References

	Publications
	List of Publications
	Reverse-Engineering Bank Addressing Functions on AMD CPUs
	Flipper
	Verifying DRAM Addressing in Software
	Epistemology of Rowhammer Attacks
	FlippyRAM


