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Introduction



What is Rowhammer?

- Flipping Bits in Memory Without Accessing
Them [3]

- Current DRAM has a very high integration
density

- Frequent access to memory locations leads
to bit flips in nearby memory locations

- Not the intended behaviour (this should not
happen)
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Mostly harmless ... or ... not as harmless.

- Local Denial of Service (DoS)
* ESCi Problem detected!

- Esce

- Usir

. Let's mitigate it!

- Breq



Is this still a problem?

- DDR2 systems are typically not affected due to lower integration density
- DDR3 and DDR4 systems got BIOS updates with mitigations starting in 2015
- DDR4 memory modules often contain mitigations additionally.

- Rowhammer is not a problem anymore
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Is this still a problem?

- DDR2 systems are typically not affected due to lower integration density
- DDR3 and DDR4 systems got BIOS updates with mitigations starting in 2015

- DDR4 memory modules often contain mitigations additionally.

- The mitigations on DDR3 systems are not as effective as assumed

. % of DDR4 modules are still vulnerable [1]
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Background



Reminder: Virtual Memory Management

Virtual Memory Physical Memory
0x200 Page Table
\ 0x200 0x3ef ><
/y 0x500 0x123
0x500

Image from the slides “0x0D Low-Level Fundamentals”



Virtual Memory Management Part 1 — Pages

- Memory is managed in Pages Virtual address

- On x86 Linux, one page has a size of 4KiB
(12 bit required for addressing)

000607 fff78b41337

. . Mapped using Page Table Offset
- An address in virtual memory can be

considered as a concatenation of “page Physical address
address” and “offset”.

0060006bcf32825337

- First 52 bits are mapped, last 12 bits are

u S Page Frame Number (PFN) Offset
copied



DRAM basics Part 1 — Cells

- A single cell consists of a capacitor storing
the actual data and a transistor controlling

o
the access

- In this example: control at pin 2 and access 3 1
at pin 1

- Reading procedure: Enable the control pin p—
and read the voltage at the access pin $

- Writing procedure: Apply the level that
should be written to the access pin and GND

enable the control pin



DRAM basics Part 2 — Array

- Multiple of these cells are organized in an B O B O B O B B
array NN ENEN N,
_ _ Bl Bl 8l Bl B B b B
- Control pins of the cells are connected in L I I I O I I
rows (only entire rows can be enabled) 6l & &l & &l b &l B
. . 8L 8L L L
- Access pins of the cells are conneted in I
columns 3 I R I I (A (A e
- Capacitors loose chage over time, so it is Wl
required to refresh the cells periodically FS\’;'{ Data



Physical DRAM architecture

System DRAM
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Physical DRAM architecture

Channel
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Physical DRAM architecture

Rank
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Physical DRAM architecture

Inside a bank
O — N ‘; o
c C C c C
E E E € =
S S S I
o O O . o O
O OO H o O
Row 0 Page 1
Row 1
Row 2
DRAM array
Row n-1
Row n
Amplifier
Rowbuffer
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Virtual Memory Management Part 2 — DRAM addressing

- Data is stored in physical memory:
- Channel
- DIMM
- Rank
- Bank
- Row
- Column

- The Memory Management Unit (MMU)
translates physical addresses to memory
locations

1
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Rowhammer from the perspective of the CPU

1 hammer:

2 mov eax, X
3 mov ebx, Y
4 clflush X
5 clflush Y
6 jmp hammer

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X
clflush Y
jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X
clflush Y
jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X
clflush Y
jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X

clflush Y

jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

1 hammer:

2 mov eax, X
3 mov ebx, Y
4 clflush X
5

6

clflush Y
jmp hammer

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

1 hammer:

2 mov eax, X
3 mov ebx, Y
4 clflush X
5

6

clflush Y
jmp hammer

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

1 hammer:

2 mov eax, X
3 mov ebx, Y
4 clflush X
5

6

clflush Y
jmp hammer

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

1 hammer:

2 mov eax, X
3 mov ebx, Y
4 clflush X
5

6

clflush Y
jmp hammer

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X
clflush Y
jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of the CPU

hammer:

mov eax, X
mov ebx, Y
clflush X
clflush Y
jmp hammer

oUW N R

Source code from Wikipedia

12


https://en.wikipedia.org/wiki/Row_hammer#Exploits

Rowhammer from the perspective of a DRAM bank

Page 1

hammer: Page 3
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1
2
3
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5
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Rowhammer from the perspective of a DRAM bank (abstract)

Victim 1 Victim 1
[Aggressor 1~ ]
Victim 3 Victim 4
Victim 3
Victim 4
(a) Single Side (b) Double Side (C) Three Side

Figure 1: Examples of rowhammer patterns
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Virtual Memory Management Part 3 — Virtual environments

Guest page tables

QEMU/KVM

Host page tables

MMU

15



Kernel Samepage Merging (KSM)

- Mechanism in the Linux Kernel

- Deduplicates pages that are marked as
merge candidates: Virtual Memory Physical Memory
- Multiple virtual pages with same content 0x000
are stored once in physical memory e
- Page tables of all pages are adjusted so
they reference to the same physical page
- Copy On Write (COW) policy: Writing to a 0x560 0x5€0
page copies the page, copy is accessed

0x200

0x300
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Kernel Samepage Merging (KSM)

- Mechanism in the Linux Kernel

- Deduplicates pages that are marked as
merge candidates: Virtual Memory

- Multiple virtual pages with same content
are stored once in physical memory

- Page tables of all pages are adjusted so
they reference to the same physical page

- Copy On Write (COW) policy: Writing to a 0x560
page copies the page, copy is accessed

Physical Memory

0x100

0x300




Flip Feng Shui (FFS)

- KSM merges pages across processes
- By default, QEMU/KVM marks all pages as KSM merge candidates

- When KSM is running, pages across VMs are deduplicated
- Idea from Razavi et al. [4]:
- Select a target page
- Chose a bit that should flip inside the target page
- Find a location in memory that is vulnerable to rowhammer where the specified
bit flips
- Get this target page merged at a location found before
- Execute the rowhammer attack at that location
- The bit should be flipped at all pages that were merged to that location



Toolset Hammertinger




What is Hammertinger?

- All-in-One rowhammer and FFS exploitation framework

[]Toolset HammerIso
I Tool / Executable
I Library HammerTest

[ Kernel Module
M published rowhammer-PoC

KvmModule




Practical rowhammer exploitation

- At first, no bit flips were found on the tested systems
- Reason: The systems had a BIOS version with a mitigation for rowhammer
- ldea: Downgrade BIOS to a version before the mitigation

- Problem: Downgrade locks (unable to perform the downgrade)



Practical rowvhammer exploitation

Solution

nmer

Manually downgrade the BIOS

19



Demo 1

Exploiting rowhammer with HammerTool



Evaluation of HammerTool

T ‘A‘ T T T
200 [/ / S 200
wiw J%N‘—\ﬁj =
‘ :
100 —‘J = 8100
=
E
N
0 ‘? v 3% I — 0
0 20 40 0 20 40 0 20 40
# of measurement # of measurement # of measurement
(a) Tsuop (b) T540p (KVM-based VM) () T540p (KVM-based VM with KSM enabled)
——HammerTool —— RowhammerJS —— TRRespass

Figure 2: Number of bit flips found by different PoCs in 300s
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Amplification of rowhammer




Increase the amount of bit flips with KSM

# bit flips within 300's
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Figure 3: Number of bit flips found by HammerTool in dependence of pages_to_scan

value of pages_to_scan

(a) Ts40p

value of pages_to_scan

(b) x2307
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Increase the amount of bit flips with KSM

int memcmp(const void 4s1, const void ,s2, size_t len)

bool diff;
asm("repe; cmpsb" CC_SET(nz)

: CC_OUT(nz) (diff), "+D" (s1), "+S" (s2), "+c" (len));
return diff;

N o R W N R

}

From the Linux Kernel at arch/x86/boot/string.c

22



Increase the amount of bit flips with Flipper
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Figure 4: Number of bit flips found by different PoC in 300's with and without Flipper
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Demo 2

Increase the amount of bit flips with Flipper



Increase of bit flips with Flipper on a mitigated system

Reference DIMM without Flipper with Flipper ratio
MO Samsung M471B5273DH0-CH9 3.01-10' 1.8724-10° 622

M1 Samsung M471B5273DH0-CH9 1.384 - 10" 8.157 - 102 58.93
M2 Samsung M471B5273DH0-CH9 418 -10° 2.5348-10  60.64
M3 Samsung M471B5273DH0-CH9 9.2-107" 3.61-10 39.23
Mé Samsung M471B5273DH0-CH9 6.54 - 10° 3.7384 - 102 57.16
M5 Kingston KVR16S11/4 99U5428-049.A00LF 0 -10° 0-10°

M6 Samsung M471B1G73BH0-YKO 2-1072 1.52 - 10° 76

Table 1: Number of bit flips found by HammerTool with and without Flipper
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Conclusion




Conclusion

- An attacker can flip bits in DRAM by accessing other memory locations
- There are sophisticated exploits using rowhammer
- Mitigation strategies do often not prevent rowhammer but make it unlikely

- HammerTool and Flipper increase the amount of bit flips found on a system
siginificantly which can help bypassing the mitigation on DDR3 systems
(maybe, DDR4 as well)
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Conclusion

THE MELTDOLN AND SPECTRE. EXPLOITS USE
"SPECULATIVE EXECUTION?” LHATS THAT?

YU KNOW THE. TROLLEY PROBLEM? LJELL,
FOR A WHILE NOU, CPUs HAVE BASICALLY
BEEN SENDING TROLLEYS DOUN BOH
PATHS, QUANTUM-STVLE, LMHILE ALAITING
YOUR CHOICE. THEN THE UNNEEDED

THE PHANTOM TROLLEY ISN'T
SUPPOSED To TOUCH ANYONE.
BUT IT TURNS OUT YoU CAN

ShLL }JSE IT To DO STUFF.

AND IT CAN DRIVE
THROUGH WALLS.

\

Image from XKCD

“PHANTOM" mﬁ DISAPPEARS,

THAT GOUNDS BAD LHATS TRAT? 50 YOURE SPYING
HONESTLY, TVE BEEN IF You ToGGLE. A ROL) OF MEMORY THE CLOUD 1S FULL OF
PSSUMING LE UERE (ELLS ON AND OFF REALLY FAST, YOU PHANTOM TROLLEYS
DOOMED EVER SINCE CAN USE ELECTRICAL INTERFERENCE PRMIED WITH HAMYIERS.

T LEPRNED Apour | | 0 FLIP NEARGY BIT5 AND— YES, THAT |5
RODHAMTER. | £O chgg;f}%? ) EXACTLY RIGHT
OKAY. TLL, UH...
} vup ESPECIAU.Y&MRED ONES. | L UPDATES? J
GOOD IDEA,
% ~
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Questions?
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